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Abstract Traditional steganographic techniques for JPEG images always suffer from histogram-based attacks because
they change the DCT coefficient histogram of the cover image, or from the reduced hiding capacity due to the correction of
the change of the histogram. A new steganography preserving the property of the histogram is proposed in this paper. When
the secret message is embedded, an adjust_info table is built to memorize the alteration of the histogram. Then the
modification direction of the coefficient is adjusted according to the table. In this way, the change of the histogram is
compensated and the hiding capacity is not reduced yet. Several experimental results demonstrate that the algorithm can
attain a high hiding capacity of 13% (the quality factor is 75). Furthermore the average distortion rate of the general DCT
coefficient histograms on stego-images is 0.81%, the maximal distortion rate of the histograms on low frequency
coefficients is 3.83% obtained from the stego-images generated by the improved algorithm and the average distortion rate
of them is only 1.98%. The property 6f the histogram is fine changed; therefore, various histogram-based attacks can be
effectively resisted and secure steganorgraphy can be insured.

Key words  Steganorgraphy, Steganalysis, JPEG images, Property of the histogram, Histogram-based attacks

1 3=

# % % R "(Steganorgraphy) & 15 & B& # (Information
hiding) Ui — N EE 3T, ERFIH A MBS/ REITR L
EEHABENET LK, BHEHBU—ERHREIINE
FHRAB AT OB FEAD, WTGEIHE SRS .
EAMETE D —FMFNRFEETR, BEEARANHR

2004-06-07 K¢E|, 2005-03-28 6l
I K PR 4 4 91 )RR

FEFER, BUAMERLZEHIMERB TS ZKE

HRAMREBEHA—E, HEHANRSHELRE
HAMEA, HEEHNIABER——BEI AR
(Steganalysis) R & B2 . #3540 A PR BT 43 47 & F
TREMB AR BB ER I, SRR MR AR R R T IX 4 4
HIETOMERE. HELE, N RENEFEEN X6
BEZELMREITEROILH LR,

JPEG BN AT 2P, TR BES B MR



F2H

B 35 —FMREFELD B YER JPEG BRI 253

HFEHBERE. HWSHSMET IPEG B G
EHi%, HPHBRRTE Isteg, OutGuessHI F5l6%,
EAEREIT B0 JPEG BR DCT B REEBAM Y
B, BEeEMMReNNBEARNAHE. JSteg MIFSH
EHREERTE BUEHERTH 75), BEHTFHNARK
BB MEEhd KA IR E BB HE: OutGuess *¢
REETREARGEE, AUABHBAEFBRE, B2
HTHET —HoRABARFEETE, FHARRERMNE
6.5%. BHdt, W IHBERIRIT R HE T B X R A m R
BENBFEHEIE-ANEENWRRE. AXRBT —f%
SEMMEE. BRI EA REEUHR AR RRRIRA R
FEHBEN ‘17 AERBEEBRRE SRR
“0”, MRRHMESMABEEHERIN B AHEA,
NPEAHBEAFT AT LR, RS E 7 B EaE S
W RBMSZE M, A MER T ERS3E, mAH
R AR, M EEEBRPEREY, ZEENAGRYE
EE B3%MEREAR, T HREEERKSAE DCT REE
HERREENREIT 0.15%, FIPRIEN 0.81%, B
HEHEREGES DCT RBAHTEMNBRKRERA
3.83%, FEH R ELE LA 1.98%, U6 B 77 B T # N ss3s,
BR b T DA 2 o P L 7 B ik
AXHHBEHIMT: B2 WHHELR JPEG BIRHK
EBEE, AENMEFEASRE: B3 WREHINRFE
FER R, B 4 W RHME SR SR 7 B AR 16 R
BT T Bk RS WHHTITE LR, WREENRRA
8, HEAEEGKAERE, SEREE DCT REE Y
B REES: F6 WA REHIELSBEHTE M.

2 {54 JPEG B# B H AN E A BRI

40 JPEG B A% H R LA LB Y IPEG B
DCT B RECREBKARE M. Blin, ISteg" RAHEHE
EEARITF R A JPEG ERIE 0 HE 1 #) DCT EHLREM
LSB(Least significant bits) &, H1T2IFFHRA, Atlzett
F&. JPHideP AR ILREIT T B8k, HH B BEVLES T &
A EH LSB 1, ER{AATREHSET RBETE,
OutGuess® ZE I 2 6t L Xt R E H BT THIE.
Westfeld®5 1, LIRS LSB MIEES R R M LSB F
WER—EHSHRE, NS — K58, Wy i,
¥R 2 Wi LA R RS M, fhig R X B R
HHEM 1 BRI BN, JFRLBHT FS
Hix,

R, TS LM LSB LR AEXERK | K7L L RIE
WMBRAMHITNE., BHEMRT RES B —Frdvtt,

AR TRANEBMERORES R G HERMEE
B L. B 1434 T A JSteg, OutGuess A1t FS BLiE#EAT
MR AT JIPEG R DCT R EH /7 B HBCER R B A W,
BRT OutGuess #b, HABPIFME I H 7 EAHAE TRKHH
. BHEBABRGNETEAEHEMER: —22 5 IE R
FIAT7 I B T RAMATRBOIK 2 W% e .
ISteg B3 T X H 77 B ) 5y AT a 3, (45 AR5 R B H B A3
FIEWAME, EHFMER 2 /13, 45, GAFm—1
=2, =3 H—afKRAKHE. FSHLBREALRFTH
7RSI, P2 T4 80N (shrinkage) TTHE K T 0
RAEHH KB Z UL RABMAENERELRED I
%8, OutGuess X H 7 BIEARAE, XEEAEEHRAN
5 B E 7 B THIE, HAMLHERE —EHRECkK
BrEMAG BT R E T B, Rk, M ISteg, F5 4H
b, AHEKA T BRI RREA R R —4 .

1800

wm original
3 JSteg

= OutGuess
1 FS

1400

=3

& 1000

= 600

200
6 -4 -2 0 2 4 6
(2,2) - IDCT# Hd
Bt H JSteg, OutGuess fi FS HiL TR IR M
JPEG FB7E(2,2)f7 ¥ L1t DCT R¥ 177 M b
Fig.1 A comparison of the histograms of DCT coefficient (2, 2)
Before and after JSteg, OutGuess, and F5 embedding methods have
been applied to the JPEG image
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Input: mesage, shared secret, cover image
Output: stego image
initialize PRNG with shared secret
permutate DCT coefficients with PRNG
initialize the Adjust_info table
while data left to embed do
get next non-zero AC coefTicient from cover image
if (DCT>0) & (DCT and the message bit are not match)
if DCT=1
DCT=DCT+1 or DCT=DCT-2 according to the Adjust_info table
else
DCT=DCT+1 or DCT=DCT-1 according to the Adjust_info table
end
update the Adjust_info table
elseif (DCT<0) & (DCT and the message bit are not match)
if DCT=-1
DCT=DCT+2 or DCT=DCT-1 according to the Adjust_info table
else
DCT=DCT+1 or DCT=DCT-1 according to the Adjust_info table
end
update the Adjust_info table
nd

e
end while
insert DCT coefficients into stego image
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Fig.2 Algorithm preserving the property of the histogram
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Fig.3 Process of building the table Adjust_info dynamically
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Fig.4 A comparison of the coefficient histograms before and after our
algorithm (algorithm 1) has been applied
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Input: mesage, shared secret, cover image
Output: stego image
(initialize PRNG with shared secret
permutate DCT cocfficients with PRNG
initialize the Adjust_info table
while data left to embed do
get next non-zero AC coefficient from cover image
if (DCT is the coefficient on(1,2))& (DCT and the message bit are not match
modify DCT according to the Adjust_12_info table
update the Adjust_12_infotable
rlseif (DCT is the coefficient on(2,1))& (DCT and the message bit are not match)
modify DCT according to the Adjust_21_info table
update the Adjust_21_infotable
clseif (DCT is the coefficient on( 2,2))& (DCT and the message bit are not match
modify DCT according to the Adjust_22_info table
update the Adjust_22_infotable
telseif (DCT is the coefficient on other places)& (DCT and the message bit are-

. . . . not match)
modify DCT according to the Adjust_info table
update the Adjust_infotable
end
end while
insert DCT coefficients into stego image

5 BUAMEE

Fig.5 Improved algorithm
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Fig.6 A comparison of the coefficient histograms before and after the

improved algorithm (algorithm 2) has been applied

5 (AAXE
SRCLK A K 640X480, FTEEFA 75 1 12 18 JPEG

KEBGAFMBBE, KB ERTEUTHRSE, RRARND
HWHEAGERY PSNR 1% 1 fir. KB, BEARRHR
AN B EARE BRI G. BET R, ANk
B 13%R AR, 1 HH® A0S BRI PSNR EEA Lik3)
35dB b b. i —H48 % PSNR, WFHAE P RAM
G B0 0L O 4 B O A LA ol ot PR B e«

HPRHE T T X R E B KR, BAIMT
Lk 12 EE KBRS R R E T B ERER RN ER.
REEEBRE AC RBEFTED W), hpy(dh (kDe
{(1,2,(2,0,Q2)} LB LHEFE, HFEBKNEEITM

R 2EEKYREEBIRENRS PSNR LLI
Tab.l A comparison of hiding capacity and PSNR
before and after our algorithms have been applied 10 12 images

B 1 KA R 75 & PSNR(dB)
(kB) %) Hik Hik?2
1DSC1 jpg 29 12.8 36.35 36.17
1DSC2.jpg 23 12.62 35.77 35.75
1DSC3.jpg 64 13.1 30.50 30.49
1DSC4.jpg 44 12,73 33.52 33.55
1DSCS.jpg 43 12.84 37.34 37.25
1DSC6.jpg 76 12.92 35.41 35.43
1DSC7.jpg 62 13.06 34.28 34.30
1DSC8.jpg 66 12.89 36.52 36.37
1DSCY.jpg 68 12.36 38.22 38.19
1DSC10.jpg 70 12.82 3433 34.15
IDSC11.jpg 20 12.57 35.69 35.54
1DSC12.jpg 32 12.6 37.64 37.66
BB R HAR Hep(d), 558
o 2 H (@)~ h(d)) a
> h(d)
Bin= 2 Han @ Pan D] e va@n.221 @
Zh(k.l)(d)

Bun TEL(1,2),(2,1),2,2)) LRFIGE/Y B, 1EH BAFRKAR
REEFRMKREE, B7THBTRHEE L, B2, ISteg
FFS #E R RBRPNREG R M FRArRBEENE, %1
FIBRKREEN 0.15%, FIREEN 0.81%, Hik2 K&
KEHEEN 1.99%, EHRIEEN 1.23%, ISteg FImKEE
#£H 4.07%, FHREER 345%, T FS BB ALREEXT
T 15.96%, PHREZEERT 12.27%;: XFEIMAKEH
W, ik MEKREER 7.44%, FHYREEN 5.94%,

2 MR KRERE 3.83%, FHREEL 1.98%, i ISteg
FI KA ERIAT 20.06%, FHKREER 8.28%, F5 MR
KKEFED) 39.43%, FHIHEFEIAT 20.90%, LRER
KU, AXHENNETEHTHMSE, BALRET
BAEGRIE S B, T RESSA OB X B 7 B



256 mF 5 F B ¥ #® %28 %
# Y. Proc. SPIE Photonics West, Electronic Imaging 2002. Security
0.16 04 py -~ aigorithm and Watermarking of Multimedia Contents, San Jose, California,
2 (a) 03 ®) aigorithm2
0. ~algorthmt ' = iSteg Jan. 2002: 1 — 13.
- ithm2 -
¢ 008 Iistg =02 [3] Wallace G W. The JPEG still picture compression standard.
~FS§
004 ot Communications of the ACM,1991, 34(4): 30 ~ 44,
—t g
0 2 4 6 8 10 12 6 2 4 6 8 1012 {4} Derek Upham, JPEG-ISteg-V4. http:/www.funet.fi/pub/crypt/
Test images Test images

B 7 R ET BRI
() BARMEATBAREE Ob) CARMETERARER
Fig.7 A comparison of the distortion of the histograms before and after
embedding algorithms have been applied
(a) Distortion rates of the histograms of all coefficients

(b) Distortion rates of the histograms of the coefficients on low frequency
6 ERiF

AR T —FHN JPEG BREHER S, ©RARY
A BRBE AR T KB, BERERIFE T B K
ATROREER, BAREE L EREHEHARKETH
HrrtE, BETTLIREIE FET B, AT E SRR
T HBRIE.

YRETBREMAET RES MM —Priets, AXHE
BRRE T HEEEK DCT AR EYT BN ERHTER
IERBAER A AL . NERE &N ERNEE S
FHELARTOEE, HEMGEERATARBT KRR
Gk i B — Lk e Tk ok, BAMEE—-PHAR
FEMEHE R JPEG BB HEEH .

B2 XM

[11 Provos N, Honeyman P. Hide and seek: an introduction to
steganography. /EEE Security & Privacy, 2003, 1(3): 32 — 44.

[2]  Fridrich J, Goljan M. Practical steganalysis — state of the art.

steganography/jpeg-JSteg-v4.diff.gz.

[5]1 Provos N. OutGuess — universal steganography. August 1998,

[6] Westfeld A. F5 —a steganographic algorithm: high capacity
despite better steganalysis. Proc. 4th Int’l Workshop Information
Hiding. Springer-Verlag, 2001, 289-302. http://wwwrn.inf.tu-
dresden. de/~westfeld/f5.html.

[7] Westfeld A, Pfitzmann A. Attacks on steganographic systems.
Proc. 3rd Int’l Workshop Information Hiding, Dresden, Germany,
Springer-Verlag, 1999: 61 — 76.

[8]  Fridrich J, Goljan M, and Hogea D. Steganalysis of JPEG images:
breaking the F5 algorithm.Proc. 5th Int’l Workshop Information
Hiding. Noordwijkerhout, the Netherlands, Springer-Verlag, 2002:
310 -323.

[9] Latham A. Steganography: JPHIDE and JPSEEK. 1999.

http://linux01.gwdg.de/~alatham/stego.html.

B Fhe & 1976 4, LR, LB AG B, M
HES.

Tk & 1977 44, Rk, CLBEEROH b ERALE., B
ARG

EWR: B, 193644, #E, AR, LEB AR

WEL, B, MR,



