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Fault Diagnosis Algorithm Based on Finite State Machine

Zhao Bao-hua Qian Lan Zhou Hao Guo Xiong -hui
(Computer Science and Technology Department, Laboratory of Computer
Science Institute of Software Chinese Academy of SciencesUSTC, Hefei 230027,China)

Abstract A lot of research work has been done for conformance testing of protocols based on the FSM model. After a
fault has been detected, it arises the problem that how to diagnose the fault. In this paper, it is assumed that IUT
(Implementation Under Testing) exists only one single fault and a fault diagnosis algorithm is proposed. The diagnosis
algorithm makes full use of transitions confirmed to be correct and head states set of the next observed input/output pair to
the symptom transition and guarantees the diagnostic of any single fault in an FSM. In this paper, the comparison of time

complexity with other existing fault diagnosis algorithms is given and an example to demonstrate the algorithm is

presented.
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A RIREHAL 2 s; JF H7 by, s FODFER t (1
SRS sy BNt IRIRE . — ek A BAREHIMAT—N K
G =(V,E) k&R, BINTRESV RERETIMIPIRALE,
KRR SAREMIR AR, T8 L FROhR 5 2 X I 45 )
VN

MR AL R PR R, R A A A

(1) e A ANERORER, B RARASH
FEEER, (R AR

Q) EEE DR, SR AT
Hk, (HBLE RS .

BUE S A S AFAE BB R (R B el R B T i
AR, HOAMIAE TS = {te,, - tc,} » HAEEA te; #
—AWFEH, A AN U H Y
BN 0 = 04,0, 0y » 11T 0 FARTEMIA i, S 0TV
o FIZIAE BEAT S8 5 15 20 A5 5 51 FR) 2 B
HFS 6, =610, 0; i o

X2 e o Fo oo =6, WIEK h AR
(symptom), X NEAl IR A FE R ¢ | TIBR A ) 5B e i (symptom
transition).

EX3 IR A AR 7] —AN T BE 4, LK i nT
b B HFR Oh ME— 1] BE 4L (unique symptom transition, ust),
1 12 W — ] 58 e At = 24 f i e o] A8 — A ER  HE (unique
symptom output, uso0)o.

EX4  MEBIEAEReS , WK FP 5 I 45 (K 44
BOZAER PR, FZES LN CS(e) -

EXS5 FAEo Mo o, #6,; HXMERI<k< AT
0 =06, WUFR o # 6 ; AIIKFH te; FIPILAEIR -

EX6 #r'5 x/y BERREE H/y)=(FHt ik
RIS |3t b5 2x/yb .

3 BHEZE

3.1 SRIRIGHTE AL

NS AR RS IS, AR 3 AN PR

F 14 R CAMRE RO R S 4
A SR TRRTAETE IR -

$ 24 B AWEBIIYIERER AR, X —
HEM BRI, 75 R R IR, T Resr
TE VR T 8 R ATERER AT U Leph S54RI S W)
Ui %% 4K (Initial Tentative Candidate set, ITC). W1 ITC #1477
TEME— R BEE I (ust), DK ITC R AP ERR THE, —
AL B — VT B e (ust), T Ab—AST AR by 5 ik
4 (Final Fentative Candidate set, FTC); 75 J, FTC B4 ITC.

% 3% WHRAAE ust, HICAHE ust, AL ustset B
HAE e X ust ALIRANT, dm PR b T e,
B ust T 25 0 52 B HH 2 15 2 uso, 75 R 20 52 5
(R L SR S T — 3, A EIAE TS Ty e
Xof IR ) B 5 40 4y S RIS A4 ust B AR k2 ek, |
WM EFIX PR AR T ust 25 BE77 A B L4 3 1) 4
5. AbEE ust ISVEWTT .

Procedure ust-processing(ust)
Forall tc, €TS Do
Forall 1, etc, Do
If (t,, , =ust) Then

If (6, , # uso ) Then exit

Else
If (o, , # G, ) Then exit
End
End
ustset = {ust}

AL BEFTCHE A S5 B B JBAUE D I E T i e A
DA, A5 AU ] T AN e et JEFTCHIE ek
B ICE, MR 2 A0 61 B 2 A (K 5 ORI BT FTC
et R b, % I FOAS IR A & EndStates, , 30, 1,
¥y 1) 45 45 2 R IR & Bt A U EndStatese (s|se S & s
tMRIRASY o BTN IS B 56 5, FTCHE & Hh i
e I I PR R R A e BRI by S0 e ) e R
Etve HM HMRZSR AR AFTCHES h T R 2
T RERI S iR

AP FTC [ HARSEITR :

Procedure FTC-processing(FTC)
Forall t e FTC Do
EndStates, = {S|S e S & sANEL M RIRA}
End
Forall tc, €TS Do
/*FTCUnprocessed kIl HI 91 i 5 A 22 1) P 58 e 46k
WS, WA {E B FTCY
FTCUnprocessed = FTC

For all I, etc, Do
If (1,,, =t, € FTCUnprocessed ) Then {

PR SR R AN A O TR SR A A
BRAT IR DR BRI A/
EndStates, =EndStates, (1 H (I

(o)

m,n+1/ m,n+1)

PAZIESERT A R 5/
If (ustset = ¢ ) Then
If (FTC| = 1 and |EndStates;|=1
(t; e FTC)) Then exit
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Else
If (FTC = ¢ ) Then exit
/* % EndStates, H B IRESs, BUE GRS NS,
T SR DA P 300 52 P i LR RO B ) A — B A
MEndStates, ' 2 fris*/
For all state s € EndStates, Do
S

Foralll,  etc

current — S0
n Do
I CA(Scurments Im,n) # O ) Then

EndStates, = EndStates, — {s} ; break

Else
If (t,,, =1, ) Then
Scurrent =S
Else
Seurent = O (Seurment> Im.n)
End
End

/O AL BEAT ) AT 58 4 e WFTCUnprocessed ' 2535 ; 42
5 EndStates (KM HFTC: 4 KPR b A7 /1A
AL PR AR AT SBE R, BT A ARGZ IR s [y */
FTCUnprocessed = FTCUnprocessed — {t, }

If ( EndStates, = ¢ ) Then FTC=FTC — {t, }
If (FTCUnprocessed = ¢ ) Then break

}
End

End

PR RS T SRV I L 5 AT PR 0 I R R 1
Ay R S o 0 ¢ 81 ) 0 R i e S — BOR B A AR ER AN W]
RERIER D, AMIMARIEAEIRIZMIE S BT S %
Xof I PRI 2 i R 5 B O 5 8 PR it — B, A SK
PP R E S R AR RIS TG L.
32 BEBRESTANLE

e BUIRAS LIRS EE Jon, WHAE D A5 LA
R, s v s R FE A B B R N H L. B
EINES 1R 2 2R R BRIk By, WA
7E O(LsLy) IS TR] P il BASE R, 50928 3 2 1)3d Fust-processing
P EAE RIS R B O(L L) A, BIFTCHA i i 72 %0 1
AL I B KoL, R FEFTC-processing I 3
TP TR 2R B K O(L,) » 58 4 AT IR e d K AE A
Ly, 25 6 1T IR AR B KME L, 55 13 AT A AL B K
A, 55 15 47 PR AR i KB A L (AU o AR AN 5
A7), Dbz FR 00 H A AT ] )

IR K O(nL L) » L, ASCHE A IR 5 28 B 5
K o(nLL?)
R EEERERER

Tab.1 Compare complexity of the algorithm with other algorithms

ARICEE | SCHER[9,10] P 5% | SCHR[3]H i

IS AE | O(nL L) o’LL,) o(mL,L)

F 1Py I T AR SRR AR EAT (R S AN S W 6T
I RS R P LU A R . (RIS n> L AU
IS 1) A2 2% PR e B AU, T SCRIR[3 ] 41 3 S B M s iy il
WHBI L <5, dtbni@ &2 KT LM, S SCHR[9,10]
HMEER S E G EHRA RS HEWIE R . LZREHIE, K
SCHR RS O 2 T AN R

4

B 1) AU SEIR IR RARESHL, 18 1(b) 25K
PG I BRAR L, B e s2—20 o3 Bl 15 1t S B Oy
$2—205s5 (76 K P L RE LR bR IR K ), W% TS= {raab,
rbaa, raaaa, rabba, rbaba, rbbab, rbaaab, rbabaa, rbbaaa, rbbbba,
rbabaaa, rbabbba} , & UIO J5iA LI, #MRZ K UTO
FeALER 2 thanth

(a) (b)
1 Al BORASHLE K Sl

Fig.1  Specification and implementation of an example FSM
&2 FHIRRAZSHLE UIO 731
Tab.2 UIO sequence of each state in Fig.1(a)

P& ulo /54 P Uo7 | & Ulo 741
s0 b/0 a/0 2 a/0 a/l s4 a/l a/0
sl a/0 b/0 s3 b/l a/l s5 a/l b/l

IR AU 7 0 1 T A e AROUE 5 280 i s
K3 PR,

N, ARAE A SO A AR RS TS R

F 1% ERTANRIRAEIR, &3 O T RIZhR
T A BPIGAEIR . X EEYIIRAR K te5 BT AR AEIR
Symps, T BERH Ny s3—2 54 5 te7 FPRIAIEAAE IR
Symp;, AT SRRl s4—21 550 5 te8 FPKIFIUAAEIR
Sympg, XA BEREH ) s3— 54 5 tell IR BIEAAEIR
Sympy;, SRR A EEEAR A s3—2 554 5 tcl2 HIAIIARER
Sympyp, KR EERAR N s3—2 554
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Tab.3 Expected output and observed output of test suite

W1 751 LIPNG ] oy A RLEEE [ i L
tel raab 000 000
tc2 rbaa 001 001
te3 raaaa 0001 0001
tc4 rabba 0100 0100
tc5 rbaba 0011 0001
tco rbbab 0011 0011
tc7 rbaaab 00111 00110
tc8 rbabaa 00110 00011
tc9 rbbaaa 00110 00110

tcl0 rbbbba 00011 00011
tell rbabaaa 001101 000111
tcl2 rbabbba 001100 000110

%29 WE—ASWRBIYIGEER A g AE, ik
(GED
CS{ Symps}={ s0—22 552, s2—* 553, s3— 554}

CS{Symp;}={ s0—L5s2 | s2—* 353 | s3—¥ 555 |
s5— 554, s4—1 550}

CS{ Sympg}={ s0—225s2, s2—* 553, s3—L 554}
CS{ Sympy}={ s0—2 552, s2—* 553, s3—L 554}
CS{ Sympp,}={ s0—25s2, s2—* 553, 53— 554}

H I 6 ph 5 4R (A2 443 F)ITC = | s0—"s2
$2—20 583 }, R A7 A ME— T BE# e ust, BT LA FTC = ITC
={s0—" 552, 2—¥ 553},

%34 AFLFTC. WHAKIEA IR R R A
#£4h: EndStates (S0—22552)={s0,51,53,54,55}, EndStates
(52— 553 ) ={s0,51,52,54,55} .

AR tel BEATALRE, R IR BEE e

PN te2 ATANER . te2 EE 1| ANFE st J ] BT R 4

SO—21552 , BEIRAIZHLAL N X 2/0, HHlE, R
1145 %] EndStates( 50— >s2 )=EndStates ( S0—2>>52)
NH(a/0)={s0,51,53,54,55} N {s0,s1,52}={s0,s1} , X i W ¥ #
SO—220 5 52 S0 KT HEFI R IR A 80, sl. JEfiE
e s0—22 552 A5y s0—2L2 550, KHL tc2 I
000 FIszhr e 4L 001 A—3, PrLl A EndStates
(S0—s2 ) JHi s0. FRHEHT L Fe 4t s0—2 552 25 )
sO—"Ls1, UL te2 (I 4 000 1SE oW 5% 211
tH 001 A—3(, P EndStates (s0—22s2 )14 sl
BEB, 4% B VL B FE T 8 FTCUnprocessed = FTC —
{s0—2% 552 }={s2—* 353 }, EndStates (S0—22>s2)%
2, LUK s0—"2>s2 )\ FTC kR, FTC [A ks ok
(52— 583}, GREEALFE tc2 (RN, BEAT T R BT BEFE .

B X te3 MATA L. WIUH T FTCUnprocessed=FTC=
{(s2— 583 3. tc3 M 3 AN a 0B
FTCUnprocessed "'f{ITT BE4: 0 s2—22 83, SXERAFILE
Ry A 6 a/1, 1, BeA1453 %1 EndStates ($2—22553)
— EndStates ( $2—* 583 )NH(@/1) = {s0,51,52,84,s5}N
{83,54,85) = {s4,55} . SEME s2—2 583 ANy 52— 554,
RN te3 (PR (i 0001 FIWLSE S (K4 0001 — 2L, it
LA EndStates ($2—2—s3 )4 AAL . PR3 52— 83 4%
N s2—20 55, KB te3 (IMIEE A 0001 15 A8 B
110001 —3, JTLA EndStates ($2—22—s3 )QkEL IR FEAAL
I FTCUnprocessed=FTC— { s2—** 553 }=¢ , JrLl{= L
X te3 AL,

X oted 4% BRSBTS, R R BERE
EndStates (s2—*2>s3 )45,

X teS FIALEEAN R . HIEEF) FTCUnprocessed=FTC=
{s2— 583 1. tc5 M 2 N a X
FTCUnprocessed ' [{I T SR s2—22 583 , 'XERAFIZEEH
¥ A\ X b/0, B, FeA 173 %) EndStates (52—2—>53)
= EndStates ( s2—*25s3 )NH(b/0) = {54,55}N{50,52,55} =
{s5} o BLIN, ustset £G N AT, FIC P HE AL H
s2— 553, H 52— >s3 %}V (¥ EndStates( s2—2—>s3)
=S5 RA NI E, LRI T RN
s2— 53 Ak 52— 55 . i, LT REL A
5 HRE

A T —AEH T R AR AR A BUIRES L
HIES RIS WL ZEVERDI R T O 8 LM s
S DA T SRR — AN N O SRS S E R
JRUARERS =2k, IE A2 Wi BRSSP ) s A5 A
T EA K — S s W, A SCH tH RBT SRR IR TR S
P AR ASCHE 4 ey e Wi s Bt — LS AT R AR 4R
A, MRKEEGTHEZAIE, LT EAE RO N
HSReME— M A, X B BRATT AT LL 2% Ghedamsi Hh 1)
(=RG

AR SCHR H W SR UE T AAAT AR I AT FROIRAS AL,
R RIS AR R — N EH T 28R MR
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