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Abstract In order to resolve the problem of Internet communication anonymity, the paper constructs one-off public key
using identity-based cryptography. In this system, user only needs TC(Trust Center) issuing the private key one time, and
he can generate his different public keys when uses it. So it can ensure the user’s anonymity and the disconnection among
the user’s actions. And TC can reveal the user’s identity to preventing the user committing when occasion requires

Key words Secret communication, Anonymity, Identity-based, One-off public key, Bilinear map

1 35l

it

BEA Internet 3% K, 4l B A HEL T 7 45 IR BT R
Bk 2 1 AT e AT RA N TS B 1 &5 R 30 R IR R .
SR A S —FE, AR M R AT FA NGB A5 B R 45 T B
B, AN ANBRA N YA BIR Y . SR, A%, Internet
FEARFLPA NGB, PR DT ] LU M 5) 25 HL AR
WAEEEE, ANmEEEREAEE . Bk, 72 AIFRIET
Internet b /1B A IBAEHIT, Al (s iR Ry . Horh—
T 75 0 PR P A8 PRI T B 0 s 25 7k A B SR S B, {H 4
A IS RS FH A [0 00 11 B 44 B0 85 T 1R R B 2 22 5 11
PRGBS Z IR . 53— Fhor A I T B A4
ARG, MR, XA Z WA H P A RES 58 AT LU
P A HANE BRI R K. 05— My 2 Fiss P
HHWEZS, REZELNEAEERT D NERF
B, AIRFE 1A K T e Mo

N T BRI NHIRERL, SR RIUEE, Sl AT AR
TIRZ 7% SCBR[119R H vl 8 AN P 2 A4S A R B AN
EFSRIE, WARX—Jr ML, CHR[2]92 H T4 1E
45 (Pseudonym certificate) FUME®, F5 B Z 0 & n] L
PG HTTAHI &, MRl A E A, (HIFR
A —NEIERTJT 5. SCIR[SIATIRSA (Rivest. Shamirfl

2004-12-01 W %, 2005-05-08 Al
[ 5 [ AR5 42(60372094) %5 Bhif

Adlemanlfi 73§72 H1 1 22 B # i5 R 4t)  MiIFiat-Shamir £ 473 % 5
TG Be HAETIDI)— IR MEE 291, ROAEA T B4 PR
P2 UGEEN AT RYE . SR, %K E AYIAGERT I
R O AP BTG, JF Hh T IRSA, #ETHAN
A7 ik B8 71 32 BRI RS B 2L SRS SR BAT— € (R A A

ARSI T ICHR[3]— Mk 1 2 B B JUARL, R SCHR 412 T
SR EL ARG, Mg AN EET S0 kA, Rk
Internet JB A5 R 44 PR . AEIZARGETR, WA AL A a4
FUUR - UCRVB s T AE R IS AT AR AL A 1A [
N, R AFAH AT IR N 2544 5 ST BT 244, I
TRUEHT P BB A2 PEAT ] 7 22 s sh K AN eI AR Pk o RIS A
WEER, AT PABR A AE L, RIS T IS By, LA
IEH P IS RETS0 . 535k, % RN LA 1R P i
NG BT N, JF HAEIMER e, 7 AR sh %
St o

2 ETHMMERBARE

BT B 03 B0 2 28 14 4 1l ShamirP R . A T
WL RS, HIAHE A S S0, W RLHRTMA
MR A C Gty oS Sk, A R FA B B AT AR Rl (Trust
Center, TC) f=/E. fifr, MG ih£k - weilxf (Weil
Pairing) (MR AE TR, JLANE T S0 1 S0 R Bl by i 1y
oK, AT B4 (0 n VTR T 5 0 1 B 7 2 4 =



gk WESE: —MET S IR A PG 1413

8, eI B R R A I 1 5, Diffie-Hellman|i i, CDHP,
DDHP, GDHEf, MZPEms, XUk kDiffie-Hellmanfi Al
Weil % .

SCHR[AIE T — AN ET B AHNB LT %, SR
B3 AETL. BAE RS . 5 4 DB RS
Wigat P, B2 HRIE%S 4. &G, G, 7l
g BOIERERSRVAEE, Mg REEL A£G, G, PEH
o H ) AR AERR Y . 1R 6 J2 G, x G, Bl G, [— XLk 1k
o JH G A BRI Ry b IR il 2 AR — AN IE
TH#E, G, NIXAA BRI —A e FHE, WERPERUS € dif
5] £ _E 1K) Weil RHRA135]. 1D AFRIRI T G401 —
ANFERFE, Hy s Hy RATFIIEA K%, H,: {0, 1} - G,
H,: {0, 1}7xG, > F,.

(1) R&EYHNL WfEFO TC MHLIERE PG, ,
seF,, i Pc=s P. AJFPHI P, BBHIRIES o Prc H
REANY, s ARERHOIARZ EEH), RETAaH
JTRIFAIR e A

(2 FHram Bl AGHEEANID,, HFA AL
M J5K 1D, %45 TC. TCAAE AR, W&k, W
W Qa=H, (1D )F1sQ, , FHHF sQ, iHIT LA UIEIELT A
ATTH Qy=H,(ID,), AMAHP,=Q,, BHS,= sQ, -

(@) &4 ATHEAL NHEM, EHReG,, keF,
W w=€e(R,P) v=H,(M,w), U=vS,+ kB, &%
H(U ,w)e

(4) BiF%4 EHE(U,P), 6(P,Pc)", i
TR TR 6 (U, P)= (P, Pc) W »

3 —RMEAPARIME

(1) ARGt WfETL TCEHEPeG,, seF,, if
HPe=SP. ATFPAIP., B RAFs . P NRGEAH,
s HARGF,

(2 MraEn BEmHAS AGGEENID, , KR
te R, JFMHRAF, 1 Qu=H,(ID,), tQ,, tP, S5k
ID,, tQ,, tPi%% TC.

(8) TC EILINIE A S IFf A tP 275 5 AR H P AH
i, REHHQ =H,(ID,), BilF%%é (1Q,,P)=€(Q, -
tP )AL, WRAL, 4 tP F1ID, PRAFAS K, A H S
WA ARG sQu MM, =5 (5.1Q, +5Q, ), FsQ,
M i 2 A YRR L A

(b)y AFIFAHN S, =sQ,,» ARMEMRIEM o BAM, 1
REM TC 133, Tk B DA

(@) —KMEAP EEEFEreR,, W P=1Q,, u,=
r(sQa)s Va=rt(sQu)» Wy=rtQu, M(Py, Uy> Vys W,
MO AT — A Wik AZLS B TS, W2
BE—IRTE NSRS B o B B SGHAE— IR A SR A R,
RG22 6 B2 44 77 2t A AT B AGIE o X — Wk

YN NRE SRV QR oan Ry I

(@) B E (uy,P)=6 (P, P )RIE(v,,P)=
8 (W, , Pre VE AL WIEKAL, WRER A ©FF TC M.

H3 b,

€(uy,P)=@€(r(sQ,),P)=€(rQ,,sP)=€(P,,Pr)

8 (v, P)=8(rt(sQ,) P)=6(rtQ,,sP)=8(w,, Pr)

R EFNH AL, W u,, vy #SH RS,
PRk AZE TC A .

(b) BHFAEXE (M, P)=€ (Un, Prc) € (Va, Prc)
FE AL WKL, WIHE TC (el LU 7R A 5
By o

#H9: bk, €(rM,, P )=6& (rsstQ, + rssQ, , P )=
€ (rsstQ,,P)éE(rssQ,,P)=€(rstQ,,sP)E(rsQ,,sP)=
€(Va,Prc)€(uy, Prc)e

R %o, WA rM , =su, +sv, o T U, , v, tBAR
THRG Y, BUILH S A A CEEM AR su,, sv,,
BTt TCv A AR M, BB A TC 3 M , 5
FABEHUEBAR TR AR T M =5 (s.tQ, +5Q, ) LA A
ToikEthit, Kitv, S5u, ZEAIZEL o 11 TC P IRAE T 5 A
KPP 25 B, ATLUH P B Al LS TC AE LBl uy,
v, RN T A RIS 4.

(4) 8 ATHEL PNHEM iR G, keF,,
W w=8(P,P), v=H, (M ,w), U=nS,+kP, %4
(U ,w).

(6) WiF% 4 i E(U,P), 8(P, P ) RET
R EAT AL E (U ,P)=6(Py, Prc) W

Hrk, 6(U,P)=6é(rS,+kR,P)=68(rs,,P)
& (kP ,P)=&(rsQ,,P) €(R,P))=6(rQ,,
SP)" w=@8-(Py, Prc)'w

4 REMSF

(1) —RMEAHMERYE P AR—IREAHHR(P,,
Uy, Va, Wo, ML), EATERGRE T REFLEL r (f4b2E, ik
KA T H P Bl A 5 A AR w, BfEE. JFH,
75 B3R A BUFER B OB id R, BAXRRANE A CU7ER]
i TC ML, FF3iM5 TC AR A MBS B4y, KA
ABAHFER r, FIRII(P,y, Up, Vo, W, M )FARZSH
o Kk, M/ B BOTEMRM ARES G4, JFHH A
PN TR ) T AR A AT AT IR R

TELZEN, HP B AL AMEH.L TC &4F, K4EnRH
FUARDGEIME S S 0. P B Ridku,, v, k8 TC,
B TC kfEr ARIG4. B TC M IRET H AXTNH
ID,,tP, JETWAFEE (v, ,P)=6(u,, tP)RAEEOL,
KR ARG . L l, é(v,,P)=6(rt(sQ,) P)=
E(r(sQu)tP)=€(u,, tP). Rk, XELMIET MM AR
ESREE A ERA T BEE, MAHE T ARG E



1414

EEE).

() —RMERHIA TSR E  H P AASBEAE T AT
AYUE B B BT %G, T ATIEhIE M, .
Rk B T F %X 8 (u,,P) =€ (P, Pc )& (v, ,P)=
E(Wy,Prc)s ML AU, v, T R T Wi Kirss
X E(rM,,P)=8(u,,Pc)E(Vy,Prc)s ATLAEHITM  =5su,
+tsvy. BIAU,, vy WESHRGETEEY, Bt ARC
TVEMSLER su, , s, BIABEE MO A R M, 2
AEIIE N TCAFEI M, 55 A BEN LB R A 1 K A TG
PARIE M, BB EE IS tM, o

WMHE ANET uy BV, , BEKIF%EXE(rM,,P)=
8 (Up, Prc )€ (Vp, Pro )R OL AT LIS RIR I . [FIFEHE,
HANIET P, Hiw, , BIESRUFFFE E (uy, P)=8 (Py, Prc)
T8 (vy, P)=8 (W, Pre )7 MO T AR

P AT RNIESR B tQ, » tP BEATHM . BN TC =
K P A AR, O Hal i 545 2 € (1Q,,
P)=8 (Qyu, tP)FIWHENHME B2 IEM. Bk, &% —PEs
HEAA IR .

5 %%RiE

AR HIEF GO ED RS, WGk A,
ARG, W T Lk — R FAS], MifERER
TEENIN H AR BN R A, AT AR UE F 1R B 44 R 22 Tk
TSN Z A TR R M. RN, BB, W LURE ] {E
R P IS B0y, LA P SRS, S5k, %
REMAET GHIIAH, M TEFIEBRAY, LHHE
AP ABIEREBRET, WATFRUEER AR, H A
WhIE hEk, D7 A v SERIAEAG RS ) 32 BRI R 2 £ty 1S,
AR Internet 18 {75 FE 4 1 in) @ — AN ATAT 07 % o

B R o 28 &
2 % x M

[1]  SEE. BFE S h g ERER] dbatrh ERHCRE
W5 fe, 1997: 23-27.

[2]  Herreweghen E. Secure anonymous signature-based transactions
[A]. Proceedings of ESORICS 2000[C]. London, UK, Springer-
Verlag, 2000: 55-71.

[81 okAKEE, Tz T ID M—XMEE A0 2R, 2008,
31(5): 769-771.

[4] Hess F. Exponent group signature schemes and efficient identity
based signature schemes based on pairing[EB/OL]. Available
from http://epring.iacr.org, 2002.

[6] Shamir A. Identity-base cryptosystems and signature schemes[C].
Proc. of Crypto'84, Lecture Notes in Computer Science, Springer-
Verlag, 1984, Vol. 196: 47-53.

[6] Silverman J H. The arithmetic of elliptic curves[D]. Graduate
Texts in Mathematic, Springer -Verlag, 1986: 106: 96-99.

[71 Boneh D, Franklin M. ldentity-based encryption from the Weil
pairing[C]. In:Proc Crypto 2001, LNCS, Springer-Verlag, 2001:
2139: 213-229.

[8] Paterson K. ID-based signatures from pairing on elliptic curves
[EB/OL]. Available from http://epring.iacr.org, 2002.

gk T, 1974 4EA, WL, BESTOT R B Y 4 A

WHEE. 5, 1972404, BIBER, WIS I B G A e 4

HiEA: 53, 1931404, #HuR, LA, BFT o dn iy A

fighog,

Mo 5, 1961 A, Hak, WS, WFFUS I i

2 515 B aae



	Construction of the One-Off Public Key Based on Identity 
	 
	1  引言( 
	2  基于身份的密码系统 
	3  一次性公钥的构造 
	4  安全性分析 
	5  结束语 

