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Fault Diagnosis for UIO Test Sequence

Zhao Bao-hua Qian Lan Guo Xiong-hui
(Computer Science and Technology Department, USTC, Hefei 230027, China)

Abstract UIO(Unique Input Output) test sequences are widely used in communication protocol testing. In this paper,
based on an existing fault diagnosis algorithm, an improved algorithm, which utilizes as much information of UIO test
sequences as possible, is proposed. This paper full uses of verdict information given by UIO test sequences and the
observed input/output immediately after the potential faulty transition to guarantee the efficient diagnosis of any single
fault. Some experiments to compare the algorithm with the original one are conducted and the results show that the
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algorithm is more efficient.
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Fig.1 An example FSM and UIO sequence of each state
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Tab.1 UIO test sequences of the FSM in Fig.1
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S0—2% s o1 raab 000 000
s0—22 552 rbaa 001 001
s1—21% yq2 raaaa 0001 0001
-1 o0 rabba 0100 0100
s2—2% 553 rbaba 0011 0001
LTI rbbab 0011 0011
s3— 555 rbaaab 00111 00110
53—t yq4 rbabaa 00110 00011
s5—212 554 rbbaaa 00110 00110
5010 yen rbbbba 00011 00011
s4—231 352 rbabaaa 001101 000111
sS4 s o rbabbba 001100 000110
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Fig.2 Undetected fault using UlO-method
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Procedure ust-processing(ust)
1 Forall tc,eTS Do

Forall I,,etc, Do
If (t,,=ust)Then
If (6, , # uso) Then

Else If (0, , #0,,,) Then

ustset = O ; exit
End
End
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Procedure Improved_findendingstates(FTC)
1 Forall tc,eTS Do

2 Forall 1  etc, Do

3 If (t,,=t eFTC) Then

4 If t isthe first time occurred in this test
sequence Then

5 {Record 1, ,,1/Op .y into the
corresponding set L, ; exit}

6 End

7 End

8 Forall t, inFTC Do

9 SS={s|seS &s Mt 1EIRE}

10 Forall i/o labelin L, Do

11 SS=SSNH(i/o)

12 End

13 EndStates, = J

14 For all state seSS Do

15 flag = true

16 Forall tc,eTS&t, etc, Do

17 start = s,

18 Forall 1, etc, Do

19 If (A(start, 1, ,) #6,,,) Then

20 {flag = false; goto 14}

21 If(t,,=t) Thenstart=s

22 Else start= o(start,l, )

23 End

24 End

25 If (flag=true) Then

26 EndStates, = EndStates, U{s}

27 End

28 End
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Fig.3 The TCP FSM
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Tab.2 UIO sequence of each state in Fig.3

PR UIO J741 RE Ul0 751
1 T1:5/12 6 T13:9/12
2 T3:1/2 7 T16:9/2
3 T6:1/8 8 T17:1/8,T19:9/2
4 T9:8/9 9 T18:8/9,2
5 T11:4/7 10 T19:9/2,T1:5/12
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Tab.3 UIO test sequences of the FSM in Fig.3
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Tab.4 The experimental results
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