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The Design and Research of Intrusion Detection System
Based on Misuse and Anomaly

Tian Jun-feng Zhang Zhe Zhao Wei-dong

(College of Computer and Mathematics, Hebei University, Baoding 071002, China)

Abstract Currently, the false positive and the false negative of Intrusion Detection System are very high. It was always
the main problem that bothered the user of IDS. But there are tow main technologies applied in IDS. To this problem,
because both the technologies have its own advantages and they can supply for each other. So IDS combined with the tow
technologies was used more and more widely. This paper presented a model of IDS based on combination of misuse
detection and anomaly detection. In this model, misuse detection is based on pattern matching and Anomaly Detection is

based on statistical analysis. It combined the tow technologies to reduce the false positive rate and the false negative rate in
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only one detection technology, and then to improve security of IDS.

Key words Intrusion Detection System (IDS), Anomaly detection, Misuse detection, Pattern matching, Statistical analysis

1 31§

MNAZ K & 4 (Intrusion Detection System, IDS)il i M it
BN 28 B H AL ZR 8 b i T 00 SO AR B X 3L
AT O30T, CAACEILI 2 Bl 2R 495 v o 15 A7 3 I 22 4 SRS (AT S 1
MRZE RN, NI RS EE L LR LRE Bk
SEAES: WA TP RS E): b R SR E ARG R
WEATH R POS A B UC I RS 3l 5 S & 3
AT 7007 PPl B R G SO e 4
PR RS T W U EREREE HE, RV P R e A SRS AT

H BRI R G0 SR F B R 32 B e R I 5 5%
FHAR I CLRRAES AL DY P A0, B AT HRAS () R A7 A 35
AR IRAIE DL, HAF &R, TN

T LR, SEH AR RIDS YO BL T VR 3T T,
UWiFumio Mizoguchi$ Hi 1) 3 T HL2% 2% 3 19 7T M4k = 27
IDSP, JE TR SORA I IDS BEALH . {EL 533 £ AL 9 IDS
RO S B ST, T RS A RS 5T
ARG, AN SRR, nTREATIN A R R ARAT A,

2005-03-08 Y F, 2005-09-26 4[]
Wb AREBEFRES (F2004000133)%F B2 H

AT = A — 2 PR R A B .

R AN FUIDS (T 7%t AE AN % %, Garvey I Lunt!”)
TR B TR R AN s, B RTIAE) AR .
PRI ALIDS A & A K47 6 F4RHAE DT AL f DSy 4k
AHEA DS, WISTATHIUSTATY®, {5 F] AUIDSH;
AT B R IDS H Bkl AR 2 2 an iy By, PR,
AN b TR T AT P O R A SR AR U (R ek, 35
P REIE EE UM BU G RE N ), BRI 25 7= AR AR i (R R A
B

FH T A R R FAS DX PR b 7 ik % T, gl H
FIOERMBINAZ, IR AT RESH b FTIRA, HET
T P s A G A5 PRI ID S T 5 2 4 e S U 000 25 i
R DRI AR AR A, 4R i 2 i 5 il e AR SR = AR 4R
UIISA-IDS®), BB [ R I GIE IR ™ . FEF FIRJER, A
SCHEH BT T — PR AR L UL EC RN S T o B A AR A B
LAY, FRZ AMAIDS(Misuse and Anomaly-based IDS).

2 BEFRATEFMFEITHHNREN R LFEMAIDS)

BTt

BEQUL L 71 IDS 4 A NARAT A A B S SR
1R — R CECRRAE, RSl S T ) 9 2% v AR 3 ) H
TERBAENSE P I, FHI, WA NRAT N, &



511 W

F AR WAt + 8 AT 32 B AAH

N e 4 L i 2163

TRE R 1E 5 o AHEFEA NARAT N I B R AE IR IRAE AR
R EES, WP ARIRILS .. i s R RS
NTEENT RS IEFAT A IS, AT BT UAETE 5 1
WHUEA R RGOR S 1 3E 3, I ZER 2 i
S H s, W R BT N R S8l (BRI FPES)
TEAE 4 Rl gett: (DA AR QAR Bk
QAR BAERH: AR R . B, TR
FAR BRI R T HAE T 1 5 HiE sh R MR s S, B
FQFF DU, B A 1R

T GE vk o3 W7 10 S A I s A R LA 28 G A 7 [
RENP B e T B o AR UC FCAS I A R LA B 1l A S i
D BGEF B D SURAT AR, AT 5 R A B AT A
BN AEAT A, AITORAIE S R () e bk . B T
KrmBAR S A RE A, i H T LLE RN, B LRI R 7 ik 45
Gigk, ArRes IR ELFIvERE, A B TR AL AN ThRREE
BNZ I RS A MADIS g2 38 T35 Rl
e A M ARAH G S IR R S, & EZER AL
PCHE AR FIGE T 43 B e AR SR S B NAZAT A (A 0
2.1 MAIDS MR GisE#

MAIDS HIgstun &l 1 fizs, FZEAH LR JUANER 24
£ 311 Een NS RV vl i &R NS o i 1 8 N R (T o 3

7o
Monitor n

A 4
Dataﬁ:{( Alert signal producer

A
Process Central control server

data
A Y

Data dispatched unit

v

Signature-based
detection server

v

Anomaly-based
detection server

Monitor 1

| Monitor 2

| Event judged unit |

Kl 1 MAIDS ¥ R G454
Fig.1 The architecture of MAIDS
(HEN S AT SRS, BRI RS
B e ATt 2 SR s SR L
% RGEE MBI TUE R, eI LU 2 ks S
THERE TR IR A LR IR S5 % o
@R ds  EBENREERS, hE IR
BARL, HEHIRGATH, SO Ss R md s, &
T AL B R T R A R A I e 45 3, O HLERi
S5 R R 55 8RR ALEAGT 00 e 55 S R DU PO 2285 KL, AWl L o o
TR IR, IR NARAT A AR
Gk s s R RS IR R A SR AL AR B
RIS T AR WAE LT, WIERAS ST R R aRE i,
S ARSI o o TR AT e T, AITZAT A R

R XAER S, AR B, R AT A, A5 A
NIEHAT N o

(AFFERT IR S-4 BV . MR R R AE
P R e AR UE O A o VB 5 DA A o
BEAT UL RIS S, e i A e G e 09 4 i e i
FEEr R — MU NS AR 1R 2 AR AT
BB, N Er XA R AT A B NRAT s Bt
PR AEAE IS NI EEAT R, b R A H
SR AT N, U R XA AT A HOR kAT
Mo
2.2 MAIDS 89 TAEIRE R HF 4T A

(1) MAIDS i TAEHES MAIDS 3T R AR K
MRGE, TR A AT Rk o (A ML L, BRI AR I
BRI BV B AR IR S rh O P IR S5 25 rhLo i T IR 55 7%
PET R i — & AL, BN RGEMIEE L, P
O ) R 55 o e K S A O e A, P e R A TR 5%
B TR BURFAERT I AR 55 35 o R AERS MU AR 5525 H 07 T Jeda
hE G BNV, — G TR 5 R R AR
W, oy— G T 5 A R R AR R I, SRS
LSS 87 VO AT BT S (i AT AR B, bR R gk
JE o REAEAS I R 25 2 0 O AT R AEAR I, 4 & MR A
B AR BRI, R SRR I AT VT A
AR, RIEBN G AW T ARF A — AR
B Rk B R R S5 35 o 0 TR 25 A0 I 25 A7 T =) 3 Y
R — & T, R TR S A A DR 45 2
SO T AT S AT, B A R 1) B T Ak
7R, BWWWENIEFEAT A, 2 nihbiid, Ak B)Sr ) b
BTG W R TR R BRI T I, A MR Al
MR I B = A o BRSSO B A
RS T

(2) MAIDS FBEACAC A IFATA MBS 4 5H V2
AR, TEIR e SRR TILHS, R
S BN AR o DR AL O RO, R R
PSR R AT UC I, 4 KK B AR R S Al 2, 3T LA
MAIDS R 5 AN PR UEAT DL RC AT AL BRI 7 e 1XFh
TPk R T A AL, — A AR
PESEAT RS UCH, [ 55— 450 5 Ak pe o AT B T
B, MUCECSERT, PRI e, K AR DT B IR B T4
Wi 5 53 A A B A TR AT, SR AR 2 CR KR A AT
FAs I A, AT IR T RS0
2.3 MAIDS B2

FEAR T, Gevh o0 HT 59k VBN M RGBT I LU
FIEBIE, TSR A N ARAT A AR L R, A
XA TC TR 7 12 A D B NAR T ARG IR kR h - stk
DT AR A e e, AR RE AR IT RS
CERRTI R, X B B 11 S A I 3R G TG A I e



2164 A ]

28 3

UNIIRCRT TN &

FERIR T, MAIDS R IZ TR 5 322 5 I — A
FEAE, B MRS H AR R RS Sl
o R RIBR R 5 Z VLS, VUSRS WAL A 159
AT AT SER R I o SR RE— LB AR Ho S T B
LA AR, I TR R

MAIDS i tH B Rl F an i 2 fros. B 2 e
VR A RS B L, SRR D B A
A% 2 1G P 25 MR A N AR A8 R P (0 AR BB 5 i B o8 o
DGR DE F U BRI P B, W AR AR
VEPE s sy, IR NRAT N, A wifi &
VERBAH VLR ) e e, WL SIAT s M RESCIL
O EAPAT, IR T e 2 1 IRUL R, LR E S
ANAT R BGEAEAT A, MIASPFEEAT S 2 IRDLHRC A BRI
Rl 5 W] o - B AT 5 2 ORUERE, 5 2 URULRCI ),
B HN N RAT N SO SVEAT N, AT S e
o AURAARVCEL R, W B R F R, 7R
WS Ge v g v E A A IR YRR, JF B AR SR
H, FEEROR AR, BRSO BE AL, W
ABAAT Iy, AR .

Audit events

Pattern .
| Legal model base I:.i matching unit l‘:.{lntrusnon model base

Anomaly
detection unit

v A 4
K2 MAIDS % i

Label legal Produce alarm
flag
Fig.2 The data flow of MAIDS

2.4 MAIDS Ho#ill# AR

MAIDS TN TN AR, —A R
MR AR Z H Matching)H F1JE T VT BCAZ I A 5
S AR RS (A SRR Ny Statistician) P F)FE 41T
TR IEAR o

Matching /& i @ 2RI TS, I HARMIESEAR B 5 o
THEE M UUECFR RS, fH AW 4518 . Matching H FRE 45 #5520
GRSy, o R T R A A B, AR
ARIR—DNRATH, M —2 NRAT N A S A
M 1 —8Bor R Ak BIA B R B, Hohd sk 2 &
AT, T — e AR T N &7 A S . Matching S22
T TG BT R 5 A 20 A B s 2 b R A AR Y AT LB AR
FUVCHS, FRARYE VT T 1) 45 Rk e g 4 HT G ZhAT e NMRAT
A BPATHBORRINAT . NRAT =AW E, RuiT
h K TR AT SRR, AT O AN P AR R A AN T
AT e R

Statistician fg J& TV B {H AN 7 248 A [F) 5 5 ARSI 47
AR, AR S AR R AR TGS, SRS I H X 2 e
WAT AR, AN ERIC SRR BN ST A, R
HE T IIAT AR R O A7V 1E R 58 BRIEAT LU, Skt
FETAT N . Statistician™ &N IEH R BRI BIE, £& A hEE
BN FRE, B KR E A AT AT G AT ATk
W SR ST E T, B R HEAT . G, Gy,
Gs, -+, Gn(N W RFAEAZ AN H0) A B R RV R AE AR o, IX URRAE
RS HRZRCPUMAT A . VO AR AT A% A I 1)
s I = 2 N 1 = A G ) B ) 8 e SN
MR, MESIE . HS), S, s, Sy I RERIE
G, Gy, Gs, -, G EEAE, Si(i=1,2,-- ,n)lk, M
FORM ST R O o IR 6 e o S A 9 S~ 7 RISk
TN AHG

G=aS’+a5S, " ++a5S,” a>0, i=12,-,n )
KD PR nm B —FHEFIAUE, ZXZEHTM, My, My, M,
RIS AR LU o PRl AR HE 7 ZEE I HE I, ks

Wy 2
d:JG_[a+g+~+sq2 o
n n

WY d B T OE R B B f, B2 d>f N, AA
SR, O H AR,
3 MADIS 5HEEZE IDS By tbiR 9 #

T A2 R AR A B, X & A TR R R
FHRIREM— Tt Ao, LT iRMAAIDSYY
TR ITR A, FHMIDSHRALE T SRR, it
BAREA LR WE 3 FroR. fEUF e WX e i
T R A 242U, LEIR A0S fFuuh A2 %D . IT
P IERAAT IR, AR A EOLE(0<j<u);
FIEMNZAT A AR, JLEER A AN E0dEi(o<i<u). T
DI FRER: U=JUI; u=itjo A LA 2 DL S AR )
FIPNRAT WIS EM, AR E0Em0<m<u); 1L
BB VT B AR I ) 5047 H AN, JLEHE A
HodfEn(0<n<u);  HGETE o BRI IR NARAT A 3R
GA, HEBIECRABECfFa(0<a<u), 4 FIESB, HHPE
A EL A Eb(b=u — ). LU BT & O, B iz A AUDS
KRBT A, FHAIDSH R R,
PR GITE R RURIEE P, IR EEFIR R 5 ) H Puy
MPwER, HHk=1,23,4, FREKF T T LR
S AT 8

(1) AH R R A B IDS, K 4 Fis, XERZ N
MIDS(Misuse Intrusion Detection System), ‘&1 FH A% 2 UL C 77
o BBERFN T AR NRAT N IR A I M, DR g R
SOEAR v BT A7 G B R AR 2 AR AT A, BTEA M
21— T5.




55 11 3] PR W45 T4 I S Y B AR AR &85 55 (R AR I R S 1 Vv S5 0T 9 2165
‘Prodllce|_| Misuse l

o]io alarm detection unit ‘Produce alannF—‘ N @L‘Sg‘fﬁm‘ Wi ‘ | Rl
detection unit detection unit

4 GEHD' ~ .

B3 A 4 MIDS i
IR Ry {15 AIDS fokembe 6 PIDS AT
Fig.3 The relation Fig.4 The detection Fig.5 The detection Fig.6 The detection
of each set in audit events model of MIDS model of AIDS model of PIDS

L M=I—=M, FRAREMBIINAT HHES, A
HactE m', (m=i-m). ROk MAL, WAL MAY
2, WFERR IS, 2 MLE U AR EEBI, iR

AR
AT IR -

Pu, =m'/u 3)

MIDS X REPANAT AR m g, e
FHARBAR LT 2 RAM TR

(2) IH 5 R E AR 1 IDS, X FRZ A AIDS
(Anomaly Intrusion Detection System), Wi 5 iR, ‘& KH
Gk oy M ik o BOX B T L R I NRAT N IR G 0 As
K NIATHMESEME B, HAHIE b,

AA=ANT, FIRBEAIDSKIN R EIERANRAT B S
(NRTEHSE), HAH0dEa.

AA=ANL, FKRPAIDSIN AN I GIEAT HES
AN B, HAM0d ey,

ABi=BN 1, LRPAIDS A I FN 1 5L 1ENIZAT NS
(NMZHAEFE), HAEEAED;

ABj=BNL, KIRPAIDSI AL ASERAT HESARA
2 ), HAEOED.

FTUABATRIRI NMZAT WS, AR NRAT A 5

I
1o

PEcR ErES

Pu, =b, /u )
BARE:

Pw, =3a;/u (5)

AIDS HUARRESSRTIN B o KA NRAT A, > T —
SERIIRIRER, (BN — AN RN A —ANRIT A,
TGO T R EE,  [RII0 A L AR S M RAT A B ST TR
RIS, FTULEWABEIRLF 32 RE MK,

(3) PR IHEA I FE DS, i 6 s, Xy
3% 2 [ IR SR 95 A 00 7 9 oht i o Bl REAT AR, ek
PIDS. PIDSTEEIMF 5 E] “ 127, #HHI AR
170 . WPIDSK RN N AT A A E Ry, SN
PR A C Iy, B jpo BB L A A RN S
I 5 i B AME U 58 —FE, B Al,=MUA.

Al =MNA;, FRPEMIDSTRHT, {Hi ATDSH ] 1) &
IENZAT IS, A N .

A1, =MNB;, FRWAIDSIH, (HHMIDSHKI L
IEARATAMES, HAE i

P AP SCRT 4
I =m =i, = —i, (6)
T AT IR R «
Pu, =i, /u="Pu, —i, /u=Pu, —i /u (7
R
Pw, =Pw, ®)
WAR, H=(7)AT 40 PIDS (iR Lk MIDS 1 AIDS ¥k

AT AR ] A R, MR AR, AR
RETi AL RATEK . T H, A A B AT PR Rl R
B, RGETFRIR K.
(4) MAIDS BITEREZM AT, AR &l 7 fros. &l 7 o
B MNEEREEE, JP A R oA & AT N
JIAS, i B AR R — e A B R A VIAT A AR AR,
TR O AT, EANMES N N
& % MAIDS H (i A 22 G 0 57 1 A R 45 5 PIDS
SEAARE o 1 SN T VT EOHE AR VT R A I VAT R
W, RGN AHVCEL ), BRI —RANRAT A, IF
PR RIS A AT LY, BN = AVEAT
oy RJE, VUECAS B a7 F s gk S8 ) R HEAT R IR A
W, R, MR RS AR R TR, AR
AT R, WA, w0, B EVET R .
MAIDS {EiRRF T, 5 PIDS M. ATl iRiRE:
Pu, =Pu, 9)
TERRE I, AN =NNA;, Fn5EAEDE
IEAAAHULAL, HAAIDSIERIN R ANR MEEAT NS, 3T
AN . T RRR
Pw, =(a;-n")/u=Pw,-n'/u (10)

Audit events

Misuse

Legal model base | detection | jnqysion model base
system

i

—‘Anomaly detection system~—

A, A,

@ Produce alarm

7 MAIDS PR
Fig.7 The detection model of MAIDS




2166 A ]

28 3

gi LR, AR RA:

e
Pu, =Pu, <Pu, (11)
Pu, = Pu,<Pu, (12)

PS[ES
Pu, <Pw,; =Pw, (13)

B, mRa, R12), R(13) 7% MAIDS 5§ 3 Fh
FAL, IR P, e T Ak 1
H., MAIDS #HLt PIDS, AHPREEEA S v EE #0754
W, BTET REHE, TN, BT ALFTEAT
NI, W T —E R
4 HRIB

NAZA LA S H iR 45 224 USRI 7T I #UR, BIAT IR
IDS #uk2 B D AP AER — e R SRR S, TR aliE
R A R Bl A R R R, AR AER D IDS R S5 I
L, 15 F BN S B PRI B AR AR S5 A 10 T i, IRAN T
EAE BN, AT IDS X BRI SR B 1. S0
I R AR G A 110 4 S 300 R 8 53 B 1D Jr S I AH 4 6 1)
AR, HiET MAIDS (B4, i#3d Matching F! Statistician
PN RZAHIGE, B Rk T IR MR
K, LR THREMNZAEH. H2 MAIDS 76U 5
RTINS, LA 3V P 8 388 A5 (1) SR A ] £ 15
MNZEM RS BB ERE, AT SN RGN 2R
ir) L3 g R BRI

2 % X #

[11 AR, MK, FMW. M2 R, dbat: EiT
b AR A, 2002-1, 245245,

2] EEF, SEK, MR, & WK NN 7.
BAFR, 2000, 11(11): 1460-1466.
[3] Fumio Mizoguchi. Anomaly Detection Using Visualization and

Machine Learning. IEEE 9th International Workshops on

Enabling  Technologies: Infrastructure for Collaborative
Enterprises. Gaithersburg, Maryland: March 14-16, 2000: 165—
170.

[4] Shan Zheng, Chen Peng, Xu Ke, et al.. A Network State Based
Intrusion Detection Model. 2001 International Conference on
Computer Networks and Mobile Computing. Beijing, CHINA:
October 16 -19, 2001: 481—-486.

[5]1 CEEFRE, HEE. M NRBIEESEAR. Jbat: EHP7 Tk
HAL, 2001-7, 39-39.

[6]  Z/NAK, Phaik, B, 55 NREIRSE DI E 2 B
TLResid. THSTHLN S BrE, 2004-02, 21(2): 84-86.

[71 Koral Ilgun, Richard A.Kemmerer, Phillip A.Porras. State
transition analysis: A rule-based intrusion detection approach.
IEEE Trans. on Software Engineering, 1995-3, 21(3): 181-199.

[8] Nittida Nuansri, Samar Singh, Tharam S.Dillon. A Process
State-Transition Analysis and its Application to Intrusion
Detection. 15th  Annual Computer Security Applications
Conference. Phoenix, Arizona: December 06-10, 1999: 378—387.

[9] Nong Ye, Syed Masum Emran, Xiangyang Li, et al.. Statistical
Process Control for Computer Intrusion Detection. DARPA
Information Survivability Conference & Exposition Anaheim,

California: June 12-14, 2001, 1(1): 3—14.

MR 53, 1965 4E4E, Hd%, WFRAoNE B x4, MEHE AR,
gk & W, 1978 4EAE, WA, RSN I AR Bk
BEER: B, 1979 4, i, W07 o R 74,



	The Design and Research of Intrusion Detection System 
	Based on Misuse and Anomaly 

