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W &Y. SCER[19) R H 2 K& T ANLIE T
AL BT, A2 T I & s e s 3% T TR 1 2
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N RGeS, PlBob¥ R, MW E — AT
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AP, A R T B I BRSBTS
FE4 . BRI, X SEFh S BE AE I Z R %, T
e e % T B, R, %R R AT
B S A I TC AL 6AT, R T S 57 W &
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AR AR KB SR, X BH$Y T Alice, Bob#l
WillieftJil (5, RIAAALERLEE (Line Of Sight, LOS)#£#% .
R, AT EEFY R EIRS, fE gk
M Bob# K Alice T RIEBRHINH B . BT Alice5
BobMEBHTBRGE (S, A7 B H 2 TAH 2 50
(. I AMLZAlicelfI & ot, KL AMLAT BA3R
INBobMIAr & . FARYESCHR[14) 7T 50, T AN e
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IRSE5Williel) @ E# N0, HAAFRD N wy=
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[Tw,yw] e BT TE AN AL 55 A& AL B R gy FH
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ML, T4 BR1, WX AR KRR ANO =
diag {111 gifald] ... gonl}
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wy||

Hp, BoRFEE Dy=1 m{EiE b 15 18 Th 2 1 5
B TSR BE 28, FEdf Alice 1Bob, WillieZ
[EFILOSTEIEH AT N N SE A T ZE, & —FhaEflER
(Non Line Of Sight, NLOS){Zi& . #IRSHA—4
¥ 2126 8% (Uniform Linear Array, ULA) K%k, BJI
RN HEPIE — P BRI RE RS, HARRE
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|:1 ef.] >\ T dpart]

Hod, o518 R R, dalt) =
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HLEITRSHIME 5 Ao AR 5L, d R LR TR FE LA
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hiplt] =/ Bodip[t]
) |:1’e*j%d¢13[t]’...’e
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hrwlt] = £/ Bodpy [t]

. [17 e—j%dqhw[t]7 o e—j%d(M_l)(PTW[t]} T (6)

Hrh, dislt] =/ lwi — wg|®, diw[t] = /[|w; — ww?
73 NIRS 5 Bob, Willie /8] (FFE B o 1M ¢p[t] =
] POl = R AR IRS W T Bob
B[t] drw|t]
Willief) 23k A R % MH. HX(3). K@) M=K (5),
AR A BobiR I E 5
y[t] = V/Palt] (hip[t]©[tlhailt]) zalt]
+V/Po[t]hust]zult] + nslt] (7
Hrh, Py[t|2AliceI RIS DIZ . @y [t]2 H5 A B
HAlice T KIERIE T MM, [t]~CN(0,1). xylt]
I NHURIEIE S, 3 AE [[2ull]] = 1. ng[t]
72 BobAbSAE 07T 72 N o N 7 1 M 75 (Additive
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CN(0,03%). Py[t]Z B AV TGS BRI,

JFAZER A 0, Pult]] Lt 534, st Pyl R
TR RIS %, B [0, Pual]]

XK, Pylt] M=% 5 2K 1 (Probability Density
Function, PDF)%&/R N
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AR SR B B B0 AR KA I 2R 4 v 2 B AP AE
FeidE s . FAA3). K4)M(6), A Willie

R ES, BrA
VPoltlhow [tlzu[t] + nwlt], HO
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Hrf, HOE /RAlice5Bob2 [A] RN IEALE fa i 51
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3 LR EE
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Hefih BT MR IRDEP . JF LURIRDEP 5 o 7 i
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WS EAAFAE, (HWillie ) Wi 4775 B # s (5 e,
WA Pelt] TR R R Williel A I H Alice
5 BobfFAE BB S IMER, 1N pt]. HRAE(11)
AR (12), Ppalt] M Pyp[t] 2 B E R A

PFAM =Pr (D ‘HO)

= Pr (Poltllhow[d + of > 7lIHO)  (13)
PMD[t] =Pr (D0|H1)
= Pr (Pylt)|pfiy (ORI
+Poltllhowlt) + o < 7iHL)  (14)
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AlicelJfEHIMIDEP N
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7[t] — Galt] — oy
Pyp [t] = Cl [t] ,
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RHER(18). K (19)MxK(20), Ko <
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R T i) R E. T, ¢ R—NRT
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2 PR ER(E Y Py 8], B2 R VA I 3G BRI ) LA B K AL T R R[]
2 Py [t)<Px, [t], BobHlAlice ) 2 18] {1 e 4 TR UL B RR P [t]. RGN (22) 743, Bob
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* D 2 H 2
Rult] = log, <1+( — Py[t]) Poltllhus(t]] ;‘PA[t”hIB[t]@[t]hAI[tH ) (23)
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N T BRREER AT EE R, EAPLK
IEMEFE TP Williefr I BB 5, M B2 i B A
BRI RFRS k. ik, ArEE B S UEIRSHAS |

Alice RIFThA, LUK TG NHLAK S5 e 75 (1) T R 5 3

O REROREE . RHE(21)M(22), Bl
T AT R IR

o max % é Rgt] (24a)

st &[] >1—e,Vt=1,2,--,T (24b)

0<Op[t] <2m,Vt=1,2,-,T (24c¢)

0< Pylt] < Pomax[t],Vt=1,2,-,T (24d)

0 < P[t] < Puax[t],Vt = 1,2, T (24e)

lqlt+1]—q[t]||> <D Vt=1,2, T —1  (24f)

q[T) = qr,q[l] = qa (24g)
Hep, HirREa(24a) 2 — AR R G 3 (24f)
R (24g) B MR Er. 2 (24a) 57K (24b) 2B M R L
DAL b ) A (24) A2 R 1
4 MUEE&IT

RIEOCAL o) B (24), AT LUK JE ) @43 S~ 24
S, B Alice & 5 Dy Z A4k 1) @ TR SAH AL A AL
R, N, ERRBIRSHIREME. RE, ¥
3 (24) # #0 R H Th 2R AR A 7] 75
4.1 REMEBZIT

W, RMBIRSHImEME . XFE,
(1R[] Ot hat[t] TR N

hip [t harlt]

Bo i o (Om [+ 50 d(m—1) (ém[t] —di[t]) )
= —m= (25)
dii [t]d; [t]
Bobifi it R H i KALAE 5 A I 51, IRSIMH

X (23)F

NI RBIRIERIE S, LR R R,
IRSHIAHRE AT R Im N
01[t] = 02]t] + QTTYdWIB [t] — parlt]) =
= Oaeft] + 220 (M — 1) (9usl1) — ol

=w,Vt,m (26)

:/H\:EFI, W:[O,Zﬁ}%gxﬂ“{ﬁﬁgﬁﬁo .[—H:’ %m/l\
IRSHIRE TCAHRE AT LLEIR

Onlt) = 2R (m—1) (buill] ~ b))+ (27)

N TAET KA /Hﬁ(??)”rﬁ]\fﬁ@@f: G\
K15 RS [O[harlt]]” ) b S i o155 55 KA
Lﬁﬂu%Tﬁ

|his[t]O[thailt]

60Zej

|2
2
t]+ 25 d(m—1)( zbm[t]*ml[t]))

dip[t]d3,[{]

2
_ | _foMe® g M 28
| = dlldyl] (28)
WA AR TR T, AR E R .
4.2 ThEMK
s QU 3R (24) % H O ) L TR

max— Rg| 29a
P,Py Z [t (292)
st. &t] >1—e,vVt=1,2,--,T (29Db)

0<Py[t] < Pumax[t] ¥t =1,2,--,T (29¢)

0 < P[t] < Pua|t], ¥Vt =1,2,--,T (29d)

Hor, K (29a)F1x(29b) A2 MNMEY, A5 TR M.
DAL A 2K (290) B 4 M

(1P [t]) Polt] | hus ]|+ Palt] | RIS [ O Rarlt]|

UB

B =
(30)
ALK A Dinkelbach 7772, #3X(30) % #e v 2k

(A= Poult) Poltlbonlt)” + Palt) s 0 Rald]”
" (31)

R (21) , X (29b) I AFKIR N

PA[tHh{%[t]@[t]hm[tHQ — ePy[t]lhuwlt]]* <0 (32)
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Y5 (31) M= (32), Akl @ (29) 7T LLE
HRRN

Py [t]| RS [0t harlt]]) )
Z<+Pu[](1 P [t]) |huslt])? — nod

AT
(33a)
st ] >1—eVt=1,2,-T (33Db)
0< Py[t] < Pummax|t], Vt=1,2,-,T (33¢)
0 < P[t] < Puax[t], ¥Vt = 1,2, T (33d)

Hrp, #0(33a). X (33b)&MA, FHEECVX(—

Tt 3R LAk ] 8 P Matlab B 2F 60 SR i

4.3 HiEk
REREMBESGOE, X T4Er Pt M

Pylt], WIS (24) TR R N — AN S RAG R, B

(1 Po*ut[ ]) BOPU[ﬂ

T + Alt]
g ;;bgz 1 224 lald] ;%wBHZ
(34a)
st &[] >1—eVt=1,2T (34b)
lg[t+1] —q[t]|> < D%Vt =1,2,--T—1 (34c)
q[T] = qr,q[1] = qa (34d)

o, WAL = Pa[t]B3M? ) dgs[t]ds, [t FT 50, 3%(34a)
A (34b) P28 AR M. AR (21), 2 (34Db)
QEZ 55

H? + _ 5PUH/BO (35
Iqft] — ww|® < NN (35)
Hep, (35 AR rA R, 1w (35) 4

WA & q[t| ATk . T AMLFIBob, JE AN

Willie:2 [ {06 85, A dit] = \/H? + |qlf

H={UB,UW}, j={B,W}. Xtd[t]EIF, MH

dift] = H? + |qlt]

= (z[t] — ;) + (ylt] — y;)* + H? (36)

HHd2[8] 20 T2 [t Fly [ t] T 287 I 235 0 o] LLAS 2]
Hess%E 4

2
_wjll ’

— wj|

Pal)
ox?[t Ox[t]yt
V| gy o
ouliel] 07l

(%)

T R E R, dP . LR (34b)
AR Bl — M R B E N AR T (33a)
MR R, SRR B £ {ult], Vi) flo £
{olt], ve} KAn st H bres %, T (34) Fei oy

ax ;gu[t] (38a)

s.t. H? + ||q[t] — ww]||® < B[t],vt =1,2,--, T (38b)
(1 — Poult]) BoPult] Al

uft] < log, |1+ ol = (38¢)

H? + ||q[t] — ww | > v[t], ¥t = 1,2,-, T (38d)
Iqlt + 1] — q[t]||> < D*Vt =1,2,--, T — 1

(38¢)

q[T] = qr,q[1] = qa (38f)

Horfr, Bl = ePult)o [ Palt)| Pl (ORI s 24

W(38d)AR M, HAEL M, MALN L2
BRIT, SRR R AR T A £
q0 £ {qolt], Vt}*T || q[t] — wwl|* + HZHATINZREIRIT,

133
Iqlt] — ww|® + H* > [|go[t] — wwl|* + H*
+2(qolt] — ww)" (qlt] — qolt]) £ F (qlt]) (39)
X (39), ki@ (38)F& N
1 T
Dnax f;u[t] (40a)
s.t.H? +||qt] — wwl||> < BJt],Vt =1,2,-,T  (40b)
(1 B 0112)[[2]) ﬂOPU[ ] + A[t]
ult] <logy| 1+ 5 (40c)
OB
lqlt + 1] — qlt]||* < D?, ¥t = 1,2, T —1  (40d)
q[T] = qr, q1] = qa (40e)

XFE, AT (40) (¥ H AR & BOR 29 2 ™
fr, PR FHCVXHEAT KA, IS AP &
TR, RomNQ.

4.4 EFSCAFIDinkelbachii REE KR MU E X

AFTFEE T — P T I8 IR (Sequential
Convex Approximation, SCA)FIDinkelbach&h &
IS AL SRR AR D r) @ 2 (33), IR PR .
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Abstract:

Objective:  Covert communication is a crucial area within network security, facilitating secure data
transmission in monitored environments. Nevertheless, practical communication systems face challenges such as
complex communication environments and extensive coverage areas. In recent years, Unmanned Aerial Vehicles
(UAVs) have gained popularity in both commercial and military applications due to their flexibility, cost-
effectiveness, and diverse applications. Additionally, Intelligent Reflection Surface (IRS)-assisted wireless
communications have attracted significant attention, as IRS can be deployed in hostile communication
environments while ensuring reliable transmission. Consequently, the exploration of hybrid IRS and UAV
systems for the design of covert wireless communication systems presents a promising research avenue.
Methods:  This paper proposes a wireless covert communication system enhanced by an IRS and a UAV. In
this configuration, the IRS functions as a relay node to transmit signals from the transmitter. The UAV serves
as a cooperative relay node, facilitating not only the forwarding of covert messages to the intended receiver but
also generating artificial noise to impede the detection of covert communication by malicious users. Under
conditions of uncertainty regarding the received noise at the receiver, the minimum error detection probability
is derived, and the system optimization problem is formulated with the objective of maximizing the covert
communication rate while treating interruption probability as a constraint. Subsequently, the Dinkelbach-based
approach is utilized to address the optimization problem.

Results and Discussions: The key contributions of this research are as follows. First, a wireless covert
communication system is developed using an IRS and an UAV. In this system, the IRS forwards covert
messages from the transmitter to the receiver, while the UAV disrupts potential adversaries attempting to
intercept secure communications. The integration of the IRS improves the covert communication rate, and the
UAV-assisted design provides flexibility for deployment across diverse environments. The transmitter serves as
the coordinator, managing both the UAV and IRS by transmitting control commands and collecting operational
parameters. Second, the minimum detection error probability is derived under conditions of receiver uncertainty
regarding noise, with the coordinates of the UAV and the transmitter assumed to be known. This derivation
includes calculations of the False Alarm Probability (FAP) and the Missed Detection Probability (MDP)
associated with the monitoring process. Third, a joint optimization problem is formulated to maximize the
covert rate of the communication system. This problem optimizes the UAV’s trajectory, the IRS phase, and the
transmit power while satisfying constraints related to the derived minimum detection error probability,
maximum transmit power, and UAV mobility. The problem is restructured into a convex formulation by
dividing it into two steps: optimization of the transmit power and UAV trajectory. Fourth, an iterative
algorithm is developed to address the optimization challenge, employing the Successive Convex Approximation
(SCA) and Dinkelbach methods. The Dinkelbach method is used to reformulate the upper bound of the
optimization variables into a convex problem. Simulation results demonstrate that the maximum covert rate is
achieved when the IRS phase, UAV trajectory, and transmit power are jointly optimized.

Conclusions:  In conclusion, the research establishes the implementation of an IRS-aided covert
communication system utilizing a cooperative UAV, suitable for deployment in complex environments.
Additionally, a closed-form expression for the Directly Emitted Power (DEP) of covert communication for the
monitoring device has been derived, taking into account the uncertainty of transmit power. A joint
optimization problem has been formulated to optimize the phases of the IRS units, the jamming power of the
UAYV, and the transmitting power of the transmitter, while satisfying constraints related to the optimal DEP of
Willie, the transmit power of the transmitter, and the transmit power of the AN. Simulation results indicate
that the system’s covertness and covert rate improve with an increased number of IRS units, extended UAV
flight time, and higher interference power. Future research should also explore the deployment of this system in
complex environments, focusing on the dynamic adjustment of the IRS phase units in conjunction with UAVs.
Key words: Information security; Covert communication; Intelligent Reflecting Surface (IRS); Unmanned Aerial
Vehicle (UAV)
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