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it 7 — Rk R A Moy, Moy i B AR
A WLF SRR [16] 0 I 2R 1 R B

N E AR DE, fEDraco-FHE &A@
SOV S 87 S v Sl 151} (TP I BUR N DAC G |
JREHE T R (Z D 228 ik B m s, —J5
THNZ 7 A B s B B N LA BB AL RS 2
s 7 HZIE B R B e N IR i HE
RIERE, MITTEFRE T Dracofikiyix — 5 M i .
TERXFHEO T, WRBEEHEASEIREFHIE
dFUE 3R A, a0 IR REE A 1
T, HRAK T KT %551 .
4.3 EFIVHEH

X T IVHT96—EA7 & 4 N0 R #RE B, Draco
FAEF IR : HEEFE/NN = 0mod 97, FLLEH,
(9T-E)BLF 1 dy, daya, -+, daros—r AWM T IV HT
96—BEfL. ER/RIEERIILLAF 1AL STk, SCHR[16]
P2 R0 Draco 2 4 75 W LR 1k BTV I (56 2%
Wikt) o AHERINZIF TSR /& H Draco % 38 B 1
IR 3% R R E2 AN N A R I LA — LA/ A
(97) it 7 3 P IV o

M Draco-FHIE R R ECA 3 MmN, HATEFR €
Y0 ] P 0 AL B L b 3 8 A B 2R PR A fis B R ) B ARR
A, FFiERE—ANJELR PRI B iR B & S T iR (e
1TRA, BkDraco-FAMATE Lk, FFH 7] LA
TR B ()R8 328 BTV B 1) XU
1.4 BNHERE

R 2| Draco-FIE BN S WML FE R B fe — %6
W Ee T 5ANIRASAL, 9Bl 55 W e Xk 1
JB,  TE VLTI 5 15 AN IR S AL IE TENFSR 25
BrE RSN E, FEREE B HME R ATS bt e
FEEI5 bitRASME, FIETARRE S IX5/MRES
AL, 38 I X R 7 3R] A S G R D R e 0 Y R
Fity, B Rl AR AR R 0 T 30 40 A AR
4.5 WEBRSHA A

Fr A 7% 3 TMD T O B o FR I A e 0o 25 I
AR T B I BRI — N 2 R S, 15
FNZWIBRES G, BB PHEEHAE, FEA
RN SRS T, RITERIAG AR BRI 25 B i AR A
B B R BR S BE BT e AR R A AT ) . Draco-FA&

A B VIR BRI W) a6 4 72 1) #6209 5
N5 B B AR, AR BN AT (R
4.6 FEALIEMR

ASCAEFNIST 201455 A A 1 B ATL A A ) 26 44
NIST sts-2 12X Draco-FA4= a1 % S 24T B AL
PEREIG o NISTRE ML AS I A 5 N HE U 4

(1) AR T 5 H SR 0 PIEAS /N T 2 35 14K
Fa N, o WHUETEF0.001~0.01; #id
AR EA LR, ERAER
(1-a-3va(=a)/s,1-a+3Va(l—a)/s)

(23)

AR E100HEH, K EHN0.01, Wt
H LR FN(0.960 150 4, 1.019 849 6).

(2) PEM ST —EUE TR 2 K

WE100H 5 s, M KE N0 bit, $E
10° bit¥#s, o =0.01, WKL RUWRIFIR.

F1ERELW, Draco-FH L@ T NISTEHEHL
PR .
5 EERBREHMRRERS T
5.1 L

FRHC++ LM DracoH M Draco-F&E
%, MR EE M SR AR ST R AL
CPUHN11th Gen Intel(R) Core(TM) i7-11800H @
2.30 GHz, WA#16 GB, #AF &4 A Windows 11
FE A SR

MR L FE b, Al timeit () B8 B0E A7 % 4R
AT UE NG R B, TR R AR B1L0® bit % EH I

% 1 Draco-FEARENHEHRIGLER

95 WA gt 11 P-valueffi @i Rilgh R
1 Frequency 0.048 716  0.99 Pass
2 BlockFrequency 0.851 383  0.99 Pass
3 CumulativeSums 0.488 509  0.99 Pass
4 Runs 0.383 827  0.98 Pass
5 LongestRun 0.798 139  1.00 Pass
6 Rank 0.955 835  1.00 Pass
7 FFT 0.275 709  1.00 Pass
8 NonOverlapingTemplate  0.543 258  0.989 Pass
9 OverlappinTemplate 0.122 325  1.00 Pass
10 Universal 0.419 021  0.99 Pass
11 ApproximteEntropy 0.514 124  1.00 Pass
12 RandomExcursions 0.531 523 0.996 Pass

13 RandomExcursionsVariant 0.454 231  0.996 Pass

14 Serial
15 LinearComplexity

0.498 609  0.995 Pass
0.236 810  1.00 Pass
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F T RS R F IR INRESRE W 5 Draco-F 277

Frsntale, FEEZMEIR10KBCFE. MiFDracol!
FDraco-F I 2 S A R WIER2F 7N

M2 LLE H, AN RIRERIah A s, 3
DyRMIRSKE . HHR G R EEZE R, Draco-F
HikWDraco ik fE AR 450 L BB, %
IR A R Draco i 51213.9% .
5.2 BRI

i Fl Verilogi& & LB Draco-F&.y%, JEik TR
JPA A D Re S UE . 1 — 2P f# F Synopsys Design
Compiler T &, 3FSMIC 0.13 pmiZ T Z K hr
HERICEE, fE50 MHzR MR FEAT 44 %1t Ml
WREVER A Ih#E, FEAEMFIFE T 5 Grain-
128alt)) Atom!'") Draco™ AT X} bk Mk 2 R
FK3FTNo

R34 R W IR, Draco-FAIDracof R £ 1 F7 A1
DhFEAIZ K T Grain-128aflAtom. 5Dracotfl b,
R Draco-FA T B 1F P RS T30 18 R 1Y) %5 85 Tk
B, EWIGAB BCEE AR, AR S AT
KT Draco, Ih#FERH = T Draco.

6 it

AL Draco HVEAFAE ) 2 AR IE,  $E H 2k
TR R 51BN WG 2t B Draco-FA
o ZEFIBIIRS AL R G T3 T ik B ek
() R BRI PR ARG T AR lAS s IR, fEfRBENFSR
ST SRR T, Witk T s,
— PR T EIERIRE A B e, BB A YIS
AEARAG HPH X 2 A B3 . X Draco-F&HE)
A BT RV A IR 25 SRR B, A% F Draco
5%, Draco-FEIEME U T Draco i 1M Ik i) 2 4%
shig, HRAES%4eM, HDraco-FHEIZEAH
e R LA I A B N BB THI AR o FERE SR I T
fErp, #E—0 itk Draco-FEVEAEE K, FELRIESE VL
LA R T 3 M B R T O I PR AR A .

2 FAMEANRAGSIIERE

, , " e 5 KA EPR AR
B miatesese .
REKSE (bit) (kbit/s)
Draco 512 129 308
Draco-F N 128 320
= 3 TRIEEMBEHIERER
[IEA Yyt
Hik 5

(hm?) (GE) (mW)
Grain-128al! 13214.51 2911.33 0.479
Atom!"! 14070.26 3099.86 0.383
Dracol"! 10127.22 2231.15 0.309
Draco-F 10083.37 2221.49 0.315
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The Small-state Stream Cipher Algorithm Draco-F Based on
State-bit Indexing Method

ZHANG Runlian ZHAO Hao

(School of Computer Science and Information Security, Guilin University of Electronic Technology,

Guilin 541000, China)

FAN Xin WU Xiaonian WEI Yongzhuang

Abstract:
Objective
(CIVK) scheme. It claims to provide security against Time Memory Data TradeOff (TMDTO) attacks.

However, its selection function has structural flaws that attackers can exploit. These weaknesses can

The Draco algorithm is a stream cipher based on the Consisting of the Initial Value and Key-prefix

compromise its security. To address these vulnerabilities and lower the hardware costs associated with the
Draco algorithm, this paper proposes an improved version called Draco-F. This new algorithm utilizes state bit
indexing and dynamic initialization.

Methods
the Draco algorithm, the Draco-F algorithm introduces a new selection function. This function employs state

Firstly, to address the small cycle problems of the selection function and the high hardware costs in

bit indexing to extend the selection function’s period and reduce hardware costs. Specifically, the algorithm
generates three index values based on 17 status bits from two Nonlinear Feedback Shift Registers (NFSRs).
These index values serve as subscripts to select three bit of data stored in non-volatile memory. The output bit
of the selection function is produced through specified nonlinear operations on these three bit of data. Secondly,
while ensuring uniform usage of NFSR state bits, the Draco-F algorithm further minimizes hardware costs by
simplifying the output function. Finally, Draco-F incorporates dynamic initialization techniques to prevent key
backtracking.

Results and Discussions  Security analysis of the Draco-F algorithm, including evaluations against universal
TMDTO attacks, zero stream attacks, selective IV attacks, guessing and determining attacks, key recovery
attacks, and randomness testing, demonstrates that Draco-F effectively avoids the security vulnerabilities
encountered by the original Draco algorithm, thereby offering enhanced security. Software testing results
indicate that the Draco-F algorithm achieves a 128-bit security level with an actual 128-bit internal state and
higher key stream throughput compared to the Draco algorithm. Additionally, hardware testing results reveal
that the circuit area of the Draco-F algorithm is smaller than that of the Draco algorithm.

Conclusions  In comparison to the Draco algorithm, the Draco-F algorithm significantly enhances security by
addressing its vulnerabilities. It also offers higher key stream throughput and a reduced circuit area.

Key words: Stream cipher; Consisting of the Initial Value and Key-prefix (CIVK); Draco; State bit indexing;

Dynamic initialization
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