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the bit security of elliptic curve Diffie-Hellman with knowledge of partial inner bits based on the combination of
hidden number problem and lattice-based cryptanalysis technique is recisited. 11/12 of the inner bits of the
x-coordinate of the elliptic curve Diffie-Hellman key are approximately as hard to compute as the entire key.
Moreover, the explicit relationship between the leakage fraction and the leakage position is elaborated. This
result which relaxes the restriction on the location of leakage position dramatically improves the trivial one
which stemmed from prior work.

Key words: Elliptic curve Diffie-Hellman; Bit security; Information leakage; Lattice; Hidden Number
Problem(HNP)

Wi F3%: 2019-11-01; 25l H 3 2020-04-16; FAZ&HIAR:  2020-04-24

MEMEVES: KEIE  zhangbfQitsec.gov.cn

BETH: EFESHAT (2016 YFB0800902), R H AR 3 4:(61802439, U1936209)

Foundation Items: The National Key Research and Development Program of China (2016YFB0800902), The National Natural Science
Foundation of China (61802439, U1936209)


http://radars.ie.ac.cn/CN/10.11999/JEIT190845

25 8 L. WHE B2k Diffie-Hellman %5 4978 # WS ) HL AR 22 4 PRI 5T 1821
1 3|5 AT B s 2 et . ST TAEUER, A

1976442 Hi [F1Diffie- Hellman % £ 58 # Hp U FF
Ja T AHER SR AR . MR #h 28 Diffie-Hellman
ARSI T th 2 b 1) B Eoat 7] @ (Elliptic
Curve Discrete Logarithm Problem, ECDLP)f %
1o HITECDLP [ @ 2 5 i oK & LIV 4 H v 18] 55
%, DS HAR A SR SRR LG, A1 it 42 %5 65
SREIE W RE NS LA SE /N (R BH RUST SRl RE AH R 1 22 4
FOR,  TIAEAR 2 1 55 93 U5 52 BR A 3R 5% v (4 g
. BIhEE. TRESES)AEZNHNE, X
R AR 2 A S R A B R L e — o
ith £ 5 471 53 53l FH K oblitz! FIMiller™ 5] N 21| A 4%
MRt b, dEER, 1RZ 3 TECDLP Tt
(1 BAG AN A2 A D) Re I B AR d R H, Ganvh ] ith
ZDiffie-Hellman % (A #e il . 6 5 it e Fh 7 2%
Y7 % WREHZe A 77 %5 . Horh, aflE h
ZDiffie-Hellman % 4 58 4 ¥ 30 A4 SC (1) F EEAF 5T
E

EISL s, By 7B RR AN, SCHLE R
(10 22 4 38 5 A 2 7 B R I 0 T AR G I B A e 4
PE o BEE A G ST 0 2 08 02 s IS 2 i Mo B
AR TEE S, PPl 2 1h % P 8 2 4015 Bt
Xt 2 e VER P K 2L . Diffie-Hellman % 41
ATH I 22 A R AT ST R AR T 8 AR PR _E A AH
KITHR. 19964F, BonehfllVenkatesan® #5577
TG = Z; EHDiffie-Hellman % 85 # bl s &% Fe A
FHOR T R LLRr 22 e o %45 10 25 T B £k 1n)
(Hidden Number Problem, HNP) 5% 7> i AR 1)
Wbz H . HNP ] @ —Fh 52 B L7 24
PR . B b, 25 5@ R pE LIt € Fy
(NEE), a5 R T, HNPH
B EEE R o € Fyo 8%, HNP RS T
R R 2B AN H x5 HAH 5 0 Bl AL & I 2 [A] Y 5%
#. UbAh, HNPHREAESM2, OpenSSL, ECDSA,
PUFZ5 5 DS A S BIE i b v A0 52 L ek o #48
RAE T EEAER,

WAER, N R RS bR RS T 22 4 o3 T 1)
WEHPE, HNPE NS EAS T, VFZAHMN
(AR R ] R H o B, B R ] L (Modular
Inverse Hidden Number Problem, MIHNP)!0:11)
15 Hh 2 22 5] (Elliptic Curve Hidden Number
Problem, EC-HNP)!2131 4 g (1) Bl 44 1] 7 (Ex-
tended Hidden Number Problem, EHNP)!M], X
SR 7R 5 HNP LR TR, {3 R R A
ST AR RIE T EEEM . Hh, EC-HNPA|
4 SCHR[12)F P T SO 2 Diffie-Hellman 2

ith 2k Diffie- Hellman 3 =2 %5 £ 1) o A b B iy (B0
fiX)5 /6 LUl B Lh R A7 5 T H SR8 S 8 B — FE I
Mo i, SCHR[16]00E TiIX—45 5 ERTHEA
R BEI %A% T ¥ 0 1R 28 Diffie-Hellman bL4F 22 42
&5 R udt B 17 s (B fK) 1/2 bit.

TESCHR[14) 02560, A ST —BH 5T 116 R
ith £k Diffie-Hellman %5 £ 2 # ¥ S0 LU AR 22 4 1
5UATAEARRZ, AHANANEAE TEE
Mk F5 A AEAE R A, B ST . AR SO TAE R 2F
PIRHRNR: (1)1 (R th 845 B e S AR 2Rtk vk
i f§i45 12 FHHNP [ £ R F B Diffie- Hellman % £
LI Z VAT R IEA AR, AR SR A
{45 24 /1 SCHk HP 3T MIHNP ] 85 o 47 45 28 b 2k
PERHNP A /) s fr s R R 2, X 2 10 5
& Diffie-Hellmanf Lt T FRIXDiffie-Hellman % 4%
P H AR R 2 —. (2) AR 1 X5
SO AR AL B IR, AR IR T R R AT bR
AR I . 4 HTJLF AT A 2 T HNP A @K 55
T 2 B Ak 1) 22 4 1 I B R AR A 1 nonce (1 356 43 ik 5
R AT LR & W . UEAh, R E
50 H 103 20 T ERARREAS B R AR B T L SR o 19
U1, Nguyen MIShparlinskilF| F T & 73 8 A%
HHF T g ) 2 7 NI LR E B EE s . fth
IFaH, NIAEIKE AR EH 1, AT SR AL & A
145 JE ik 2 BT 75 B (1) LU AR 250 e i B M L AR T
Bl 5 BT 7 A LLRE R s o 7R STk [12)H, AE
8 KA [ B 2R Diffie- Hellman 25 87 22 #e W0 3
IR 2 A AR 15 ) 6- B i (B AR ) EUARE 22 4 4k
E T RARR . SR, M REM RS R AT
WAL, A/ R BRAG Hh A AL 2 < 5 /63843 1)
MER S, ZE RN, RIEET SCHk[13)
I aE R, R TR AT, RE %
2/ T E R A A A2 x 1 /23864 Bt 245 5.
SEATIIR R FLIT

AR EEHFL T MR Hh 28 Diffie-Hellman % £
PP RE e A, B T DL R

(1) EFXFEB 45 St i & AR AE (a7 B 1S Ol
XT O FTIEAGE AT 7T Ad . AT DU
TAE BER HHNPREATEG 500, Ay
et T 2 O SO EC-HNPERS I 2 5015 2,
g —HBAMRERFERTTRA, REE 7 —41
FERREE MM, 1%k B — MR RN F R T
FRAMMERE, HiZEmErKEzZ /N Gaussian
heuristicfiTHE. M, 1% 0AE 5 & X
— MR b 1 g ) SR A 1, 3k T RT DR



1822 B 7 5 F

2 %

42 %

MHTH T O AR A RIS S At Bk Rk SRk il . HH
Tt B R AR ], R — AN TR
HEZMARE, XM SFEE MRS, (HEARW
TAEATRAR chadt 1 3T S0k [12,13] 13 I 4518 .

(2) B ki, ASCH HAEMGE 28 Diffie-Hellman
A W, R 3 = 1 o AL R 1 H ]
11/12%8 55 LU ARe 5P 2 A2 B — AR A

(3) Bbobh, Ak 15 Bt = 5 itRAL
BREAXRRN . %45 RHE T Gaussian heuristicfi
W, TR ELRE 2 At Ul B v] LAS 28 SRR [12 k45

AT RMHLA LT F2RMERYE
SRR, A A [ 2 5 A RN K Diffie-
Hellman % $A 52 e tip 30« 4% FE A H1R DL KA 5] it 2%
HNP B HARFq ) 45 553797, ARSCRS HIRh R i
28 Diffie- Hellman % 8542 $e B i3 1 1 8] 550 A7 b A 22
MR FHAHAT T4

2 FEEIR

KANE T A BT B — & R,
RBEBIFNAE . 1 SRR 28 Diffie-Hellman % £
B SRR A A 2 TR E—
2% 32 (1) PR X 1) R D s S DA B O RS R LA R
0. 3T TRIEA A T HNP v B AW 5T I FE LA K
] il ZE HNP o) 3 52 S

RNTTE R B, ¢ R EFF SRR R
Fiw e
2.1 #[EphZDiffie-Hellmani = F11H

AL EE T 8 AEH PR R (Feh F 4 > 3)
IR LR, e S, b e Fylilidda® + 270% # 0,
E A& € CAEF, b dh 2k . 54 e A 5 fh ZBE 7R
Fp (1) AT 45 FE 5 A8 B AbelianBEE (Fp, ) 7T 52 LN

E(Fp) ={P = (z,y) | y* = 2® + ax + b mod p,
z,y €F,} U{0O} (1)
Hrp, ORIRTLF .
BERAMAPcEW,), 5hlider Myp NPT

*1 EEFSHRE

%5 REE X
R™ Y S 2 ]

zZ B4

Fyp pILAE MR

E(Fp) 96 50 i 2 2 p P ) 30 2 B
[ IIRESE
det(L) 1 LIS A A
Ai(L) W LIORSE R 1 B K
BT B B I B

BB My bR o X EF,) o AR & A A B S
P = (zp,yp)NQ = (2q.yq), HHP#xQ, — &
FIIERT LE AP + Q = (vp1q,ypiq), FH

Tpig =5 —xp—xgmodp } @)

yr+@ = —(yp + s(zpiq — zp)) mod p
K@), s=(p—vq)/(zp—2q). X THEEH
BHin, FAnPRINWSPHEERE, B8 XN
P S .

T THI 1R EE A A R i 28 Diffie-Hellman % 8H 48
PPl BRI & EA B G € E(Fy), 3
BrNg. BhSCRTT i I ARIB. H P ABEL
e, 1 <u<g—1, ff%u, 1HHuGIERKIELH
FB; AFPBBEENLER v, 1 <v<g—1, R%v, it
HoGHKIEGH A H 7 BHEuG H i HILE
FHo(uG); P ARG H I FILE S Au(vG),
2.2 %

ZHER™ HInANLMETC G M) &by, ba, -, by, HH
BT EE R AL A A BT R O B O

,C(bl,bg,"‘,bn) = {Z z;b; rx; € Z} (3)
=1

FRAKGs FRB = [by, ba, -, by y—2H K& 3

FEERS OB FCAE DA RS B R AT
THT: — SR T TR M ) A8 1 B B R A | g e 11,
o d FH AU R i) R PR SR i B A3 BT 5 R
NHEEAG R e, BET, &2 RERPRE
M 17 83 Ay ¢ J 7] 72 1) @1 (Shortest Vector Problem,
SVP) i 7] & 7] # (Closest Vector Problem,
CVP). fEiHKUl, SVP e is 3L bk E B4
BRI — AN R0 FL s CVP [ @R 45 4%
EBHHEPRMIEL, FIIE Bt RT Ak A .

LLLE RS RIS VP n) @l i A I Rk 2
—, ZEIEAE19824F H Lenstraf NPFEH . 2457
IR AR B A A8 SR AT AU B R ) o e R A R 2 4k
AR BKZEER,

SIFE10921 25 En A IEB = [by, b, -,
bn), HHEARIMICHNL, IAFE—A % W
5535, WIAEO(n' 1g max || by ) ] & 2% & 1 i
Aok e, Ll © 1< (2/V3)"M(L), H
H (L) L ) e A ) B R B

XFFndEFENLES, Gaussian heuristicZy H T °F
YR SCT B K — M THE

E X1 Gaussian Heuristic: % LAZR" ]
— MR, CRR"M—ANAF4E. Gaussian
Heuristicti th, LNCH ¥ S BN E 2 Ryvol(C)/
vol(L), Hrhvol F/mktd.



8 1

L. WHE B2k Diffie-Hellman %5 4978 # WS ) HL AR 22 4 PRI 5T 1823

Kk, XFF—Angis L, Gaussian Heuristicfd
THH ) B A ) B K FE 20

o(L) = ) g (det(L)"/" (4)

— MR UL, BEE AR M &K E M Gaussian
HeuristicZ [A1 ZEFE I N,  SLBR I SRS M E R 5
B # 3. Gaussian Heuristicf & XAET, IR &K
LI B BT R N Tro (L), AT LR LLL & VE
Bl Ath AH DG I ALK ) & SRR B2 22 TSN ) P 4R
Pl E. T, Gaussian HeuristicZE A
M ) SR R A R R R BN . B, K
ZETHIF S SR ARES VP ] U 7T f AR B 22 I A e M
Bk, eI M R E AT, Gaussian Heuristic
B RAL TR s B A A, RS T RE T
HRFE, AR T IR MSLIG AR, AR
W[5 Hh 28 Diffie- Hellman 1Y U ARF 22 4= PR 19 5 & =GR
B, 18 T Gaussian HeuristicH) 4518 .

2.3 HHEIHhZE_EAYHNP 5] 3

19964, BonehHlVenkatesan| N T FEj %L ]
BHNP, FKiZ n) @5 FH 2 DS A %5 44 ik J2 H
7EOpenSSL % AH 5 SL B A 11 %5 41 Pk & 1m) L
HNP ) @] 2R U X TAE R S R 2
n, f550 KRzl = mingez|z — bnl, XALEAH
Hlfim, FAPP, (m)RREEm —rl, <n/27H g
ST R A B . A4, HNP R LLE N
s K, deZ, M1, — BN SRR},
SHFREI € Zn, TECHN{E: Y SAHBIAPP, ,, (aty)
IR, Rffa

A SCIE I RTE X AR B R, BT
SCHR[14] R4 IEC-HNP, 1 . % F 58 XAEH R
W, (p AR E) L i [ th 28 Diffie-Hellman % 448
L, NP = (xp,yp) APM T B &AL
A, IFidm MR RKE . B m
EC-HNP,, [ @ 1) 52 LT

EX2 EC-HNP,: %EfREF,(p N ERE
FRFK B gm), 2L <k +j < mpyIEEEL R
Js € AEF, b B #E [ it ZRE(F,) DL & A B
ReE(Fy). &P € E(F,)2&— A 2, Xt
TAE R BTN, S MOk, ; (8) 0 Ha A B A
P+ iR bR ) — B LLRR A, % AR & MK
YL UG, KK 45 @ X TS HLOk,; (1) 111 7]
PR, EC-HNP, In] B H Ax e T4 Be s i A 2
P,

MR, EC-HNP, 7] 75 SR A B HE
W 1 28 Diffie-Hellman )34t =2 55 BH (1) L R e 4
it . i, wHlvl B P XU 7 AR %

uG G AT, P = uwG il 4 13
ZEYH., BREHHERAEWEHL, FHEY NG
FIbGEREL FabG 5 B OX B, a, DAERMIA
HUEEH) . XTBENLIER IS, uG + G = (u+t)G
R LIHHEI. idR=vG, MP+tR=(u+t)vGHIE
SME B ATEREG. W THRIAPHIR, 35Xt ] LUl
TP+ t R NS 7 LURRE B SR EEC-HNP, [
MR EZ=HP . Kk, R £k Diffie-Hellman
S BH AT B R B R 2 A 4 BT RT DU Ak R SR A
EC-HNP, [ @i,
3 HEpEZDiffie-HellmanZ5 54 32 #a s 9
bR e

ARG 25 b o R [ il 2 Diffie-Hellman %5 8158
e R PR e A R 5 R . BT EC-
HNP, [m &, =25 7t Ez i 05 S AT A (A
FEERIEOL. s — N FERITFEH, %
WAL LA SR T FEA ) 1) 8. AR5 M IE — MR
SER R, BT 7 R SR A ) R AL A SR A
FifEm . ERI4H TATHEEL L.

EIE1 WERE XAEF,(H =%y >3, Hit
FEKE Am) ERIRGIRI 2, TR AT 21 < b+
j<m. fEE(F,) ERIMIE Hh 2 Diffie-Hellman % £H
T, WP = (zp,yp) € E(Fy) & WX T
WAL LB, TE L Ok (¢) AT fay A B AN
P +tR(RACHGE R, CNEREEE) ML br i
— B LR e, BRI LR T 4R, KR
k. #TF Gaussian heuristic, #&kF73 & L=
%, WAFAEZ IR A 5%, 7820 + 1(n = poly(m))
R IA] O (t) J5 o] PR H L Z 2 H P I o M brzp
B AR L EHH P = (xp, /oh + axp + )5
P = (xpv—m),

5
~m, i—0
6" J
(SO JS R 11
u 3. u 1, u
pe 202 1 TR T
=9 12 1. 11 1 n_ .1
—m—-—j+-—=, —=m—- — —m
BT T s T
5 o
—m, =—-m
6 T=%

WERR: N3N HUE B S BE . AR
3.1 ARSI X E B Ok, (8) )2 + 1 [7] 45
R, W& T dn A FE S 2 0 R A R T R
BT RS S A bR E3.279
WG T — S B A RFIRES M 12n + 62454, R T7 R
ZHL P SR AR T 7 A A D i A (10 R T R Y SRR T L
3. 3% b 1 A5 Bk R A AE X IRAL B RIS, 58
¥ 1 P itk S BB St EE R AN B R Rk



1824 B 7 5 F

2 %

42 %

3.1 WERKZMNHTEH

AR BH Pz b bR AT p = 2" 20 + ho + €,
Hop 27 < ho < 2" 38 i B E L0k, (1) (Bt =0
IR CAIE R, 0 <ep < 2710 < mo < 2m~(F+2)
R ARFH o HE SRR eo Moo BRI AT Yk & I = %5
HP .

SR M2 FI T RAENQ = (2, yq) € E
(Fp)s B LA PIANFH G 1 38 SNk AT 25 DAVH B
yp iR X FRIA

TP+Q T TP-Q
=2 (W —rp — :vQ)
(zp —2q)
_, (anﬁ, + (a+23)zp + axg + 2b>
(zp — 2q)°
XFTHEE 2 ERME R A AQ = (29, Yq) €
E(Fp), id
TPiQ, = 2k+jxf+Qi +h; +e;
Tp_Q, = 2k+jxf3_Q"' + hl + e;}
H, Ry R R AT T A Ee A L, 2] TR
CTURRFRP + QAP — Qi R E R 4
i=hi R Ei=ei+e) i=al T 4P Mg

(7)

E™

>

Ei +é& +2Mg,
=Tp4+Q; T TP-q;
.y 1@ xp + (a + 13, )rp + axq, +2b
(2k+j$0 + ho +eg — .Q?Qi)2

XAt =t} , tQ: = iR, —Q; = —t;R,
ST Hb FE AT U 1) 20 (n ok IR BE A IR PIE HLOk (1),
JFERZ B/ SEEG{X, Y, Zi, UL K53 35 B HL R
AR B G {eo, €, i, vo )} EER(8), AL
7320 (9) i 2 Bk

Fi(X,Y;, Zi,U) = a1, X?Yi + a2, X*Z; + a3 ; XY;U
+ay i XZ;U + a5 ; Z;U? + by ; X?
+ b XY, + b3 X Z; + by s XU
+ b5 Y;U + b i Z;U + by ;U?
+ 1, X + oY+ 32y ey ;U
+ d; mod p (9)
H.i# /& Fieo, €i,%i,20) =0mod p(1 <i<n), T
PR, ER(9) T {ai, bij, e 1 RFT{ho, b
rQ,, a, b} O RESH, H AR EE R ILIF
SEZIO T RRAH SR RE T, DRIRAE S SO A R
ERIE T
ERED, XMULELL EnASJ7 FE A AR FFA AR
ViR Zi T 50 B SQ: LS, Qi X HE:TXf il
F MOk, (8) In R AL A 7] 17777 A, BRLIY; FZ, £
LA EnANT7 R AR o
W U R, AL <i<n, 4
0<ey<2,0<é =e;+e, <2/t
0< i = $f+Q + xf_Q < gm—(k+5)+1 (10)
0 < xo < 2m—(F+9)
R T HREAEN (X, Y5, Z;,U) = 0mod p(1 < i < n)
2R R BRI, YRR eo Flao B ) UL AL R
TRBHEAL(X,Y;, Z;,U) =0mod p(1 <i <n)
() — 2H /N BRI 8
3.2 WESKIREIRHIEA
Bl & SR AES VP AICV P& HE ] 7 ) PRI HIE 1Y
AR, FET MBS M BORLE R R R T7 2
HINA TR RYE TR E ZERER . AN
o5 BRI MG 7V, DASRAR BT R 32 1 [
RITREA.
5E SCH A& BAE RSN L

B:(g ﬁ) (11)

Hor, JEFEREA(9)H IR ERIRI, 2 n+6) x ndEfERE. B, Fn =28, Rnal5 iRk

LW

R— dy ca1 ¢31 0c21 0ci,1b71 661 0051 0bg1 31 0b21 0611 a5,1 0ag1 0azy 0azg 0ay1 0 B (12)
dy ca2 0c320c29c12b720b5200b52bs20b3200b22b1200a520a420a320az20a;12

FEREER—A1n + 6-4ER F T RE, MR R RPN 5, BRI TR S 2007 FE4(2)
RN AR R B SRS, R, Mn = 21, HOG A oo R AT S0y

{17 2k+jfm7 2k+j7m71’ 2k+j7m71, 27.]'717 27]’717 27‘7, 22(k+jfm)7 22(k:+j7m)717 22(k+j7m)717

2]f—m—l7 21€—m—17 2.If—m7 2.Ic—m—l7 2k’—m—1, 2—2]—1’ 2—2]—17 2—2]7 23k+3g—3m—1’ 23k+3]—3m—1

)

2k+j—2m—1 o2k+j—2m—1 ok—j—m—1 ok—j—m—1 gk—j—m—1 gk—j—m—1 o—3j—1 5—3j—1
2EFT T am T QAT mEm T QR T M QR T T mT R QR TI TR g TI T m T 9T TR 2T T (13)

HFE P —ndExt 7, H TR N RS, B, HSEEEBR4ER 120 +6, HATHIA LAt

HA



8 L. WHE B2k Diffie-Hellman %5 4978 # WS ) HL AR 22 4 PRI 5T 1825
det(L) = P’ g TERFBEHURE RS AT, K
2n(12m—12k+j+11)+4(m—k) ERFJP+tR [z bR I LLRF B B . US4
T2 A% JE BA RIS L R AEAE — NS & t=0m, id
- B ’ :/H\:/\ ¥ =3 ‘\ i’
v w ?i&m%jj rp =x9+ho+2"7 e (21)

w = (1,20, %1, n, é1,
Ens €0, Ty T1T0, +*, EnTo, €170,
€nT0, €0T0, €0T1, "5 €0, €0C1, "+,
€0én, eg,sﬁlxg, -~-,;%nm%,eojlx0, e
€0dnTo, 0120, s €0EnT0, €01, s
€T, €581, €3En, k1, k) (15)

ZTo 51 5?” él
v=|1 ..

Yom—k—j' gm—k—j+1° " gm—k—j+1’ 9j+1’>

en 0 G hivo
93 +1° 95 92(m—k—j) ’ 92(m—k—+1’
TnTo €1%0 €nTo €070
22(7n—k—j)+1 ’ 2m7k+1 ’o? 2m7k+1 ’ 2m7k ’

60{5’1 eoin eoél eoén 6%
om—k+1’ 7 9m—k+1’92j+1’ 2’ 92j+1’ 925’
.%125% "fnl'g 60.’%1%0
23m—3k—3j+1’ 7 93m—3k—=3j+1’ 92m—2k—j+1’

~ ~ ~ 2 ~
€0TnTo €0€1Z%0 €0€nZo €071
22m—2k—j+1’ 9m—ktj+l’> ’ 9m—k+j+1’ 9m—k+j+1’

25 2= 2=
eoxn 6061 eoen
" MR 931 g O "'70> (16)
M Aeo, €, T, xo} ] b L2 5y 11 AT B 1) &
v KT B 5

|v|<V1in+6 (17)
HR¥EGaussian heuristic, #r

1

| v ||« v12n + 6 det(L) 2n+s (18)

DU 6 171 B o A R L 1) — A B R ) 0 e A Y
IR AE 22 T ) P4 3
BHAEA(18) 7] 15

1In+6 p" e
< -
12n+6 2n(12m—12k+]+11)+4(m—k)

(19)

A

11 1. 11
k> = — g+ — <q< 2
Zpmt it 0sism (20)

Bebb, S+ <m AR, A,
20 < j < m/130, BEFMpm+ i+
HLCHHE B, ER RIS
3.3 FEEMEHSTRIER T

NI X SR 2 X G B A
SIS . X TR AT R € B(F,)

Hordr, hose SRR 70 LLARE B .
[FHEE, XTTERhee FRTEEARENQ: = (2., ¥q.)
e E(F,), id

vpiq =2 "V 4+ hi+2" e (22)
ITP-Q: = leiQi + h; + 2m_j/e;

o, h IR ERINGHAT LG B, &hi = hi + 1,

Gi=eitel, Bi=a Vel WA

hi +2M776 + & = xpig, + TP,
_ (inx% +(a+ x2Q1’)3:p +azxq, + 2b> (23)
(xo + ho +2mJey — J:Q,i)2
PRI LA B ) RECANF BLAE, 2(23) 5 20(8) 2
AL, [FIBE, A7 T A 2n kP E AL, FH
{X,Y5, Zi, Uy SR 73 06 B R OR R AL R &
{eo, €, &4, w0}y EER(23), W] LA FInAS £ T
B2
Gi(X,Y;, Z;,U) =a} ;X°Y; + a5y, X Z;
+ a3, XY;U + a) [ X Z;U
+ a5, Z;U? + b X* + b XY,
+ by X Zi + by, XU + b ;YU
+ b5, ZU + 0, U + ¢, X
+ CIQ)Z»YZ‘ + cg,iZi + cﬁl,iU
+ d}; mod p (24)
Hep, 1<i<n, ZHZT L
Gi(eo, €, i, z0) =0modp (1 <i<n) (25)
AT 3. 275 B LANKG o) o UMY IE 7V, A
SCHE G AFIRH N ) #% F) o' € A, AR )& J7
kb k. ERE, 24X (9) BA MHIF L
1, fEERNETT, BRI AL R
AAFIRATFI, % S Mo B MR K L
Fto M AT L i SR =X (24) B — 2H /N B SR Pk
BIZEAPK s AR5, K (24) K/ RK
fige ) B A O TR A AR — AR R R R . R
[F) B’ (K2 75 1 A2
| v ||< V121 + 6 det(A) = (26)
THHATS,
11

1 11 m
> = — i+ = <<=
k2pmt ity 0=

gi— I, ASCHICI o5 S R L B
R LR, B4

(27)



1826 B 5 fF B ¥ M F4a2%
4k +j’ =m (28) [6) FAN Shuqin, WANG Wenbo, and CHENG Qingfeng.
JH: Attacking OpenSSL implementation of ECDSA with a few
12 1 1 1 signatures[C]. 2016 ACM SIGSAC Conference on Computer
k> 1—3m — B 3 0<j< Em (29) and Communications Security, Vienna, Austria, 2016:
SE 23R (VIR (29), ARG T SCHRIL9] R 1505-1515.
e ( ) > ( ) X X [ ] [7]  GANJI F, KRAMER J, SEIFERT J P, et al. Lattice basis
YA
ﬂl/ﬂi i b cl:_‘r 1¢_§7iﬁif V\] BE/J rﬁ %/ E/J Lk‘ ° E‘,TZ': reduction attack against physically unclonable functions[C].
i, KTMERESESMERENMENKR, A The 22nd ACM SIGSAC Conference on Computer and
ﬁD:’cﬁ(i&O)E‘J -H LK‘ Communications Security, Denver, USA, 2015: 1070-1080.
?m =0 [8] BREITNER J and HENINGER N. Biased nonce sense:
6 " lattice attacks against weak ECDSA signatures in
11 1 1 11
—m + J + — 0<j<—m-—— cryptocurrencies[J]. Financial Cryptography and Data
k> 12 12 12’ 25 25 s I
-] 12 1 11 1 11 1 ecurity, : :
1—3m - ﬁj + 3 13’ 25 95 = < ﬁm [9] MOGHUMI D, SUNAR B, EISENBARTH T, et al. TPM-
) 1 FAIL: TPM meets timing and lattice attacks[J]. arXiv:
-m =-m
6 7= 5% 20 2019, 1911.05673.
( ) (10 BONEH D, HALEVI S, and HOWGRAVE-GRAHAM N.
ZEl N
JH:’ %Iﬂl{?i” ﬁEEﬁ ° The modular inversion hidden number problem[C]. The 7th
4 g:lél: -I:e International Conference on the Theory and Application of
Cryptology and Information Security, Gold Coast,
EC-HNP A gt XME B
X AT EC- ; R, BT A5 B A A Australia, 2001: 36-51.
B 517 HM A % al Z -
EP 7] HEhL Er] rﬁ iz ’E_ ﬁj‘b I ﬂ‘ﬁ 12 HEE %leﬁe Hellman [11] XU Jun, SARKAR S, HU Lei, et al. New results on modular
; YN TN S 7 .
El/] te ,;I:_‘" EN é I‘i ° N {ZIS?'%‘L}E ’ ZIKI Uk E T ﬂzﬁ E 232 inversion hidden number problem and inversive congruential
iffie- BREARS Wi R AL FR T PN 3 i
Diffie-Hellman IJEEX%%‘HJ D(E/JCBJ:*/TE/]W HB11/12 bit generator[C]. The 39th Annual International Cryptology
R A R 1] oy
1 T/HE[]H% e !EH ﬁéXE U\ﬁ‘ﬁ —LH:&ﬁ ZIK @ Conference, Santa Barbara, USA, 2019: 297-321.
AL TR BMRRES G BMR A B R R, g [12] SHANI B. On the bit security of elliptic curve Diffie-
A BRI #h Ze Diffie-Hellman %5 £H 28 #e W 1, Hellman[C]. The 20th TACR International Conference on
/\1%72'-: %E‘J}wﬂ% ngﬂgﬁﬁﬁ,n%m%‘aﬁlﬁT Practice and Theory in Public-Key Cryptography,
U\GEIW(EP E’]EFIL ldil:-i//K\Ao Amsterdam, The Netherlands, 2017: 361-387.
& £ 3 it [13] XU Jun, HU Lei, and SARKAR S. Cryptanalysis of elliptic
curve hidden number problem from PKC 2017[J]. Designs,
[1] KOBLITZ N. Elliptic curve cryptosystems[J]. Mathematics Codes and Cryptography, 2020, 88(2): 341-361. doi:
tati 1 48(177): 203-209. doi: 10.1 25-
of Computation, 1987, 48(177): 203—-209. doi: 10.1090/S0025 10.1007/510623-019-00685-y.
5718-1987-0866109-5. .
[14) HLAVAC M and ROSA T. Extended hidden number
[2] MILLER V S. Use of elliptic curves in cryptography[C]. . . o
problem and its cryptanalytic applications[C]. The 13th
Proceedings of Conference on the Theory and Application of
International Workshop on Selected Areas in Cryptography,
Cryptographic Techniques, California, USA, 1986: 417-426.
Montreal, Canada, 2007: 114-133.
[3] BONEH D and VENKATESAN R. Hardness of computing
o . L [15] WEI Wei, CHEN Jiazhe, LI Dan, et al. Partially known
the most significant bits of secret keys in Diffie-Hellman and
informati ttack SM2 k h tocol[J].
related schemes[C]. The 16th Annual International fntormation attack on S ey exchange protocol[J]
Cryptology Conference, California, USA, 1996: 129142, Science China Information Sciences, 2019, 62(3): 032105.
y . 1R OR1E.
[4] LIU Mingjie, CHEN Jiazhe, and LI Hexin. Partially known doi: 10.1007/511432-018-9515-9.
. \/\ A/\ tal B i e ) s
nonces and fault injection attacks on SM2 signature [16]  RIL, VMRS SR T HRX o 65 1 L RL I A REEBE T[]
algorithm[C]. The 9th International Conference on TR, 2020, 42(2): 327-332. doi: 10.11999/JEIT
Information Security and Cryptology, Guangzhou, China, 190685.
2014: 343-358. ZHANG Jiang and FAN Shuqgin. On the hardness of the
[55 NGUYEN P Q and SHPARLINSKI I E. The insecurity of asymmetric learning with errors problem[J]. Journal of
the elliptic curve digital signature algorithm with partially Electronics & Information Technology, 2020, 42(2):
known nonces[J]. Designs, Codes and Cryptography, 2003, 327-332. doi: 10.11999/JEIT190685.
30(2): 201-217. doi: 10.1023/A:1025436905711. [177 NGUYEN P Q and SHPARLINSKI I E. The insecurity of


http://dx.doi.org/10.1090/S0025-5718-1987-0866109-5
http://dx.doi.org/10.1090/S0025-5718-1987-0866109-5
http://dx.doi.org/10.1090/S0025-5718-1987-0866109-5
http://dx.doi.org/10.1023/A:1025436905711
http://dx.doi.org/10.1023/A:1025436905711
http://dx.doi.org/10.1007/s10623-019-00685-y
http://dx.doi.org/10.1007/s11432-018-9515-9
http://dx.doi.org/10.1007/s11432-018-9515-9
http://dx.doi.org/10.11999/JEIT190685
http://dx.doi.org/10.11999/JEIT190685
http://dx.doi.org/10.11999/JEIT190685
http://dx.doi.org/10.11999/JEIT190685
http://dx.doi.org/10.1090/S0025-5718-1987-0866109-5
http://dx.doi.org/10.1090/S0025-5718-1987-0866109-5
http://dx.doi.org/10.1090/S0025-5718-1987-0866109-5
http://dx.doi.org/10.1023/A:1025436905711
http://dx.doi.org/10.1023/A:1025436905711
http://dx.doi.org/10.1007/s10623-019-00685-y
http://dx.doi.org/10.1007/s11432-018-9515-9
http://dx.doi.org/10.1007/s11432-018-9515-9
http://dx.doi.org/10.11999/JEIT190685
http://dx.doi.org/10.11999/JEIT190685
http://dx.doi.org/10.11999/JEIT190685
http://dx.doi.org/10.11999/JEIT190685

8 1

BOMRSE: WAER £k Diffie-Hellman 2§32 #e s 1) LR 22 4 MR 5

1827

(18]

(19]

20]

(21]

[22]

the digital signature algorithm with partially known
nonces[J]. Journal of Cryptology, 2002, 15(3): 151-176. doi:
10.1007/s00145-002-0021-3.

WRIG, 2R, K4, %. FatSeal: —FE TR MES
HET). BT 5EESAR, 2020, 42(2): 333-340. doi: 10.11999/
JEIT190678.

XIE Tianyuan, LI Haoyu, ZHU Yiming, et al. FatSeal: An
efficient lattice-based signature algorithm[J]. Journal of
Electronics & Information Technology, 2020, 42(2):
333-340. doi: 10.11999/JEIT190678.

LENSTRA A K, LENSTRA H W JR, and LOVASZ L.
Factoring polynomials with rational coefficients[J].
Mathematische Annalen, 1982, 261(4): 515-534. doi:
10.1007/BF01457454.

SCHNORR C P. A hierarchy of polynomial time lattice
basis reduction algorithms[J]. Theoretical Computer
Science, 1987, 53(2/3): 201-224.

MICCIANCIO D and GOLDWASSER S. Complexity of
Lattice Problems: A Cryptographic Perspective[M]. Boston,
USA: Kluwer Academic Publishers, 2002.

NGUYEN P Q. Hermite’s Constant and Lattice

[23]

[24]

wmofh:
VRESEE
F
TR U

Algorithms[M]. NGUYEN P Q and VALLEE B. The LLL
Algorithm: Survey and Applications. Berlin, Germany:
Springer, 2009: 19-69.

GAMA N, NGUYEN P Q, and REGEV O. Lattice
enumeration using extreme pruning[C]. The 29th Annual
International Conference on the Theory and Applications of
Cryptographic Techniques, French Riviera, France, 2010:
257-278.

AONO Y and NGUYEN P Q. Random sampling revisited:
Lattice enumeration with discrete pruning[C]. The 36th
Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Paris, France,
2017: 65-102.

2, 198544, BUERWTSLR, BFFLIT M.

%, 19854F4:, EIWRF G, W T5 M A%

7, 199144, JHIM, BT 5 0 A MEE S TR,

5, 198344, RIBFFLOL, W7 NS BRI %
AT

TS &K


http://dx.doi.org/10.1007/s00145-002-0021-3
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.1007/BF01457454
http://dx.doi.org/10.1007/s00145-002-0021-3
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.1007/BF01457454
http://dx.doi.org/10.1007/s00145-002-0021-3
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.11999/JEIT190678
http://dx.doi.org/10.1007/BF01457454

