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Abstract: Blockchain has the advantages of transparency, data integrity, tamper resistance, etc., and has
important application value to the fields of finance, government, and military. There are many work to study
the privacy protection of the blockchain, typically including Monero, Zerocash, Mixcoin, and more. Their
privacy protection methods can be used to protect the identity of the user and the amount of the transaction.
The privacy protection scheme is a double-edged sword. On the one hand, it is the perfect protection of the
privacy of legitimate users. On the other hand, if it is completely out of supervision, it is the appeasement and
connivance of illegal crimes such as money laundering and extortion. In response to the various endangered
privacy protection schemes on the blockchain, regulation must also keep pace with the times. In view of this,

the privacy protection and supervision methods of blockchain user’s identity is studied, and anonymity and

traceability technology to promote the application of blockchain to practice is proposed.
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H, e m R geddst A 7 OK s 3 B AR S 5 ik
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Hebk 1 ae 5y WA GLEE P (k. B K 4 0 25 0
NTFEWN, ATLLLFTA S 575 5858 5375
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B4 7 =0 FEsEhR N, Ak sH P RT REAN A
HE A S S B AT RESE B, 35X
FTHIEG Xo&H. L FmENE. BRI
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S4B 2 B Chaum 55 A T7E 1991 5 (1) Rk 2%
o BER, HERA3MEE: (1) RABP IR R
A RAREAT 25 44 (2) BRI AT DA IE X & — A /L
2544, (HIR TCIEFNE X AR5 4 Ja T i — A
B, SEEL T EE A (3)— H I FH A 4,
BHE RO AT AT IFAE 44, RPN R TRk —
AR, SEIEEEM. ERHTEATELAES
LB BRI R, BEASAIE G T X HUEEH P & 4
SR I BEY S

BEXAWEN: WEL MBS0 (Setup)-
A (Join). 24 (Sign). FUE(Verify). T
(Open). #il#H (Revoke) 6/~ 2 T U [H] 5v2:.

(1) G (Setup): #FHE 51 A BUHE A FHATEERA
B, BAHHTRERRAE, FEAHH T AR R
WEF AT 244

(2) TN (Join): LI 43 9 P Rl 150 -

(a) ShATEEA Y, HP MBS B R TAC
B, SERUE RS BRSO LAFTIT M P RS 44 4
KINEEHEE, AT IE TS LA T 37 B
R4 IALEH

(b) FFAEZEAT, BFE I AN 28R A
ACH., PR B O B AR RO (R UE S IR AR 1k
SR o

(3) &4 (Sign): HERC A H H O R IES
AR B AT %4

(4) BiE(Verify): Sk # id # A PR IS UEH#E
BAWEVENE, (BRI A 1L bRaE 44

= 5

(5) 4TJF(Open): X THVEMHER4, #HEH
RATLMTIFAE 44, JRR HHSERR A4 3 .

(6) %S (Revoke): HFEEE 53 AT LARAH 58 Al A
RE BN, 5 T P G AR AR RS 44
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Group.Setup(1¥):
FEE B L AR W e gk == (p, G, G, e, 9)
G (1%),
BEMLIL$E f.h 2 G, TF BT = e(f,2),1R [7]
(gpk, gsk) := ((gk, f, h, T), 2) ;
Group.Join{User;(gpk), Issuer(gpk, gsk)}:
(ski, pk;) < User;(gk), Issuer(gk)
T Zp
a:=f7"
b:= (pk;-h)" 2z
cert := (a,b)
a0 #8138 (ska, o), FH P iR F5 32 M
(pki, cert = (a, b)),
fEGroup. JoinHiEL WG, HIFER THCOH
AFVHEX AR R E R . IEBRRIEE LI A
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AR [A] 0 75 0 B X MR I EA R AN AT I 1Y
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(1) X Group.Joinfi k= 4 BIHIE 5 (pks, cert =
(a, b)) HEATREN AL BEWLESRp < Zp, 0 =af",
V' =0b(h-pki)”; (3: BEHLALIE BOIE T 583 2 25
HRe(d',pk; - h)e(f,0') =T);
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FrBe: (O)WIEM B (2)H M (3) KiETH B
(4)H BIGUE; (B)H FiBEE. HEBMRRIWR:

(1) VI Bt : Mg HESITHEAM
Group.Setup®i%, 7245 A BHepk FIHE AL Hesk,
W AT — B8 4 R T A X o L R
(vk, sk) ;

(2) F P EM: H P F R E AU 2 [ AT RS
ZHIIIA (Group.Join)&y%, P SRAFAHH B A FA
EH XT (pka, sk) FUAE focert; . W& & 78 K IEE B
cert; = (a,b) ) [ IF ,  Fsk XJ(pki, cert;) fif 25 44
sigsk (pk, cert;), B/ WKL H . WEHRAFH
F MR (W E2);

(vk,sk)
I)k id L‘?ﬂﬂﬁﬂ ﬁ :
cert id,,pkcert,

Sig, (pkcert,)

(pksk,)

2 M

(3) KiZWHE: (a) HPATRIZGH P BRIEH
Bm, P ABENL=AFR%E, e A tag, #RIETER
Mibritag L AR 44 K 45 B;

(b) H P B¥s A FApks FIHE Fhcert Fl IS 34 125
4 sigg(pkp, cert) RIEL FH A

(c) A AR UEWR B IR 24, #5 ZR IS E
B, $AT Cert. Anym &5 P BRE i E 421k«
BEHLIE B p  Zp, iFEd =af " b =b(h-pki)”.
FEAEAERE B UERAS AT X 23 UE ™ - NIWI{(b', pkp) :
e(a/,pkp-h)e(f,t') =T, F P BIEZIEBid N
certg’ = (a/,m),

P AHIBRI A $Hpks in &5y :Encp, (V).

F A F AL B ska X (tag, m, Encpi, (p), certs’ )i
M4, [JBIMEEAIL N,

(d) H 7 AKAF B (tag, m, Ency, ('), certg’, o) 24
MBI HEE B (BB I8 5] NMENLAR R tag, 4%
W7 %5 o BRI AR R K 25 H O . K Ency, (V)
KEH BN T Ja sk H B LLJE 22 1 fth NIk
A m, BONA T (Y, certy’), H /" BIIfpks
X AL B sks, SR O T RR B F FRUERE, A
JIBh AT DA ) A0 SHE B A U R A2 25 TR )

(4)THBIIE: (a) XHEE AT = P #AT LA

1T REZE 42 B8 E B3 Group. Verify((tag, m, certg’), o),
FE, IR R, R ROE T
. AT F—2;

(b) KAEFEIE T PATIE B IRAE SR % Cert.
Ver(gpk, certg)H| Wicerts J& 75 & — NG 2 HIIE 1,
i, MG EL.

(5) BBl WEHEPATHEL N Openik
] PAIRIG K IEFH A . FWCE B 2 UE S e Rf
A PR F Groth-SahaillE Bl R4t , W85 & B F 1]
B A2 AIE 45 P e B B A

B E BUCEIF A Ab R Em G, 5
A P, At AT DL ) A IE B AT 3IE A5 AR R A
B, Xt RIS 4L T 8.

HEVHN RN A s T Rm, HE
mON TS T RS 5 e, T R S IR
e, RO AN — 2B AR AE IR NS 44
T5 BB T RIEH A, BRI T A [
FERIE Em P — R4, SEBAE . AR CHRE
AL DLE B I — AN PR SSR BT IR IR AN ] . Rk
(12 AL N (pka=g™,skp ), &S =h™, AT
hANS, B TEEELARY, BT BB I
[IFA sk 5 SLLR AR IR EUR A 1. IXFEXS
FIATE— U (pka, ska ) B4, HARZSHE—FE
(1, BRI
4.3 L&MiRAA

EAME: KIEHERIEZ M EEE TS TR
Bk, R B I T B e IR A 44 1k
B WAE B AR BEN L e, VY, H R AES H
UEHEAS AT X 7 PIE R - NIWL{(b', pkg) : e(a’, pkg - h)
e(f,0) =TI TV, PKy. PR 1 44 1
F TR REE AT X 1

ABERTE: RIETT R B R B R 4
BB SR . U W IE B 1 2 HH Groth-Sahai
NTWIIIE BH () AT S K ] 4l BURR P CRAIE T
5 Zh5ig

RSO T X BB P B AL R4 AT AT B BE R R
5 A VR X HUBE T 52 B S A7 E RO BEORA R4 AN 2
MR, ASCE R T H R R X BREE FRORL R
Tk, IO T R R R . N T kR
AR AR E P, ASCETHE4 . Groth-Sahai
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