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Abstract: In view of many limitations of current client anti plug-in methods, an anti-cheat method based on
kernel events is proposed, and the network game anti-cheat system called CheatBlocker is implemented. This
method uses the kernel event monitoring provided by Windows to intercept the abnormal access between
processes and the injection of abnormal modules. At the same time, the anti-cheat Dynamic Loaded Library
(DLL) injected from the kernel can block the simulation of the mouse keyboard. The experimental results show
that CheatBlocker can defend against process module injection cheating and user input simulation cheating,

and has low performance overhead. Moreover, CheatBlocker does not need to modify the kernel data or code
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which ensures the integrity of the kernel and is more compatible than the current anti-cheat systems.
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