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On the Hardness of the Asymmetric Learning With Errors Problem
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Abstract: Due to the advantages such as the worst-case hardness assumption, lattice-based cryptography is
believed to the most promising research direction in post-quantum cryptography. As one of the two main hard
problems commonly used in lattice-based cryptography, Learning With Errors (LWE) problem is widely used in
constructing numerous cryptosystems. In order to improve the efficiency of lattice-based cryptosystems, Zhang
et al. (2019) introduced the Asymmetric LWE (ALWE) problem. In this paper, the relation between the
ALWE problem and the standard LWE problem is studied, and it shows that for certain error distributions the

two problems are polynomially equivent, which paves the way for constructing secure lattice-based
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cryptosystems from the ALWE problem.
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