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Abstract: In this paper, the S-box of Keccak is generalized into n-variable Keccak-like S-box, and the linear
properties of n-variable Keccak-like S-box is studied. It is proved that all the values of correlation advantages of
this kind of S-box are 0 or 27%, where k € Z and 0 < k < {Q*InJ, and for any k in this range, there is an
input mask and an output mask that make the correlation advantage be 2=k, Furthermore, it is proved that
when the output mask is fixed, the values of the nontrivial correlation advantages of the S-box are determined.
Then, the necessary and sufficient condition are given when the count for the nontrivial correlation advantage
is the maximum value 271 Finally, the value distribution of the Walsh spectrum of Keccak-like S-box is

presented.

Key words: Hash function; Keccak; S-box; Linear properties

Vol. 42No. 7
Jul. 2020

Keccak "2 5 [H E Kb 5 H AR W2 (NIST) 2
A FHT— AR A A bR BUOPR AESHA- 3R SR i S v L
E A 2 N S Keccak )
iR T RAWE A SIRANIZ O] DLt — D PR L%
THEAR, iR Keccak P M2, BAEEN
AR E - 83 S T Bty S H AR O i ek e 1 1
Keccak f173#t 2 H A 70

Keccak HME— [ AE S AR 2 x B H, HAEZ
PR AR & — A5t S . VF 2 HAh %Y
HE WA B T X RSE, @il Keccak ) x4
et A7 s, SCHR(5) 58 tH— MBI 3k 3 S &,
SCHR[6]) R A TR T 1T IS &, STk [7) A

R H 3 2019-07-29; BmlH: 2020-04-19; PIZGHIAR: 2020-04-29
MEEEE: HARA  hjjTr52Qoutlook.com

HETH: FERERBIESE (61572516, 61272041, 61272488)
Foundation Items: The National Natural Science Foundation of
China (61572516, 61272041, 61272488)

HE TXK19 19 IS E . WX kS A — LR

nitKeccakZ&S & HIF 7 H %R 2 % it v] LA RV
LRSI B AR, A BTNz gm i 5
THPIAR SR

TCHE EH SRS R AR 2 S, BT
e M BT B RN = A2 . BEATLAO AR R, il
— € M A AT LS o 2H S VR IE SR,
AT DARE i s P BE AL A s . il K eccak IS £
W E oo B Pl s & o, mFH R
Y 2 1 o N B ) SEBIARANY 24V N 2]
Y2 HME T, BT PEIGENT & 12A] DA F5%
W E TRISE, 1R T % i
R U028 T 0 i B AL S & 1 4] DL 265 4% 1
FHAEAFRMPIN A st H 21 5% ., Bt
nitKeccak S E WA B T34 by 24 T o i B 30 AL
MISEL NI, R AT AR IS T S B 1 2 i 7 4 Joit
TRt B AT

HR[15] % notKeccak RS & ) 22 - M AT T
7R, AR LRk T Keccak S & A Z 43 VE i ]


http://radars.ie.ac.cn/CN/10.11999/JEIT190570

7

K AEE: KeccakZRSE LR M 1% i ifF 72 1791

. SCHR[16]H 6 n ot Keccak A S & (1 28 14 M i3k T
3 BTAAS B H e R AR UM R3S . RSOk T
nytKeccakZESE I Walsh i 73 A7 A4 [ 8
2 EAREE

E X1 FFZ0 — 78 X = (20,21,
Tn-1),Y = (Yo, Y1, Un—1) € Z3, AL KeccakHx
W B R f (w0, 71, 72) = 20 © 2172 D T2, A F
JBr i =i QT2 D22, 0<i<n, n>3, NI
M F" AnjtKeccakdESHr. = LA ThrizHIE

Bin LT

EX2M R EFT 2y = Z3 | f 1 Zy — Za, X,
ww € Zy , WA Fpr(n— ) =Wy (n—p) =
1

30 D e U TP (1, 1) A KO Walshi.
B B NFERS N G, R > N F
Hg—MEIEEI, or (0 — 0 NZEREETIOHIA
1 w-

e %fﬁpf (w)ZW(f) (w)=2—n ZXezg (_l)f(X)GB X
N EwR B Walshilt, [pr (W) f5&MHE
w- X IR

Xﬂ‘ﬂ:f : Zél — Zg, X = (x(hmlv“')xnfl) € Zgy
() =0)= S #{Xezp f(X)=0} . &
X' = (@lo,as, 0/ nor) € 25 Ry, WL

P (f(X) =0 (ig, @iy, - iy, )
= (z/iov‘rliu"'ax,ikq))
(X ez ()

=0, (Tig, Tiy, Tir_y ) = (@30 @iy, 75, ) } (1)
Hah, 0<ig < iy <o < - <ip_1<n— 1HACELEL,
0<k<ne 8, A8F |0 00w, ,) L3 " = 22
N PRI B9 B (i, oy ) B RE AR
() — M R R AL

EX3 Wf:Z3 — Zo, X € 28, #HAp(f(X)
=0)=p(f(X)=1)=1/2, FRf(X)EFHGHRE-

SN ERIHER TP R A Walshil Fr 1k, 4
HHEf (X)FE0 S I Walsh i 1 775 . 51 BL20E AR /R
PRAFH LA RE B PR, W TR — A /R iR
B f (X5 A Z&MEHGw - X FHAR S5 AE
HNl.

SIFEIMT W f 28 — Zy X € Z3NA: pyp(0) =
2p(f(X)=0)-1=p(f(X)=0)—p(f(X)=1), 1
FE T 1 bR B 78 B A AR oy (0) = Wipy (0) =0,

SI3207 W f: 23 — Zoge iRk, WA

> o lor (@) = 1,

3 KeccakESZHL MM RO

TEART, ¥nitKeccakZESEid NF, HEA
g 73 N X = (o, 1, -, Zn-1), Y = (Yo, Y1,
Yn1) €Z3 Hn>3, W & L 1 Fy =2 Saipa
Tiva @ Tive, FEIE€{0,1,n—1} HFH Firig
FIE N L3 T . BWalshif e X 513

pEn (N — p) = i Z (71)77-X€B;L.Y

T on
Xezy

n—1
1 D [(MiPuiDpiy3)TiOpiTip1Tiy2]
= on E (=1)=0 (2)

Xezp

T A SCH B (03 © i © pigs) w5 @ paita
Tiv2RC NSy 0 28 — Zay IR HE X281 EpFn (0 —
1) = pg:, (0)e

I3 W f:Zy = Zy, X = (w21, Tp-1) €
Zy, FifffEr;,i € {0,1, -, n — 1Mff5

f (2o, @1, -, i1, T4, Tig1, -+, Tpo1)

=2 ® f (xo, 21, %i-1,0,Tig1, - Tn—1) (3)
#apr (0) =0,

R — M R R 2 G BE3 I 2&AE,  Ri U B
AT R R S5 R AR E MO I 26 A e, AR
AR R B ARl . B IS B 3T LA 5 15 2
EHL, BIXFKeccakZESEHIWalshili, 25 7 H
R G 3 KA, n I ZE R, P4 H T 0 s R X
N [, ) — AN 7853 56 A

1 XN TnpeZzy, FHAFAEO<ig<n—1
5 15 1io © piy © pigr3 =1 Hptig—2 =0, piy—1 =0,
M2prn (n—p) =0,

ww () ApW I EE, @i EEIA 553
KeccakZKSEfEw (1) = OB AH AR FAHOF LIS ) 78
Iy ILELLRAT, EIHEIRL.

#IR1 Vne ZyHn >3, Hw(p) =08, FHLL
TSRO

(1) #n #0, Wlppn (n — p)| =0,

(2) #n =0, Wlpp (n — p)|=1.

woa = (ao, 1, amo1) € 254, me Zt, P4
wa=(wel,a ®1, - an1®1), FRaRalfth.

3l IE 4 wn>3, neZy  wp)=n,
(n—=3)/2 (n—3)/2 _
< @1 N2it1, _6_92 772i+17"'771n—2) GZQ(n vz,
o =
(n—2)/2 (n—2)/2 "
< @& mu, @ 772i7"'777n72>€Z2( R
=1 =2
AL

(n:3HTfEXOé: (7777,—2))0 %B/A\ %nﬁﬁﬁﬁﬂ" %“
($2,$4, "'7xn—1) 7& afila ’ )r\”pr* (0)

12114““117;71)



1792 B 7 5

f&

2 %

42 %

=0; i—/lnjg,fl%ﬁﬂ‘j‘7 %‘(1’3,!175,"',!%71,1)75&*[]6,
Wey. (0)=0.

(z3,25,@pn_1)

B T ww=n, AL, =01
(Tirip1 @ mixi)o FHBn NFFE, 4 f B H
BorE(ve, 2, T JHE R EME (22, 24, -, 2 0 o1)
i

f;,u |(x2,;c4,m,xn,1) =xoT1 D (77295/2 B’y ® -

BNp-12"n-1) ® (N0 ® 2 n—1) 2o ® (M ® &'2) 21 ® -

S(mea’s®a'y) 3@
S (7771—2 ® x/n—3 ® x/n—l) .13”_2) (4)

W8 ()T, | enseasn ) 2T 50 N
woxy, HWHERS N(2r's @ nua’s © - S npra’noa),
TR BN MEE 5 o R 72,1 > 3R
AR N0, A4

Ny ®aa®a’y =0

s @'y ®a’s =0

Nn—4 D x/n75 @ $/n73 =0
Nn—2 ©® x/nffi ) $/n71 =0

To=n3®N P DNpo®r' n_1
=50 D Do P 1

(5)

/ ’
Tn-s5=NMn-a4PNn—2®T n-1
/ ’
T'n—3 = TNn—2 D1

Fro BA Y 2, =0 B, Fa'as, 2 m) =
(@EZS)/Q Mist, B3 M1, 77n—2)=a; M
= 18F, WE @', 2", 2 )= (@5213)/2 M2it1 © 1,
691(-2;3)/2 N2ig1 DL, M2 @ 1) =, W (z2, 24,
Tyo1) # o, i B H 2 DAL — AN 2R M I
i, i > 3 RER N0, AL | (woswareszn )il L5
BR324 ﬁpm (0) =0, Tin A

T2:T4Tp—1

m

e ] PLRABLUE B EEE
glfﬂS &X:(IOaxla"’7In—17xn)€Z£L+l>
f(X)=ely maip e L(X), H PLX)=eal,

kizg ki € {0,1}, W Hn =128, XA EL(X),
[ (X) 5f (X) © w0 @z, A HHIF (1) FHE

GBS T HEn=121f(X)5f(X)® 2o
ST, FE0 M T Walsh i 8 RIFTHIE D] . 38 F ki@ 5] 21
ARG EE5 ] DLt — SPEfS e #E2, 25 T KeccakZ

EAEw (1) = nif HAEF FUAH AR A EUE -

EE2 XTrEr, Vnkn >3, FHw(p) =n, N
lppn (n = )] = 081 /27,

MR WX € 2%, #FHw(p) =nHnNa8(nk
RO ARG, WIS, = ©120 izi © Tip1Tigalo

FH Walshiif (1) 7€ X A 5| BE1A
prn (= p) =pg; (0)=p(f;,. (X)=0)
—p(fr,(X)=1)
= Y S () =0l 1 =0)

a€{0,1}
= (frp(X)=1] 201 = a)]
1 1
=5 Z {2"—1# {X € Zy Zf:;,u (X) =0,
ac{0,1}

1
Tp—1 :a}_ﬁ#{XEZ;L
;7# (X)=1Lz,-1 = a}}

1
=3 (pfﬁ,u|zn_1:o 0)+p

B 1
2\’

T

K

(0))

Fin

Tp—1=1

(0)

(mn73,zn71)=(0,0)

(0)

(In—Saﬂin—l):m,l)

(0)

(#n—3.2pn_1)=(1,0)

0
(zn—3,2pn—1)=(1,1) ( )>

ARELFZ WX (TR R EL R

>

(22,24, 001)EZS" /2

(0)

(12,w4,-~,zn_1)

_ 1
o \Pr

mH

-l-pf

*
LT

TP (6)

prn (N — p) =

n—1

272

“Pys

K

(0)

(w2 w4,y 1) =0

(0)

(12,m4,~~,mn_1):5

DD

(T2,@4,,Tn—1)F0, &

o <o>) )
EE E” @4ﬂ%D ’ %(1’2,.%’4, o axnfl) 7é a‘ﬂ]a )

.pf

*
K

Dlljpf* P (0) =0, FrLLtbEAH
= m == )
PE™ N K 2"771 pf;;,u (wo,mg, w1 )=ct
erf;v“ (z2,2q, 2y )= (O)) (8)

NiRAE 5 AP (4), HabafNH
f;,u |(w2714,~- no1)=a — L0L1 @ noxo
(n—3)/2
D ( 2_6290 772i+1) x1 D K,

Foal & =foul
| (T2,24, 0 Tn_1)=a = Jn,p (22,24, 20 —1) =

B rogdx b Ky



7

K AEE: KeccakZRSE LR M 1% i ifF 72 1793

Hot, KORUKF R w804y, B0 /R 5500
T BT DURIE B F5, f1 | eeran a5
i sn n )= ARG, PRRIRIE N
0Bk [0, T Alprn (n — p)| = 0ER1/2°% . {iFEE

3|36  #n>2, V(ko ko) € 20, X =
(o, Tn-1) € ZY | F(X) =75 (2i@ip1 ® kizy)
Okn_1za1 » Walpr (0) =0 s1/2l%]

ERR X BN B AR, SR E 2T
SiEey

1
pf (0) = 5 (pf‘zn72:0 (0) + pf|zn72:1 (0>) = ...
1
= > arnrnmy V)
(mz7I4,-",In72)€Z§n72)/2 s T Yy Ty —

(10)
i B= ( B i, 81757 haiga, k”*1>
(VE #n = 21 w = (kn-1))» B(@2, 24, 2n2) =

(x/27 "Eila ) I;_Q)H‘T’ %B/A\f‘ (1:2,x4,---,wn,2)E(sz%‘l‘$%B%y\j

(kowo @ (k1@ a'2) 21 @ (k3 ® 2’2 © 2's) 23D -

® (kn—1 @ 2'n—2) Tn_1) (11)
($2,$4, "',l‘n_Q) = /8 o %B /Z\ %(.TQ,JL;, "'73"77,—2) 7& /8

Hﬂ‘ ’ f‘(zg,a:4,~~,a:n,2) ﬁ?ﬁ‘ /E %[ IE 3 B,:J % /ﬁ: ’ 'J_'\U

Pt amnny (O = 0o Ry 25 S SR 2
(33371'5,'“7 (O) =0 A

xn—2)7é/6 Hﬂ‘ ’ /)f(
SCH IS S Rp,

T3:T5," 0" ’In72)

(0) = 0B1/2 1T

w3,x5,Ty _g) =8

0)=+1/2,
Pf}(mz,u,.‘.,rn_z):B (0) /
Fir B4
1
3P 0) ,n=20-1
27z (23,25, 2n_2) =8
pr(0) =497
251 0) ,n=20-2
oz -1P¢ (2304010 _2) =B 0) ,n
n—1 —1
SR (12)

j:in,n:QZfQ
232

Hot, 1> 201 € Z. Wilps (0)] = 0mi1/2L %), {FkE

31387 , o 9 A A B
B, MaE2<2-as+3-as+-+n-a, <n, Nk
Hl2/2]) - az+13/2] -az + -+ [n/2] - an € [1, [n/2]]
AL, [n/2) BT 5.

FIBRTAMEUER], F5LT(2/2] a2+ [3/2] - s+
o /2] - an A G, K AE T T R BB B o
51

EIE3

Wn=>3, az,az,

X ¥ Fr, Vn En >3, #H1<w(p)

<n—1, Wpp-(n—p)|=0 51/2" | keZ H
1<k<|n/2), FHFHXNFAEEE, ©»AFIE
0,1 € Z5 A8 [prn (n — p)| = 1/2% .

WERR 41 <w(p) <n— 18, RES, A2
S B34, A4

{ @ xixi_u 57 kzxz) SP) ki/1+1xi/1+1}
2 [ O (riwip1 O kizy) @ ki/2+1$i’2+1]

7,22

i';
@@ [é ($i$i+1@kixi)@ki'j+1$i'j+1]

et

- fl ( 115"'axi’1+1)

@ f2 (x’bza ...7xi,2+1> @ e

@ f; (ffij,"',xz”jﬂ) (13)

Hrr, Xpvi, k; € {0,1}, HO < iy <) <ig—1,ip <
i/2<i3 1 1<ij—1,ij§i;-§n—1,1

<y<[ |+ BRBMST S5, FRANELARSERG . DRAHAT

. -/
s l5—1 < ’L-

wr (= >—pf,7, (0)
1 LX) 1
€23 Xezp
(71).7”1 (w¢17...7x,;/1+1)®f2 (amg T, /2+1)® Df; ( Ty +1)
1 ff(xil""ﬂ:i/ +1)
=l > (1) 1
L (Ih7"'7$1‘/1+1)€Z’2U17i1+2 ]
! (@i ez,
C o2 Z (—1)" (xy x J+1>
L ( xL/]+1)EZ2J g2 |
= ps; (0)-py; (0) )
o5l H 6 R VISIS) oy (0] =0 5%

it
1/2{ ’ J,\PF" (n — w)| # ORF 54 BT A Wps; (0)
#AR0.

BARXMNVISI<j, A2<ip—u+2<n, id
Qg a3, o g3 Al i =i+ 2,1 —da + 2,0,
iy —ig+ 2y O N2,3, e A K, BARMAE
2<2-a+3-az+-+n-a, <n., prLA

= |ps; (O)] |y (0)]

1 a2 1 as 1 (o7
~Ge) Gw) ()
1
(et [Fastot[5]an)  (15)
B 5 B 7RIS 2/2] - o2 + [3/2] - e + - + [n/2]

1, [n/2)] HGEHRBL, [n/2] ] BTy 8. AL

lpFn (N — 1)

an €|



1794 B 7 5 F

2 %

42 %

prn (0 — p)| = 08%1/2%, k€ ZH1 <k < |n/2],
HXTAESE, WAFAED, 1€ ZHMER prn (n — p)| =
L/2", L

TEH3ZAH T KeccakKSHEEL <w(p) <n—1
i H AR L SR A B . P AR S T
w1, TH2EHINE R, 44 H T Keccak3t
SEH A A A BUE T 30 LA K AR LA S0 34 i
K/ ME

EE4 XNTF, VpeZy fn>3, WA
lppn (n = p)| = 0881/2% ke ZHO <k < [n/2], If
HXTTAEEE, WARfEn, 1 € Z3HRprn (n — p)| =
1/2,

MERR HHERL, w (1) = OB Hlprn (n — p)[ =0
51, Hn=08 gt Alor (n—wl=1; HEH2,
w () =i, |ope (n— )| = 0s1/2L°7 ], pys|Em2
Y 0 6 7 2E n e (0 — ) = 1/207 L iz
3, 1<wp)<n—18, |ppe(n—p)| =05
1/2([8]-ea+ 5 -att5]0n) | Hl2/2] .y +|3/2]
a4+ /2] - an T LLECEI, [n/2] ) A — A 3
. b, EwRlior. E ke

EHAZE T KeccakZES & AR JLAH A 35
IGEH, 2 T SRt — B 7 Lt 3R .

EES X TVn ueZy, n>3, Wppn
(n— p) #0Hpp (" = p) #0, WibFlppn (n — w1
= lpen (1" = p)lo

SEFR #rw (n) = 0%in, HRHE LR E T4
W AR BT 5

FHl<w(p)<n—1, HEBE3MYH L5,
XV, # f AN T BB AT, Wpr (n — p)
= 1/2([3)-eat 5] oatt 8] 0n) | fHia,, ag, -, an
(EHHRSE, Bl prn (n — 1) # OH.ppn (0 — ) # 0
i, Hlpre (0 = w)| = lpre (0 = p)lo L5 E, 45k
AT I B

SEFRS UL T F AR A — 4 R A BT
—— ANFET R, BRI Fr Y D A
IF, B Fr AR A AR A AT LI E o« 18I %
EH, MuliEit, o (n = W& —E KA
N R — AR S I Walsh i, 7 i 5] B 20T
PLAS B8R — A pif B AES- FUAH AR A 112, B
A LR T B HE 18 2

Wb X TVieZr, Ui ez fEm

lppn (n* = p)| #0, A

BneZy: lpe (o £0) = — L
lpFn (n* — p)]

(16)

WA B € 73, idh(X) = @?;01 [(s D piss)
T @ pirvip1vige), R € Z3, WIEX(2)H

prn (1 — 1)

_ i (71)7:37901 [(Ni®ri®riys)riBpiiy1Tiye]
on
Xezy
1 h(X)®Bn-X
=50 2 D" =g () (17)
Xezyp

s B2y lon () =1, FTAAAT g
XA In € Zy# Al prn (n — )] =0, RIW] LR E
n* € Zy gl ppn (0" — 1) # 0. SRR EBS, 4
W& p i, XvneZi Hlppr (n— )| =0 8L
lprn (0" = ), Bllpn (m)] = 08 pre (0™ — )|, HBA

DlenmP= > [P

nezy n€Zy Alpn(n)|=0

+ > lon (n)]?
n€Zy Hpn(n)=|prn (n*—p)|
= > lon ()]

n€Zy Hpn(m)=lprn (n*—p)|
#{nezy: |prn (n— p)| # 0}

X |ppn (" = p)> =1 (18)
W #{neZy: |pr(n—p)|#0}=
lpen (1 = )l HiE e

ERF TS B LR v ey, H g KA JLAH %
e 34 B 65 R R - 75 T S ST R . 2R OR
I E F 64 H T Keccak 28 SE I IEF FLAH KA 34
S5 O, 09550 00 B A P G,
Rl MG 2 MR HE IR 1. EH2. EE3 BT ie
w(p) =0,w () =n1<w(u) <n— UGS,

EI6 X T Fr, n>3, 1= 0,11, N0n1),
1= (pto, fi1, s pin—1) € Z3, W25 HAL (0, p) i 2
NHFA L — A ore (0 — )| =1/2:

(H)n=3,w(p) =3, m&mon=1;

(2) n=4, w(p) =4, 1m0 =n2, m =ns;

(3) Vn >3, w(p)=1Hpu, =1,0<ig<n—1,
Nig—3 = Nig = 1,  HVi & {io — 3,140,790 + 1,90 + 2} B}
ﬁm =0;

(4)Vn >3, w(p) = 2H ptiy = pigy1 = 1,0 <idp <
n—1, Ni,-3="Nig—2="Ni, =1, Nig+1DNig43 =1,
H Vi ¢ {io — 3,40 — 2,170,790 + 1,70 + 2,50 + 3} B} H
=0 ,

H o 2 lpre (0 = w)=1/2 f(n,pn) X # N

h+4 ,n=34
{Sn ,n>5



T K AEE: KeccakZRSE LR M 1% i ifF 72 1795

4 HRIB

V2 B SEAE M T S5 Keccak 1S & AU
i, ASCRIXIES T B N KeccakIES T N T
AP AN TIX RS &, STHR[16]1X 45 H T Keccak
RSGHRAART USRI E N2, A — 5t
TO T HLERMEME BT, FEAMR R T Keccak RS H AL 1t
AT AR AN TR AL 5 R B AR R
FERCHR AT B N A 2% JR o eR AR 2 T oo ML B B L
ST HI L MENE T -

& E x|

[I]  BERTONI G, DAEMEN J, PEETERS M, et al. Keccak[C].
The 32nd Annual International Conference on the Theory
and Applications of Cryptographic Techniques on Advances
in Cryptology, Athens, Greece, 2013: 313-314.

[2] NIST. Announcing request for candidate algorithm
nominations for a new cryptographic hash algorithm (SHA-
3) family[EB/OL]. http://www.nist.gov/hash-competition,
2007.

B FEKEE, Tk, RKE, S w0 EE S W i S R

). 518 224k, 2020, 42(5): 1087-1093. doi: 10.11999/
JEIT181075.
WANG Yongjuan, WANG Tao, YUAN Qingjun, et al. Side
channel cube attack improvement and application on
cryptographic algorithm[J]. Journal of Electronics &
Information Technology, 2020, 42(5): 1087-1093. doi:
10.11999/JEIT181075.

(4]  BE, B3, BN SR EPE B SEN S EPCleF S+

IR SR, TS5 (E B AR, 2019, 41(10): 2402-2408.
doi: 10.11999/JEIT190003.
ZHAO Jun, ZENG Xuewen, and GUO Zhichuan. Design
and implementation of high speed PCle cipher card
supporting GM algorithms[J]. Journal of Electronics &
Information Technology, 2019, 41(10): 2402-2408. doi:
10.11999/JEIT190003.

[5]  DAEMEN J. Cipher and hash function design strategies
based on linear and differential cryptanalysis[D]. [Ph.D.
dissertation], Katholieke Universiteit Leuven, 1995: 23-58.

[6(] BERTONI G M, DAEMEN J, PEETERS M, et al.
RadioGatun, a belt-and-mill hash function[C]. The 2nd
Cryptographic Hash Workshop, Santa Barbara, USA, 2006:
24-25.

[71  GUO Xu, SRIVASTAV M, HUANG Sinan, et al. ASIC
implementations of five SHA-3 finalists[C]. 2012 Design,
Automation & Test in Europe Conference & Exhibition,
Dresden, Germany, 2012: 1006-1011.

8 JOSHI P, MUKHOPADHYAY D, and
ROYCHOWDHURY D. Design and analysis of a robust

and efficient block cipher using cellular automata[C]. The

20th International Conference on Advanced Information
Networking and Applications, Vienna, Austria, 2006: 67-71.

[9] MANZONI L and MARIOT L. Cellular automata pseudo-
random number generators and their resistance to
asynchrony[C]. The 13th International Conference on
Cellular Automata for Research and Industry, Como, Italy,
2018: 428-437.

[10] PICEK S, MARIOT L, YANG Bohan, et al. Design of S-
boxes defined with cellular automata rules[C]. The
Computing Frontiers Conference, Siena, Italy, 2017:
409-414.

[11] MARIOT L, PICEK S, LEPORATI A, et al. Cellular
automata based S-boxes[J]. Cryptography and
Communications, 2019, 11(1): 41-62. doi: 10.1007/s12095-
018-0311-8.

[12] BAO Zhenzhen, GUO Jian, LING San, et al. PEIGEN-a
platform for evaluation, implementation, and generation of
S-boxes[J]. ITACR Transactions on Symmetric Cryptology,
2019(1): 330-394. doi: 10.13154 /tosc.v2019.i1.330-394.

(13] GHOSHAL A, SADHUKHAN R, PATRANABIS S, et al.
Lightweight and side-channel secure 4x4 S-boxes from
cellular automata rules[J]. TACR Transactions on
Symmetric Cryptology, 2018(3): 311-334. doi: 10.13154/
tosc.v2018.13.311-334.

(14] =&, WERA. —FEHHIET T A SIS & 13 55 2k 5
WHFE[J]. (523, 2019, 40(5): 192-200.

GUAN Jie and HUANG Junjun. Research on cryptographic
properties of a new S-box based on cellular automaton[J].
Journal on Communications, 2019, 40(5): 192-200.

[15] 255, =50, Hilbe, %, KeccakZRARL AR 1) 22 43 M i

BEFE[D). A5 544K, 2012, 33(9): 140-146.
LI Qiannan, LI Yunqiang, JIANG Shujing, et al. Research
on differential properties of Keccak-like nonlinear
transform[J]. Journal on Communications, 2012, 33(9):
140-146.

[16] Z55). Kecoak Sk B ¥MHII[D). (M348, 15 B TR A
2%, 2013: 30-36.

LI Qiannan. Research on Keccak-like Hash function[D].
[Master Dissertation], The PLA Information Engineering
University, 2013: 30-36.

(17]  &RME, AR, kA, 45 FiG2EM]. Jbn: @S EH TR
#E, 2009: 30-36.

JIN Chenhui, ZHENG Haoran, ZHANG Shaowu, et al.
Cryptography[M]. Beijing: Higher Education Press, 2009:
30-36.

KO L 19TAEA, HE. WA, F BT ROy ERY

PR %W
WRAE: B, 199564, WitA, FEBFT R FREN TS
.

TG X A


http://www.nist.gov/hash-competition
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://www.nist.gov/hash-competition
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://www.nist.gov/hash-competition
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://www.nist.gov/hash-competition
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT181075
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.11999/JEIT190003
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.1007/s12095-018-0311-8
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2019.i1.330-394
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334
http://dx.doi.org/10.13154/tosc.v2018.i3.311-334

