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Abstract: In virtualized network slicing scenario, one anomaly Physical Node (PN) or Physical Link (PL) in
substrate networks will cause performance degradation of multiple network slices. For new measurements are
achieved in each period, two online anomaly detection algorithms to monitor the working states of substrate
networks in real time are designed. An online One-Class Support Vector Machine (OCSVM) algorithm is first
proposed in this paper to detect the working states of PNs. Without requiring any labeled data, the model
parameters of OCSVM can be updated based on the new measurements of Virtual Nodes (VNs) in each
iteration. Then, an online Canonical Correlation Analysis (CCA) based PL anomaly detection algorithm is
proposed according to the natural correlation of measurements between neighboring VNs of virtual links. With
a small amount of labeled data, the algorithm can accurately analyze the working states of PLs. The simulation
results verify the effectiveness and robustness of the proposed online anomaly detection algorithms for the

virtualized network slicing.
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