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Abstract: Inner product encryption is a kind of function encryption which supports inner product form. The
public parameter scale of the existing inner product encryption schemes are large. In order to solve this
problem, based on prime-order bilinear entropy expansion lemma and Double Pairing Vector Space (DPVS), an
inner product encryption scheme is proposed in this paper, which has fewer public parameters and adaptive
security. In the private key generation algorithm of the scheme, the components of the user’s attribute with the
main private key are combined to generate a vector that can be combined with the key components in the
entropy expansion lemma, and in encryption algorithm of the scheme, each component of the inner product
vector is combined with ciphertext component in the entropy expansion lemma. Finally, under the condition of

prime order bilinear entropy extension lemma and MDDH difficult assumption, the adaptive secure of the

kot
scheme is proved. The proposed scheme has only 10 group elements as public parameters, which is the smallest
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compared with the existing inner product encryption schemes.

Key words: Inner product encryption; Prime-order bilinear entropy expansion; MDDH

assumption; Adaptive secure
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Hhd; « ZF*1,

DT
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VAR R
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PRebir B Mol AR AN SE AT Eomo A1
my, DARHHRFET = (217, 22", - 2 ") (A WP
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Ca™ =lea 1™ Yiepm) CF =e([coly, [K],) - mb} o
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BB Mo AZs O ESE Y .

TE: WARRECE BofG B 12 /2 70 A, A Al
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BBAFRIEA A, A AR RS2 5Kk,
PRl SR K S

R By AR By L B 2 Advo(A)—
Advo ()] > e, A PkAbkE Bo [FIFE LA R] 200 ) 1
5 DX B 55K S B A A A

i

51382 HE1, TS E|Gamey = Gamey,

SIF83 1 R AFAE— Wi H ALEGame; FI
Game; 1 [RIAL 0 2[Advi(A) — Advi i (V)] > &, T4
A DA i — AN B3k By BLAS W] 2 1A AR ok
MDDH} ., i, 3 HTime(B;) ~ Time(A) ,

SERR % B B Ai(1Bla At} ey )
Hodi[ty, to, -, 8] = BS, B < ZT*F 8« zhxngg
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WItGA SR PRk BBl &, B L& EL
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mpk = {[A{]:, [A] W], [A] W01, [ATWA]1,

e([AT]1, [K]2)}e

AW BL,2: BB B AXT PR Bt AT 58
KIRAVEW A, PRI E Y = (n 92 un'),
I3 3PRIG LI 8

BB s <i, PhiRFEBAIFHBl2, BEHLIEEL
[dj]2  span([Bly), I HAIH &k, BEHLERIL
i At ) f) ) By 2B R T REARL BHsky -

sy =({Ko; = [y’ (k + aal)) + V}'d]z,

K1 = [djl2, K2 5 = [Uj'djl2} jern):

RIRLE W diE Ao

Hoi2: k>, PhikzaBiFI B2, FfLZER
[d]2 < span([Blz), I HFIH A SkF I E# Al
{1 1 2 A R 5K A sk

sky = ({Ko; = [y;'k + V'djl2, K1 j = [djl2,
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RIBHIEH A,

THOL3: w =1, PRERE BT A ]
ey = (yi',y2's - yn'), FEHAIHRIE R, {[t]2}jem
ANt 3 A 7] ) 1) B A FRA B sk s

sky == ({Koj = [y;'k + Vj'tjl2, K1,j = [tj]a,

Ko j = [Uj'tj]a}jem)),

RIBG WL A,

PRI B Bt ASE B NS5 19 Eomo A
my, PLRBRER A E = (21", 20", a0 ™) (FRAT )
][] Ry’ 5 Bk ) e HEAN L () Ty = 1) R %
Pl B, PRI EBFENLIEID € {0,1}, ¢, ¢ +
span(Ay, ag), AT TPk

Clpx = {C() = [CTh, {Cl’j = [xj*CT‘/j/ +$j*C}Uj/]17

Coy=la;" ), Yyt ' =e([e™]y, Kly) - s
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FRWEL: BGE AL bR

ISRt b2, -, 8] = BS, IS4 5560k 1 (0 A
BRG], L o Game Xt 5 1) £ Game;, 1
(b1, to, o ) = Z, IR S50 0 10 (A B2 O v
FABH 36 () 2 Game; 1

11 5 T ot % AfEIAdvi(A) — Advig (V)] > e R AT
R, 23k By R RE LS T 2088 (1 4 25 X 43
[tl,tg, ~--,tn] = BS%I][tl,tg, --~,tn] =7, JIF B

3|14 M TALEKEHA, fECGame,, fi
Game; 2 (L5535 2 [Advi 1 (A) — Adv,a (V)] =0,

JERA  Game,; 1 flGame; o N[ 2 MM AE T B4R
TG, Pl 18 Game, v i Bk 2 Bl D
T4, 76 Game; 2 th Flk + cal 2 BDY S D RE AL
I U4 9 3% Game T [X 43

WMWY B S B3 IR B, 7EX
BRI HALEEB < 200, s AT SR

mpk = {[AT],, [ATW], [ATWo).. [AT W],

e([AT]1, [K]2)}-

WA LW BE1 2. Game ok ik % BE % By
2 AR ERAV B I By = (092’ 0n) s
BEHLERUA R, — Z8, ARy X R AL

sky :=({Ko; = [y;'k + V;'dj]2, K1 ; = [dj]a,

Ky j = [Uj'djla}jem))

fEGame, o, PhIEHBENLEIG, « 25+, 4

Fey L RL

sky =({Ko; = [y;(k + aal) + V;'d;].,
Kij = [djla, K2 j = [Uj'djla}jepn)

AJ AR5 21 P> Game (1 550 40 1 22 31 X
{EF ko, X —I3 8, SHTIXEA 6

—~ —~/
ly;'k + V djls = [y;'Kl2 - [0+ V; djl2, [y, (k + aal)
—~ —~/ /
+V;d;' o= [y; k]2 [y aal+ Vid, ']z

T B L o LL % BEHL ) Rdy 2 5,
0+ V;'d; Hy'aal + Vi d) R 501, i MBc il
PERBE X PP FAEH L X 7o

PRERBY B BT IX AN Gamefgy tH 1) #8259
kPR S, A5 A .

B E 43 3] [Advi 1 (A)-Adv; 2(A)[=0. {IEHE

SIEB5 W R AFAE — Al & AFEGame; o Al
Game; 3 [P 43 2|Advi2(A) — Advis(A)| > e,
2 0] CAAE 3 — N 575 Bo DA 0] 2208 (1) AR 34 e
MDDHY, ;. [0/, JfHTime(B) ~ Time(A).

HUERR  BIESAEI S 5 FE3A L, R RTERAEH
BRI R ZE R A v B m) S k4 B ) k-

aal, FXTIEE ARERAEY = (1, y2' - ),
PRt Bo R 7 Bk + @l B { (8]0} e AL H

sky =({Ko; = [y;'(k + aa) + V;'t;]s,

K1 = [tj]2, Koy = [Uj'ti]a}je )

RIRLE Bt Ao

Rt ) = Z, A4 S0 1) 1 FA
RS, bk Gamet W f &£ Game; 5, 0
Rlt1, to, - t] = BS B4 i) 1al (AL EH & - D e
FAEH A R A& Game; 3.0 By PLIT SR Bt H ALUA T
BAREI 4 [X 53 Game; o flGame; 3, BI[Adv; 2(A)—
Adv;3(A)| > &, APk [FIFE LIAS AT 2005 (A 35
X o3[t t2, -, tn] = BSHI [t1, 82, 8] = Z.  iEEE

51386 1, 7]LI1EE|Game; = Game; ;3.

51387 XFER - NBEEA, f£Gamegi
M Gamepina B B 7 R W ElAdvgri(M)—
Advrina(A)] =0

MERA X AN Game ) 22 I 7E T Gameg 1 Pk ik
BRI 5K S, Gamepa BEER ST 5K 0
FERIREALE . T TR U0 X A Game AN AT X 7).

Bk I % Bs B AL 3% BRAL @ 23T
Z2H B« 23R sizal, BEALETW, W,
W, Z}(}2k+l)><(k+1)7 VU, Spank+1(a\2\)’ o Zp,

VIGRILI B PhbRF BT 3, 22 L
R ) Bk (763X HLE A il The 25 BH s BT FE 21 1)
i), Bk =k —aal T ATa) =0, Bae(A]):,
[k]2) = e([AT]1, [K']2), HiHH AFFSHmpkes A:

mpk ={[AT]1, [ATW]1, [AT W0, [A] Wi,

e([A7]1, [K]2)}-

PP B L. PRk B Bt & A i U5 )
Y = (y1',y2's -, un'), BEHLIEE; + span(B),
A P T RE AL

sky :=({Ko; = ly;'k + Vi'd;]2, K1,; = [d;]2,

K ; = [Uj'djla} jen)) -

PRI B Bt AR B 5K 19 Eomo A
my, AR R B = (202, ) (R ] A] &
y' 5 PRG 1) B HANH () Ty =1) R IR A PR
Bz, #k&k B B ALk B0 € {0,1}, ] Fe,cj
span(Ay, az) , AU TR PRI 2 S
Co=[c"1,{C1 =a;"c"V}' +a;"c] U},

Coj = [x5*ci 1 }iem)
C" = e([e']1, [Kla) - mp = e([e']1, [K']a)
ce([c"]1, [aag)y) "t - my
B2 SERMMEBHER.
B B Bk B AL O RIRS Y o

Ctpx =



2704 B 7 5

OB % O

42 %

TERE Y 5K Bk fl % Scd, e((e]h, [K]2) - e([c']h,
[aas]z) ™t = e([e"]1, [K]2) - e([e" 1, [abl2) =, i F Bl
Moty 25, e, labls) " EGTHh R R 152
G3AR, X BAE NS BEATLEAS 2 1% S S I T S
133 LR o3 AT o BT AT 3 A SR B R s 5
Tk S AT RN B LECA T X 53

LA B dr#3 2[Advo1 (A) — Adveina(A)| = 0,

s

EI1 EREEHEY K5I B AMDDHE 4
M SOL I S5 T, ASCER AR RN %S 7
FoEMN AR, HH
max{Time(By), Time(B;), Time(Bs)} ~ Time(A)-

MERR  FEE NI R AN, T AR A ST
25 B AEE AR TT R B0 A 35 5 =2 X Gameo (1) 2
L, BVl Ut s i Game 57 51 2 7] 1)
KE, W15
Advo(A) =Advg(A) — Adve (N) + Adver (N)

— Advi(A) + +Advg(A) — Advgii(N)

+Advg+1(AN) —Adveima(A) + Adveima(A)
<JAdvo(A) — Adve (N)|+]Adve (N)

— Advi (V)| + =+ Advgsr (V)

— Advpina(A)| + Adveia (A)

9 B 1A Advo(N) — Adve (V)] < e,
EE[ ‘gl £E2%D|Ad\/0/ ()\) — AdVl ()\) |:O o
Game; 3| Game; 1 [F]3E T ] KA

Game; — Game; 1= (Game; — Game; 1)
+ (Game; ; — Game, »)
+ (Game; 2 — Game; 3)
+ (Game; 3 — Game; ;1)
B B3, 4, 5, 654
|Adv;(A) — Advi1(A)]| <|Adv;(A) — Adv; 1 (N)]
+ |Adv; 1 (N) — Adv; 2 ()]
+ |Adv; 2(A) — Adv; 5(\)]
+ [Adv; 3(A) — Advig1 (N)]
<2e
H 5 #E7AAdvVe 1 (A) — Adveima (M) =0, Bk
# ALEGamerpina F L FHAdvEna (A) = 0,
g5 Borr, 193 BetE ALE Gameo H1 R L S -
Advo(M) < (2Q + 1)e
KNP 5K 51 BEAIMDDHY, ., o RSB 38
SLIR A T AT Fnem] LLZE, By DL ALE Gameg
H B LA AT LA, AR 7 8 R T B 22 4 )
T
5 [MEEEXTLE
AL T — A DI SEIE RN Hd B 24
MR 7%, A5 SCHR[5,7-10] 77 R AHEL,
ATFSHKEREE, HMBEA, (AR 2
BT AHRKE . S5SCER[10]A L, FRIK T3
K. FHAHSE=10, AFRE506 NN
T EMEAR KBTI, ILER2,

* 2 SUARRMERZHREKELR

T AT SHKE BHKRE KT AR A
SCHR[5) (4n® +3)|G1| (2n +1)|G1] (2n +1)|G1] 2 variants of GSD Pt e S e
SCHR[T) (4n* + 2n)|G1 | (2n + 3)|G1] (2n + 3)|G1]+|GT| n-eDDH SRR
R[S (4n” +3)|G1 (3n + 2)|G1| (3n +2)|G1| + |G| DLIN B R % A

SCHR[9) (typel) 105|G1] (3n +2)|G1] (Bn +2)|G1]| + |G 7| DLIN SL A7 o
SCHR[L0] 28|G1 n|Ga|+a n|G1| SXDH R A e
ENES 9G1| + Gr 8n|Gz] (5n + 3)|G1]+|G| MDDHE ;.14 SRR

T KRR REREMANE, 1G], [Gel, |G AIRRGL, Go, G R K.

6 ZEWRiE

ALHADPVSH AR 7 — AW s
R, IR RITSHONREN, I BAE =B
Pk 51 EAIMDDHy, o RAER B IR 75 2 2E
R4 i) W BETHA TSRO, I H BT
B SO R R AR T I 22 4 1) A BN 8 077 S8 2 AT
T HIBETT H AR

& % % W

[1] BALTICO CE Z, CATALANO D, and FIORE D. Practical

functional encryption for quadratic functions with

applications to predicate encryption[C]. The 37th Annual
International Cryptology Conference on Advances in
Cryptology, Santa Barbara, USA, 2017: 67-100.

2] BONEH D, SAHAI A, and WATERS B. Functional
encryption: Definitions and challenges[C]. The 8th
conference on Theory of Cryptography, Providence, USA,
2011: 253-273.

(3]  EF, T/NE, T, %5 SA-IBE: R &TLE T NET S0
T R[], HF51E B, 2011, 33(12): 2922-2928.

CAO Dan, WANG Xiaofeng, WANG Fei, et al. SA-IBE: A

secure and accountable identity-based encryption scheme[J].



H11H I BN AT S HUIIE RN % A AR A BUINE 77 % 2705

(4]

[5]

(6]

[7]

(8]

(9]

(10]

Journal of Electronics & Information Technology, 2011,
33(12): 2922-2928.

BONEH D and WATERS B. Conjunctive, subset, and
range queries on encrypted data[C]. The 4th conference on
Theory of Cryptography. Amsterdam, Netherlands, 2007:
535-554.

KATZ J, SAHAI A, and WATERS B. Predicate encryption
supporting disjunctions, polynomial equations, and inner
products[C]. The 27th Annual International Conference on
Advances in Cryptology, Istanbul, Turkey: 2008: 146-162.
DATTA P, OKAMOTO T, and TAKASHIMA K.
Adaptively simulation-secure attribute-hiding predicate
encryption[C]. The 24th International Conference on the
Theory and Application of Cryptology and Information
Security, Brisbane, Australia, 2018: 640-672.

LEWKO A, OKAMOTO T, and SAHAI A. Fully secure
functional encryption: attribute-based encryption and
(hierarchical) inner product encryption[C]. The 29th Annual
International Conference on Theory and Applications of
Cryptographic Techniques, French Riviera, 2010: 62-91.
OKAMOTO T and TAKASHIMA K. Fully secure
functional encryption with general relations from the
decisional linear assumption[C]. The 30th Annual
Conference on Advances in Cryptology, Santa Barbara,
USA, 2010: 191-208.

OKAMOTO T and TAKASHIMA K. Fully secure
unbounded inner-product and attribute-based encryption[C].
The 18th International Conference on the Theory and
Application of Cryptology and Information Security,
Beijing, China, 2012: 349-366.

TOMIDA J and TAKASHIMA K. Unbounded inner

product functional encryption from bilinear maps[C]|. The
24th International Conference on the Theory and
Application of Cryptology and Information Security,
Brisbane, Australia, 2018: 609-639.

[11] WATERS B. Dual system encryption: realizing fully secure
IBE and HIBE under simple assumptions[C]. The 29th
Annual International Cryptology Conference on Advances
in Cryptology, Santa Barbara, USA, 2009: 619-636.

[12] CHEN Jie, GAY R, and WEE H. Improved dual system
ABE in prime-order groups via predicate encodings[C|. The
34th Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Sofia, Bulgaria,
2015: 595-624.

[13] CHEN Jie, GONG Junging, KOWALCZYK L, et al.
Unbounded ABE via bilinear entropy expansion,
revisited[C]. The 37th Annual International Conference on
the Theory and Applications of Cryptographic Techniques,
Tel Aviv, Israel, 2018: 503-534.

[14] WEE H. Dual system encryption via predicate encodings[C].
The 11th Theory of Cryptography Conference, San Diego,
USA, 2014: 616-637.

[15] LEWKO A B and WATERS B. New techniques for dual
system encryption and fully secure HIBE with short
ciphertexts[C]. The 7th International Conference on Theory
of Cryptography, Zurich, Switzerland, 2010: 455-479.

T 2, 1978, HR, FEBHFUTRREMELRITS
o,
OB 53, 199444, WidAE, EERFIUUT RS AHERD.

TS RO



