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Abstract: The searchable encryption technology enables users to encrypt data and store it in the cloud, and can
directly retrieve ciphertext data. Most existing searchable encryption schemes are single-to-single mode, and the
searchable encryption scheme in some multi-user environments is based on public key cryptography or identity-
based public key cryptosystem. Such schemes have certificate management and key escrow issues and scheme
are vulnerable to suffer internal keyword guessing attacks. Public key authentication encryption and proxy re-
encryption technology are combined, and an efficient certificateless authentication searchable encryption scheme
is proposed for multi-user environment. The scheme uses proxy re-encryption technology to re-encrypt portion
of ciphertexts, so that authorized users can generate trapdoor with the keywords to query ciphertext. In the
random oracle model, the scheme is proved that it has the ability to resist the internal keyword guessing of two
type attackers in the certificateless public key cryptosystem, and the calculation and communication efficiency
of the scheme is better than the similar scheme.
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i P B A3 IDpy, (1 <0 <t 3RBIE RN
N#), KGCIRFEIE 3 FAE Do, Dpu,;
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KGCIEHRAHLE oo € Z;, THH Rpo = mpog, ano =
H,(IDp,), Dp, = 7o + 5 - apo(modq)., SR J5KGCH
Rpo, DpoiR [Rl25 5 A # Do .

T2 N THIEH D (1<i<t), Hith
P E s P N N & 43 1Dpy, € {0,1},
KGCEFHFENE e, € Z;, THH Rpw, =7Du,9, Dy, =
Hi(IDpy,), Dby, = rpu; + 8 - apy, (modq), RFKGC
¥ Rou,, Dou, & 01455045 FH ' Du,
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m A BN B SCHE R w, Doffi H B £ FAHSKpo Il 2 5%
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HAHRENREREE, REEHIEHEEDo,
AT 2 Do AT L F A2 %

F® 1 XNDuw A NEENUAY: € Z;, IFfE
HVARNRAK,; = p+ ha(Vi - g), IPFtH < Dug, AK; >
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(2)

H T K'=Khs(e(P, Vig)), L=
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eqTqH, qH,
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setup LA A LS Hprms, WP =ag. CERFS
WD <d<qum, )1EAPIE S, Cik[EIZ%Eprms =
(e,9,G1,Go, P\, p, vk, Hy, Ho, h3)25 Wi 35 Al

Hyfjiw . CH4e3 Ly, 3%, K@ Fod
<IDy, Rip,,a; >, X #H Ade i ¢ T < ID;, Rp, >
KA, R e < ID;, Rip,, a; > &AEET Ly,
x, Chitta, HMNCIESEFE—A BN € Z;,
K< IDy, Rip,, a; > I ANLg, K, R[Fla;,

Hytfj ). CHEF A Tu2H < wi, ug, ¢, Hoy > 1)
Ly, 3%, BUE| B & Ak Tw 1 i) f5, Wig
< wi, U, ¢, Hoy >CEAFAE TR L, H, RIFIHoyo 7
ny, CEFE— NN E N € Z; i me € {0,1},
HArPric;=0]=0, CREHy = (1—c)bg+uig,
FB e < wi, wi, i, Hoy > IMNEL g, FH FFIR [0 H; o

FEGI RN YL e <ID;, Rip,, Dip >
MR Le, . BB B # Ae 1D, (158 7 L 81 1) 17
Ja, CiE#EMABEHLEai, Do, € Z;, % HiRo,=
Dip,g — a;P, 3¥<ID;, Rmp,, A, >WNINE|E Ly,
< IDy, Rip,, Dip, >¥s N F| 3 L g, 3R [F] Rip 1 Dip, 25
Y # Ars

MEAERDOA N CYP K LE,, AID 1T
WAl WRID=IDy, Ci%Pmp,=cgIfH4<ID;, L, Pp,>
NINE|Lg,(EyRRICH R ). B0, CHEMLILEHE
T, € Z; o 1FH Pp, = 2,9 ¥ < ID;, v, Pp, >l
ANLg,, FH#itzm, .

NHK: HAXTIDAAT AHIR, CHER
L g ML g, 4822 <ID;, Rip,, Dip, >f1<ID;, zip,, Pip,>,
G HPKp, = (P, , R, ).

NABBAM I CfEF<ID';, Py, Ry, > #H
<Dy, Pp,, Rin, >, EE#MAHZ FRE Riv, = Rip,
Py, = P, Di = Ly, = L,

Bea 119 1) B2l B Ak 5% T-ID; 1) 9% 8 Fwiff
[T, CERLE, TR TCH< wi, i, ¢, Hay >,
Wie =0, CE I (BaR R EMHKE). &
ny, CIEEAHM 45 #PKp, = (Pop,, Rip,), CM
FKLu, 153 2a;, T1HET, = e(uwi(Rp, +a:P + Pp,),
Ppo + Rpo + apo P) FEH T, 3R [ 25 At

PRk B B e Avdin i (wo, wi) 1E 9 XFID* 1 Bk 1%
KEEiR . WRID* #IDg, CZ BRI, (EsRnik
HrAE). MRID*=1D;, C \FELa, 15 3|
<wo, o, Co, Hoo>F<wi, uy, c1, Ha1 >, WRco=c1=1,
CZ bR, (BaRonIb RSN, CiEFEpE
MLIEFED € {0, 1} iy, = 0. CRANLEREEr € Z7F1 5
Q€ G1, ¥Cr = Q,Co = rglENFESLIRFIZ AL,

HZRATTHIR . BR 7RI OSBRI 4h,  Arn]
2k 220 IR i BEAT B T 1 1) (Es R A Arfe B
Z A1 T ] AKX PR AR OBk b AT 1)) .

Hll: mfE, Adfitd’ € {0, 1}, iXif AT DL
LB Se(g, 9)

e(Dpy, g + ¢g, Ppo + Rpo + apoag)
e(Dpuw, g + ¢g, Ppo + Rpo + anoag)™

= 6(l)Duig + cg, Pn, + Rpo + aDoag)b (3)
e(Dpy,g + ¢g, Poo + Rpo + anoag)”
B(DDu,: bg, Ppo + Rpo + aDoag)
= e(cg, Pno + Rpo + aDoag)b (4)
1
e(cg, Ppo+ Rpe+anoag)” . (e(cg a ag)b)ﬁ
e(cgaxDobg+7ﬂDobg) 1o
ape-abe - abe
= (e(g,9)™ ) = e(g, ) (5)
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Ban-gd = (1- ) () a-amap)

qm, qH,
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2 qm/ \gm,) eqr  \eqrqm qH
(6)
it
My AEBENLH R, A DL
ST % o TV IEC LM 2

RCBDHINAE ) &, qr, Mlgr 5y HACEH ) 5] F [
RSN € OIS IS SO A

HUEBR: Oyt 5 e 1 FEAHL, BT C
R B 45 A yprms = (e, g, G1, G2, P\, i, k) i P =sg
Ppy, =aP, Pp, =0bP,

Hyfyn): 5wk B A2 AH A

HyfjIn]: 5B 1k FEAE [

FEHCES o R W 1) 5w B 1 AR B O 2 A
L, B T CAEB U R An 5% F1D; 358 4 FA BH 1) 7] B
BEMLEFEE D, € Z; . 11 R, =rm,9, FMELg,
1338 < IDy, Rip,, Dip, >, ¥ HBMEB LK Le, FFIR
8] Rip, F1D1p, 25 A

Fal 1w m . St I FEARRL, BR 7Y
c; # Onf, CHJLANFR LE, 15 2]< ID;, Rip,, Dip, >
HHH Ty = e(din,g + ag, bg + Rpo + apo )", 43
R[A 25 Arr .

PR B 5 E2H BRI BUAH D

GiEA NG PREShes ARl i

K. BeE, AnfHid € {0,1}, XBFCHILL@E
BB Se(g, 9)

e(Dip, g + ag,bg + Rpo + ap,P)“

e(Dp,g + ag,bg + Rpo + ap, P)"
= e(Dip,g + ag,bg + Rp, + ap,P)°¢ (7)
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