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Abstract: Orthogonal Frequency Division Multiplexing(OFDM) is widely used in wireless communication
systems, and its data transmission security has certain practical significance. A double encryption scheme is
proposed which enhances the confidentiality of the OFDM communication system and can prevent brute force
attacks significantly. Specifically, the first encryption is achieved by using neural network to generate the
scrambling matrix, and the second encryption is implemented by chaotic sequence generating by composite
discrete chaotic system based on Logistic mapping and Sine mapping. Moreover, it has larger secret key space
compared with the single one-dimensional Logistic mapping chaotic system. The performance of double
encryption is measured by verifying its chaotic characteristics and randomness (Lyapunov exponent and NIST)
as well as its security performance in simulation. The results show that Lyapunov index is increased to 0.9850,
and the maximum P-value in the NIST test is 0.9995 by using the proposed double encryption in this paper. It
indicates such double encryption significantly improve the confidentiality of the OFDM communication system
without affecting the transmission performance.

Key words: Secure communication; Orthogonal Frequency Division Multiplexing(OFDM); Composite discrete

chaotic system; Neural networks; NIST test

WOk F 39 2019-04-03;  5clial H 391 2019-09-18; 4% i 2019-10-15

SEEEE: @It xtangQ@fjirsm.ac.cn

FETH: EHEKERFRES(61404069), L TEHE T —BEHEH (LIYL048), L THHE THFHE4E(LI2017QLO33)

Foundation Items: The National Natural Science Foundation of China(61404069), The Liaoning Provincial Department of Education General
Research Project(LJYL048), The Liaoning Provincial Department of Education Youth Fund Project(LJ2017QL033)


http://radars.ie.ac.cn/CN/10.11999/JEIT190213

638 R

o

=]

2 %

42 %

1 58

1IExE 414> 2 H (Orthogonal Frequency Divi-
sion Multiplexing, OFDM) 2.4 2 N H T I TS
LEABHM L. SR FOFDMIE S H T H Al
(YN TR AN AR 2R R 1 T ) S BT B2 . TRV R
FOMIINH T L RS LEHARE T, HEHR

RS AN, AR, VR A e
PEPT, DAL IR MEIQAN  BOREI4E o 3 T- R ) 3

GRGHTHEEEM TS &Z K, RILARS
(IRIE FEARE SN T RSB 5 R JE . DA IR YR el e o ]
PAAr R 14E(1D) TR B A = 4E (HD ) VRV ik
S o 14 VR w5 5] 7 B FE Logistic, Sinefll
ChebyshevBt§f o 05w 4E VT 25 0 L 1 4R 25 0y 5
INE %, B R S N PR A . 3 S T PR 1 4 VR
B S R AT SO VR A R G R 8 A BIR 11 X3 A 35 &)
AR, BEREPETH AR RE . Uk, SOl R
L4EVRTE RGEH TN 2 B ik 8. T R%
AWM, FARANRCEERE T IIUMET
OFDMM AR . BIWSCER[11]52H T —Fh2E T
VRV 4 AL (1) 1E A2 M BE I 1] (Quadrature Amplitude
Modulation, QAM)HJIN%E 77k, TEIZEMQAMSF
S, G ) Logistic B S 7= A 5 4 e 1 %o 2
(DA (Q) 0 M dmts . SCER[12]3RH T —Fh3ET
Do BB AR B e S4m NN g 2 5 %8, FIH
TR R G NBENL S, B LG E A T
PERIEOFDM A G 2 % 4. Bk ikd
JIT FA (VR el e i T 2R X 7 B, T LA AN N TR s
(1977 302 A A5 10 1 B2 J5F FH 2 PR AR . SCHR[13) R
TLEEME Y, LB AR R, 2
TR B2 TR A BR A S B I BT Wr
OFDM &%t WAk, bn] LR RIS R B,
N TR 7S ORI i ds MR w2 T OF DMAR i 119
LAVE . (HRIX LN F R AT RRIL 7R E RS 5T
U, WPMELS . B REMEZ SR, XEET
IR RGN T vE T A B DA LR

1.0

0.8

0.6

0.4

0.2

0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0
1

(a) Logistic W&

Z2 AR /N IR 06 26 A 72 A2 B TR T 51 200 g PR Tk
REgH HEMNAES . BT H T BA X6 E
PIHUEYE . B RS H s TSR S, s
OFDM R Gt i w7 #8l,  fH8 BE A3 5 0 2 11
Zate, RN, Ol TR 2R, H15
PLUERH

AEXTOFDMIEE RSt 17— Mo i
%, LT XOFDM &G A& S i Bk (5 B k4T
TRy 1IN 77 ZRH B A B EORE R A4 O
WURIEF A, S N ML, Ak B L RESL
BB LN, A8 A [R] B VR 7 A1 3 AT 200N %
TN 7 8 AT DAARAE A ik Bl i oK/ sh s o R B EL
FERERIR/N. R, Betl SRR HL T 1 2 /)
Yiidi, I HARE SR BRI
2 EEEMEERS

AT EERR A AR . 14ESine
WL A 4E LogisticB g, EATRE & B HURTT RS
FI3EAt . Al Lyapunovig ZUFINIS T T B
KAE R & B HORIE R 905 A2 VR 51 (1 BE AL o
2.1 EEEHURHERGAVARK
2.1.1 LogisticBRET 5 Sineff &t

LogisticBt 5 55 Sine Mt it /£ OF DM & 4t N % 77
TNz, B R AN

Tpt1 = pxn (1 — xy)

(1)
(2)

Tpy1 = psin(nz,)

Hp, oRRIERE, RS

WKL (a)fin, EARMPIHIE 80.3, IERIREL
N15004%, ABERT500 s, A LLE H Hu=4.0
i, Logistic RARIE M K. El1(b)iEARY]
UEME N0.3, EARIRECH30000K, A HEHT10007K
Y € [0.87, 1], Sinelt it B A VR R
2.1.2 EEEHRERS

LEABHURM RGN f(x), fr)2&Hh(z) Al
g(x) . FHorrh(z) e XAE0, X ] ) Logistichlt

1.0
0.8 /// A
0.6 —
8 / .
/
0.4
0.2
0 0.2 0.4 0.6 0.8 1.0

It
(b) Sinelsf

B 1 Logisticht &t 5 Sineft &t



3 H B A

TR 4 5 A B HOR T R S8 XU N 7 i 689

. g(v)&SinelRM RS, & HHORT RS R
IR
f(x) = f(h(z) + g(x)) = mod (4px, (1 — zn)

+ (1 — p)sin(nzy,), 1) (3)

H T Logistic Bt S AE /N i [ P A7 78 T U RE
P, R BEA ARSI Logisticlz M R4t
5Sineligifi KRGt AT e AR, FEATIEL MRS
H, F2NEEEBURIE RS 7K, RTFHIH
VUG E ~0.3, S5 uBUE A0,1], 4 FGHS x 1071
BUIAS Al , FLIEAL T 10000k, ABS T RI5009K 45
Fo IWE29 AT DL R X Ay R 2] 70, 1]X
B [FE, #HZEuBUE N0, 4], WHZIEHE T 555
A LE[0, 4] X 8] 2 [8] -

N TR MNZIRTE R HIERE, Kz RS E R
WRILF 5 X ={X1, Xo, -, X} ¥ 0 ZMH J7 5
K ={Ky,Kq, -, Kn}o RKHERCEE R 7 8 e
BME, XFREMTIXHFEME. AN

0, 0<X <X
K:{1 X<x<1 W

2.2 Lyapunovig#
Lyapunov$g HE 56 Uk Ve il 7 41 i BE AL 5 1R
TR E 2R R . AN

1—1
A=gg;{1§jhlfmmn} (5)
n=0

AR (5), # 4IRIT RS Lyapunovif H0
TEA 2] AR RS AR, ERTRA Y]
BRI RGO R . 4b(x) = h(@) + g(x),
WS (@) = Fb(x)). Lyapunoviffiyit 5 AR

= lim {]jij(hﬂf'((mn)ﬂ-+1n5(wnﬂ)}
1 = ,
{Z§:hﬂf Iw)4i§:hlb@nﬂ}

n=0 n=0

;gg){i }jln.ﬂ<wxn»|}
e [ ]

n=0
=Af@) + Ao(a) (6)
BT f(2) AR RS 2 A g itk
TR, AWM Lyapunovid K/, BT LA

Afz) > 0o HT0(x) 2 H LogisticB it 5 Sine it i 3F
ITERMEAR R, B TR ARG nE, Fril
Moz) > 0. WRIEX(6)BH, EEEHBRERST
Lyapunovif 3K 10, FrLOZIRTE 2 48 B A R
Mo BRI B Lyapunovig 2Lan R 1R

3 HEMKEREILEM

1 BT G N3 T 56 Fh 48 2 i 4 o L L P
BARZ W T, BT AR B R 258 BE K/ A
], A R B AL B — R AR R AR R RN,
SoDBENLYE, S INE I BE LT RERE G . (R TEE
{5 ATk B N 1 2 SRR RN 2, AT BLAR
FRAS TR /N R BEATURE B i gt A7 In s, KOKER &
TIRER A ASCRAME NS 1) 7150 OFDM
RGP B R AT XU AL o 1 25 9 4 B2 4
K3~

MM HNE B EMH ER, &
JEH AP Te 2 (A DL AE B A . fPE 2%

1.0

0 02 04 06 08 1.0
Iz

K 2 BaEBiRIE RS

% 1 JRiERSG Lyapunovig

BRI RS Logistictff  Sinetft H & SHURME RS
Lyapunovig %1 0.6118 0.5381 0.9850
X, b
X, g Y
X, X', Y,
X, X
NZ SR v =

3 PR 2 4Ry



690 B 7 5 F

2 %

42 %

Wi AN BN, BAREE, RBE KRR
Bm AT b B SR N 2, B B s g —
W R, 2SRRI S RIS AR, A
SR M 2528 T P2 A2 OFDM & 4t 56 1IN %
SRR EELERE, Kt — R Iw, BRI ZHE
MESIABERLYS, HAW = (W), Wh}, B = {B;, Ba}.
Ft HAE C R VNGRIF ML, TR B R 2E SRR
o,

22 P 28 1 3 N 2 A2 TR P 41 X B AL 3
R, Wit )E Y, BY, Yo M. Y, YoZgid it
— B ALFEONYY | Yo SRR B ELAE B A AT AN BIAE
FERT R Bt SR EL L (), M (2)FIT () K B, LASZELXS
N AL

I =[X1,Xs, X3, X4 (7)
BR UL () ¥4 NABLT 49 991 3fe AU D L1 .45
BN —EMRNE, s R, /P
I' =Wil+ By = [X], X5, X35, X)]" (8)
Hrp, Wil KN4 < 4475 BT B, Biff) K/
KN4 x 1o T8 3% ¥ oR BOM () AT ()19 2 4 H A
Y1,Ys, HAXH
Y = M(T(WoI' + B,), Z) 9)
Hot, Whlli kN2 x 4, ByIR/AN N2 x 1. Wil
B2 N JE 2R E E 0 BUE R e B FE, Wi, Al
Bo &[5 5 2 2 i 2 W BUE A B B . BUE AN
i B B 35) VR P 2 R BEATLIE U . Z R %k
M(x) R WS 5, KA RN24T1H] . M (2) FIT ()43
N
T(x)/Z, 0<T(x)<Z
M(T(),2) = {(1()/T(x))/(1 7)), Z < T((x)) <1
(10)
T(z) =1/(1+e®) (11)

a1 E, F/H0<T(r) <1, X

NG 2T

M(z)WiF 5T () X RARST, Z 9FIWrZ4, JFH
0<Z <1, NTRRERRIEH ZERZRE, &8
171 AT B S Y (AN Z AR S8 1k, 58
WIa I ZEN
Z=(03%xY)+06 (12)
WG AAEE T 10, a7 BRIV,
Yol SRz A6)a, RWEH e M ERAIZITMe
W 2% T SEAS BRI S B Y, Yoo RGBT E AR B
BEEPERRANAF x N, LR ZDR A4 W 24 1)
Bt Y1, YoREAT N — D R R AR B E AL A AT E AN
HfE . AH
Y7’ = mod (ceil(Y; x 10%9), F') }

Y2 = mod (ceil(Yq x 10%9), N) (13)

BPEAERYY ) Yy X — 0 S O A SUE S AR A
A, MR IZEE, AP ERERENF x NE, I
= 1k3E47.
4 MBEBEE

AR AT BN SR S R S AR S . B
TR T FI A E A U, RIS B 2 AR
AMEFTFE AR T F I Z R AR K, ARy ik T
Wk P AR R . N TIPS E, R TR
T B N 2 R B K B 1% K T 10042200, SR A
22 17 AR B BLAEREF, N], HHF, N > 100,
AT E AL, 1SR OFDM A B ) B i B &
AN S AT LB EL, R FER R N
S JE BRI AT EEL. N TR AR
VLR, PR EELR A FRIMRIET S AR SO
R EAFTR .
4.1 MBEZX

B ELAERE KN NE < NI, 352EUK 2 5
PR ETF x Nz a3t EoE, BT RRE RS
S Hpu A dEEro . Forb ufHUE A[0,4], 2o HEL

[

i QAM 3 BKEAL : PN N
WA e s he né ey ik R

TR T

R R

FG I

TEHCR " Bl
Bkt QAM ovEAl, |, 10 A I, BT "
il i e dhhs B bl i i
i

K 4 OFDM ARSI i %



31

MBS T2 4 5 B B BRI R Gt R O N T 9 691

EoN0,1], THEE & EHURE R RN S u My ih
fﬁxo E‘J/A\ﬁjﬂ
e y0s } )
ANFEIFEz0 = 20 ¥ f 7= A [E TR 7 41
BITESEBURME RS, &N +9k, G
GUIERAE N AT AT H . 20 (14)H sumE R
OFDM # 4t i N\ s 1) — i3 il /57 41 (L, F x N /2]
HIF x N/2+ 1, F x N)#& A0t 47 5 8is B IR R A,
[ rsum g DLF < N/2 3R BUR) P ¥ MH . AR 3 X
(14) BB AT 1R RGUE A R RWIE, A RA
&) PR P 41 o AR SCH 75 BRI A AN R TR VR
X, Xo, Xg, Xo MERBZLZBEW TR,
T 1 EOFDM & 4t A i N s ity — 3k i
FERE, B B SRR N NF x N, PR
EEHURT R ARV E2 e 5 S B, AR T
HX1, Xo, Xg, Xoms
% 2 BENLERUT )X EUE A NS
W1, BUEAVREHEFEWL, Bi5W,, Body 5T 51
X, XoHPRENLER . BT M4 ERRY, Yo, B
RERAE R Y1, Yot 2 B AL BE N(L, FIFI[L, N]IX 8] i)
BRY!, Yy, FHIEGUIOERFEAENYT, Y55 B
EHMEH, RP . WY, Yo 58/ A HE A
[, MRS ZEE, BHRERATEMEHNKE N
F, VR RMKE AN NIk
T 3 AT IO, AR B S R N
AT HIZR 5 OFDM & 4 2 e AT B EL, A2
i VR RE B e 0 S AT N BB o 5 B2 e P o ) 2
FMKTFE x N, WAy LUK R R NENF x N
B, Hk=1,2,,n, XA LLUSITEIRLE M4
ARk N A FE R B AL, 5 kAR AT B
GLing . 2 REEMHEENC, BELEMERE A
D. BIEAXN
Dy (i,j) = Cr(H(3), R (5)), i=1,2,-F,
j=1,2,-N (15)
Hr, DERRBEEANBIEERHERE, C RRFBLA
BV FERE, Hy(i)3R 7~ B LA R AP AT 5 B 1 B
B, Re(j)FRRFHFEFIRAME
T% 4 EHATELXREE, BENEELED
o RO 480 AT (B N L R R 5
% 5 EPUR T X R E, B R
H BN R I B AR RS T, X 1502
FRBEE TS EEROM9, HIWT AN E &
NS, HANSM G HIZEH . WL T ok Ed
PIEE L, 8] KRB TR A2 # R/ K (1)
I HER . HERF R B e E A, SR A8 B

A B I LR A A EUHE A T R B A i A
B, R TN I B REA

T 6 HEDIS, RN TR A AL
B

TR TN R IR N S IR R P
PO By A PEREAT SR 2 B ¥ %, EBH IR
M PIEIR AW, B, IR,
4.2 BREEZE

ff S SR NN A R A . BRI YR
G REEE, U AR YR B PR T R B AL R
HMED, ZE20 M4 B S PR D 3T e B ELRP AT
B R IBRIHREC

5 MEER

ASCAE F (45 EFREE A Matlab 2015b, @id 1
FLSEIVRTE 22 55 5 OFDM £ 45 3R A4 1% 5420
5.1 SRIMARGNISTIK 947

AR FNISTINR T B 5 2 A 5 BUR T R4
FEA R T BT BE ALY . NIST I T 5
Je 1SN ARZE B, 9030 2 3ok F rp A B 11 —
B S EEALE . REASIRAS 2 72 E — N PAE,
B X TE0, 1] 1y sE4 . iR PAE KT 53 HKF
a(aBRINZETF0.01), W 4x AT 09 — 3k 41 3 il
W, RIDZTIIRANNZBEILE, BAEEN99%,
I H PE B TR B 7 51 I BB ATLPE R 4T

PR T A AL K (5) A ER A0, 1t i £ i
ASCRENLEEL T 202 1R VE P A1 BEATINEG, 454N P41
B E n = 1000000 bit. #2055 351 FR204 7
HIETIN PAE A P38 . MR 4 R oR, BN

% 2 NISTMIK4ER

Fr5 T H PAE AL R
1 Frequency 0.7188  Success
2 Block Frequency 0.3721  Success
3 Cumulative Sums 0.5153  Success
4 Runs 0.9995  Success
5 Longest Run of Ones 0.6147  Success
6 Rank 0.8624  Success
7 Discrete Fourier Transform 0.9268  Success
8 Nonperiodic Template Matchings 0.9889  Success
9 Overlapping Template Matchings 0.7125 Success
10 Universal Statistical 0.6124  Success
11 Approximate Entropy 0.1522  Success
12 Random Excursions 0.4998  Success
13 Random Excurisions Variant 0.3114  Success
14 Serial 0.2962  Success
15 Linear Complexity 0.9855  Success




692 G

f&

2 %

42 %

PE¥IRT0.01, BIEFEEANIO%, KHIZE SR
T R ST A TR SR A BE LA Y

BIME 2, %R RGEY E LogisticlRifi &
S LS X TR] R LB, ARAIE T VR T R SR BE LM RE,
fESR A I BUEYE T T2, A A B A
BZ, FHHEH RIMmMERE.
5.2 MEZEREMEEED

A E, IR TN T REOFDM A4 T
H) 24tk . AR SCAT R FIOFDM & 48 2 5 tn 2% 35t
VNP B B/ Q| S U e e A = A S £l 3 NN
[124,100], B FEHEHAFIRRBCNL100K, HENHI T4
0 H F4007, S0 S A FE R /N (1600, 8],

% 3 OFDMZAR%EH

LR ZH LR 4

W77 50 4QAM FFT A4 128
Rl T 80 128 ARG 4

(FENIE 4 OFDMFF5 %L 100
fFIEAY AWGN - -

PR S AT B AR T e AR A TR 500 1 P 5
Bz

2.0 T T T

L ae

N
= 0 _“". ﬂ'

:0.2 ‘*

*20 1.5-1.0-0.5 0 0.5 1.0 1.5 2.0
3

Kl 5 i AR R

fE5iOFDM &5t 12 R Jie s 5 A SCRT i H X
TN A A e L 5 R A R TR [ Ok R T 6 BT R o
MG RS R ON0.5, R G E TR R
BB . ASCHTHE e 5 ZASCER[12) 32
N 7 RS A e, HUE SCER[12] 52
J7E TR BRI TR, SR E T K
IR IR S R R, 6T, 5OFDMA
EYAREE, ARSCHR s 5 A R, BN
B RIFEAEMOFDM R4 1 Fa e 5 M Re PG .
L 5L 13 dBIY, 1RGN F1076,

FHA SCHR N 75 Rl A1, R E A S
B R G S HNo, voflubl 2 Xo, Xs, Xq, Xt [H]
Hl . NolX WIEHEAREE1000, w i) BUE N0, 4]
X (6], o) BUE MO0, 1]X 8] . B Fxo, p, Xi, X,

R A

10°
107!
102
10°
10
107
10°
107

RAGEE

0 2 4 6 8 10 12 14 16
{EMELL (dB)
—— f£4.0FDM
—— JE PR N T R
—— AR LN S &
—— GiUT R (AAARUE B L)
—— GIWr (R )

Kl 6 25 OFDM ARG, J2 ek 5 X o B B LA
R REXT

Xg, X BUE S N R 8 R BB TR
Jfith 4= (IEEE) V% s AR 2, 6447 BURS FE 505
FERELI 810 120 Bt aZ s Bk (0 25 4 2 1 N
103 x (1 x 10™)* x 4 x 10'° x 1 x 10'® = 4 x 109 ~ 231}
KFCHiR[4,8,9,11,17, 18| H=E . HTHERIE
T 2 B =R SRS IS B], DRz B g 2 (Rl AT LA
RO R BT, FE HAZ s A ) K 12100, 3R S
FR [20] HH IR 25 B A TR oK, ] DUR G s ARt 2
VARL G T

AT FLEE R, A FH AR SO i R S
BT RS AR R R Ik AR A 2 1A AT
{5, 2/ TOFDMIEME R4iHz4tE, H Hizns
JT AT B AN TR, A LUA 27 115 18 5
FITR TR . I H A LM E, WARESRIIE
W A& E s . S = 2 e HLEIE S OFDM &4t
FHEG, %77 SR 4 0 2R (R 2R
6 4HRiE

AN T —FOEME TR, HHEHEE
BHURTE RS ORI BHNAERS &R
GAL I B E VI ¢, @id Lyapunov i #f
NISTHRPAN 71, WE B T IR 2R St i TR iRy
PE SR T A RIBENLIE . ) A28 0 2% 1) 5 AR
Eﬂﬁ%ﬁQAMﬁﬁF%irﬁﬁﬁﬁﬂ,f$
F 5 N S A0 2 5 12 A [5) IR Y 51 1R AT 58
20N E L . ﬁ%%%&ﬁE%ﬂﬁ%ﬁﬁ%%
MTEVER IR R A MVIGE SER S8 450
TV R AN, B R IR IS B AR 1
B AR R s S E A SR RS
AR, fERLERBA IR, BT DR A
BCE I — 5. T EAEY], T R E5ESH



31

MBS T2 4 5 B B BRI R Gt R O N T 9 693

OFDMAZHLL, RAGRALBIEAIL . LR
TR, A RCE AR R (A A R L
(E 36 427 2 W R R M eSS SRS e i A ]
75 AR KRB E TR R, T2 TR RS
K B R PR R e SR 18] 9 AR R

gy e Uy 2.
2 & X W
(1] AR, Bk, 0. R R IE SRR (S

2]

8]

(4]

5]

(6]

[7]

(8]

[9]

L RERE (). 515 B5H, 2016, 38(3): 735-752. doi:
10.11999/JEIT151356.

YU Simin, LU Jinhu, and LI Chengqing. Chaos cipher and
its application in multimedia secure communication[J].
Journal of Electronics & Information Technology, 2016,
38(3): 735-752. doi: 10.11999/JEIT151356.

ZHANG Wei, ZHANG Chongfu, CHEN Chen, et al.
Brownian motion encryption for physical-layer security
improvement in CO-OFDM-PON([J]. IEEE Photonics
Technology Letters, 2017, 29(12): 1023-1026. doi:
10.1109/LPT.2017.2702159.

ZHANG Lijia, XIN Xiangjun, LIU Bo, et al. Physical secure
enhancement in optical OFDMA-PON based on two-
dimensional scrambling[J]. Optics Express, 2012, 20(26):
B32-B37. doi: 10.1364/0E.20.000B32.

ZHANG Chongfu, ZHANG Wei, CHEN Chen, et al.
Physical-Enhanced secure strategy for OFDMA-PON using
chaos and deoxyribonucleic acid encoding[J]. Journal of
Lightwave Technology, 2018, 36(9): 1706-1712. doi:
10.1109/JLT.2018.2789435.
ZHONG Ju, YANG Xuelin, and HU Weisheng.
Performance-Improved secure OFDM transmission using
chaotic active constellation extension[J]. IEEE Photonics
Technology Letters, 2017, 29(12): 991-994. doi: 10.1109/
LPT.2017.2700861.

HAJOMER A A E, YANG Xuelin, and HU Weisheng.
Chaotic walsh-hadamard transform for physical layer
security in OFDM-PON/J]. IEEE Photonics Technology
Letters, 2017, 29(6): 527-530. doi: 10.1109/LPT.2017.
2663400.

ZHANG Lijia, LIU Bo, and XIN Xiangjun. Secure optical
generalized filter bank multi-carrier system based on cubic
constellation masked method[J]. Optics Letters, 2015,
40(12): 2711-2714. doi: 10.1364/0L.40.002711.

ZHANG Wei, ZHANG Chongfu, CHEN Chen, et al. Joint
PAPR reduction and physical layer security enhancement in
OFDMA-PON](J]. IEEE Photonics Technology Letters,
2016, 28(9): 998-1001. doi: 10.1109/LPT.2016.2522965.
ZHANG Wei, ZHANG Chongfu, CHEN Chen, et al. Hybrid

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

chaotic confusion and diffusion for physical layer security in
OFDM-PON|[J]. IEEE Photonics Journal, 2017, 9(2):
7201010. doi: 10.1109/JPHOT.2017.2683501.

S, BT, SRR, —FRRE TR RS S TT
HHEC)]. BT 5E B R, 2019, 41(7): 1618-1624. doi:
10.11999/JEIT180735.

ZANG Hongyan, HUANG Huifang, and CHAI Hongyu.
Homogenization method for the quadratic polynomial
chaotic system[J]. Journal of Electronics & Information
Technology, 2019, 41(7): 1618-1624. doi: 10.11999/
JEIT180735.

ZHANG Wei, ZHANG Chongfu, JIN Wei, et al. Chaos
coding-based QAM IQ-Encryption for improved security in
OFDMA-PON/J]|. IEEE Photonics Technology Letters,
2014, 26(19): 1964-1967. doi: 10.1109/LPT.2014.2343616.
MA Ruifeng, DAI Linglong, WANG Zhaocheng, et al.
Secure communication in TDS-OFDM system using
constellation rotation and noise insertion[J]. IEEE
Transactions on Consumer Electronics, 2010, 56(3):
1328-1332. doi: 10.1109/TCE.2010.5606266.

LI Hao, WANG Xianbin, and ZOU Yulong. Dynamic
subcarrier coordinate interleaving for eavesdropping
prevention in OFDM systems[J]. JEEE Communications
Letters, 2014, 18(6): 1059-1062. doi: 10.1109/LCOMM.
2014.2315648.

WANG Huiming, YIN Qinye, and XIA Xianggen.
Distributed beamforming for physical-layer security of two-
way relay networks[J].
Processing, 2012, 60(7):
TSP.2012.2191543.

El SHAFIE A, TOURKI K, and AL-DHAHIR N. An
artificial-noise-aided hybrid TS/PS scheme for OFDM-
Based SWIPT systems[J]. IEEE Communications Letters,
2017, 21(3): 632-635. doi: 10.1109/LCOMM.2016.2642105.
DING Zhiguo, LEUNG K K, GOECKEL D L, et al. On the

IEEE Transactions on Signal
3532-3545. doi: 10.1109/

application of cooperative transmission to secrecy
communications[J]. IEEE Journal on Selected Areas in
Communications, 2012, 30(2): 359-368. doi: 10.1109/
JSAC.2012.120215.

CHENG M, DENG L, WANG X, et al. Enhanced secure
strategy for OFDM-PON system by using hyperchaotic
system and fractional fourier transformation[J]. IEEE
Photonics Journal, 2014, 6(6): 7903409. doi: 10.1109/
JPHOT.2014.2363427.

SHEN Zanwei, YANG XueLin, HE Hao, et al. Secure
transmission of optical DFT-S-OFDM data encrypted by
digital chaos[J]. IEEE Photonics Journal, 2016, 8(3):
7904609. doi: 10.1109/JPHOT.2016.2564438.


http://dx.doi.org/10.11999/JEIT151356
http://dx.doi.org/10.11999/JEIT151356
http://dx.doi.org/10.11999/JEIT151356
http://dx.doi.org/10.1109/LPT.2017.2702159
http://dx.doi.org/10.1364/OE.20.000B32
http://dx.doi.org/10.1364/OE.20.000B32
http://dx.doi.org/10.1109/JLT.2018.2789435
http://dx.doi.org/10.1109/LPT.2017.2700861
http://dx.doi.org/10.1109/LPT.2017.2700861
http://dx.doi.org/10.1109/LPT.2017.2700861
http://dx.doi.org/10.1109/LPT.2017.2663400
http://dx.doi.org/10.1109/LPT.2017.2663400
http://dx.doi.org/10.1109/LPT.2017.2663400
http://dx.doi.org/10.1364/OL.40.002711
http://dx.doi.org/10.1364/OL.40.002711
http://dx.doi.org/10.1109/LPT.2016.2522965
http://dx.doi.org/10.1109/LPT.2016.2522965
http://dx.doi.org/10.1109/JPHOT.2017.2683501
http://dx.doi.org/10.1109/JPHOT.2017.2683501
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.1109/LPT.2014.2343616
http://dx.doi.org/10.1109/LPT.2014.2343616
http://dx.doi.org/10.1109/TCE.2010.5606266
http://dx.doi.org/10.1109/TCE.2010.5606266
http://dx.doi.org/10.1109/LCOMM.2014.2315648
http://dx.doi.org/10.1109/LCOMM.2014.2315648
http://dx.doi.org/10.1109/LCOMM.2014.2315648
http://dx.doi.org/10.1109/TSP.2012.2191543
http://dx.doi.org/10.1109/TSP.2012.2191543
http://dx.doi.org/10.1109/TSP.2012.2191543
http://dx.doi.org/10.1109/LCOMM.2016.2642105
http://dx.doi.org/10.1109/LCOMM.2016.2642105
http://dx.doi.org/10.1109/JSAC.2012.120215
http://dx.doi.org/10.1109/JSAC.2012.120215
http://dx.doi.org/10.1109/JSAC.2012.120215
http://dx.doi.org/10.1109/JPHOT.2014.2363427
http://dx.doi.org/10.1109/JPHOT.2014.2363427
http://dx.doi.org/10.1109/JPHOT.2014.2363427
http://dx.doi.org/10.1109/JPHOT.2016.2564438
http://dx.doi.org/10.1109/JPHOT.2016.2564438
http://dx.doi.org/10.11999/JEIT151356
http://dx.doi.org/10.11999/JEIT151356
http://dx.doi.org/10.11999/JEIT151356
http://dx.doi.org/10.1109/LPT.2017.2702159
http://dx.doi.org/10.1364/OE.20.000B32
http://dx.doi.org/10.1364/OE.20.000B32
http://dx.doi.org/10.1109/JLT.2018.2789435
http://dx.doi.org/10.1109/LPT.2017.2700861
http://dx.doi.org/10.1109/LPT.2017.2700861
http://dx.doi.org/10.1109/LPT.2017.2700861
http://dx.doi.org/10.1109/LPT.2017.2663400
http://dx.doi.org/10.1109/LPT.2017.2663400
http://dx.doi.org/10.1109/LPT.2017.2663400
http://dx.doi.org/10.1364/OL.40.002711
http://dx.doi.org/10.1364/OL.40.002711
http://dx.doi.org/10.1109/LPT.2016.2522965
http://dx.doi.org/10.1109/LPT.2016.2522965
http://dx.doi.org/10.1109/JPHOT.2017.2683501
http://dx.doi.org/10.1109/JPHOT.2017.2683501
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.11999/JEIT180735
http://dx.doi.org/10.1109/LPT.2014.2343616
http://dx.doi.org/10.1109/LPT.2014.2343616
http://dx.doi.org/10.1109/TCE.2010.5606266
http://dx.doi.org/10.1109/TCE.2010.5606266
http://dx.doi.org/10.1109/LCOMM.2014.2315648
http://dx.doi.org/10.1109/LCOMM.2014.2315648
http://dx.doi.org/10.1109/LCOMM.2014.2315648
http://dx.doi.org/10.1109/TSP.2012.2191543
http://dx.doi.org/10.1109/TSP.2012.2191543
http://dx.doi.org/10.1109/TSP.2012.2191543
http://dx.doi.org/10.1109/LCOMM.2016.2642105
http://dx.doi.org/10.1109/LCOMM.2016.2642105
http://dx.doi.org/10.1109/JSAC.2012.120215
http://dx.doi.org/10.1109/JSAC.2012.120215
http://dx.doi.org/10.1109/JSAC.2012.120215
http://dx.doi.org/10.1109/JPHOT.2014.2363427
http://dx.doi.org/10.1109/JPHOT.2014.2363427
http://dx.doi.org/10.1109/JPHOT.2014.2363427
http://dx.doi.org/10.1109/JPHOT.2016.2564438
http://dx.doi.org/10.1109/JPHOT.2016.2564438

694 o 5 fF B ¥ R #42%
[19] HU Zhouyi and CHAN C K. A 7-D hyperchaotic system- IEEE Computer Society, 1985.
based encryption scheme for secure Fast-OFDM-PON/[J].
Journal of Lightwave Technology, 2018, 36(16): 3373-3381. B 55, 198444, RIZER, BEFLIT M5 5 b3 FORE 1 b
doi: 10.1109/JLT.2018.2841042. [Tt
[20] ALVAREZ G and LI Shujun. Some basic cryptographic B A, 199444, WA, BEF TS AR ORE EAS S IR
requirements for chaos-based cryptosystems[J]. International g,
Journal of Bifurcation and Chaos, 2006, 16(8): 2129-2151. IR B, 198784, BRI, WEFE T MON TR GRS,
doi: 10.1142/S0218127406015970. Y Wt 2, 198444, BRTUH, BEIUT IR TREOGELE.
[21] RUKHIN A, SOTO J, NECHVATAL J, et al. A statistical M L, 19844F4, BIEER, BHFLIT MOAREEAE D R R 9
test suite for Random and pseudorandom number ATITHL.
generators for cryptographic applications[R]. Special ik e Lo, 199244, BhE LRI, 55 MATLGEE.
Publication 800-22 Revision 1a, 2010. W5 Lo 1992984, BhETREIN, BT ROt
[22] IEEE Computer Society. ANSI/IEEE Std 754-1985 IEEE IR Zr, 198044, LREIW, W7 MR TEGEE.
standard for binary floating-point arithmetic[S]. New York: WEEEM: 5, 19914F4E, BUERTHRENN, BFFCJ7 N ELOGIE E.


http://dx.doi.org/10.1109/JLT.2018.2841042
http://dx.doi.org/10.1109/JLT.2018.2841042
http://dx.doi.org/10.1142/S0218127406015970
http://dx.doi.org/10.1142/S0218127406015970
http://dx.doi.org/10.1109/JLT.2018.2841042
http://dx.doi.org/10.1109/JLT.2018.2841042
http://dx.doi.org/10.1142/S0218127406015970
http://dx.doi.org/10.1142/S0218127406015970
http://dx.doi.org/10.1109/JLT.2018.2841042
http://dx.doi.org/10.1109/JLT.2018.2841042
http://dx.doi.org/10.1142/S0218127406015970
http://dx.doi.org/10.1142/S0218127406015970

