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Abstract: Side channel attack is the primary way to leak information between tenants in current cloud
computing environment. However, existing Service Function Chain (SFC) deployment methods do not fully
consider the side channel attack problem faced by the Virtual Network Function (VNF) in the multi-tenant
environment. A SFC deployment method is proposed against side channel attack. A tenant classification
strategy based on average time and a deployment strategy considering historical information are introduced.
Under the resource constraints of the SFC, the optimization model is established with the goal of minimizing
the number of servers that the tenant can cover. And a deployment algorithm is designed based on the greedy
choice. The experimental results show that, compared with other deployment methods, this method can
significantly improve the difficulty and cost of malicious tenant to realize co-residence, and reduces the risk of

side channel attack faced by tenants.
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