5 4155 55 10 0] BT o5 fF OB ¥ M Vol. 41No. 10

2019410 H Journal of Electronics & Information Technology Oct. 2019
X HEFFEBEEANSIREPCLIeZ BRI T 5L

A g@@ %2. '{y’J-’i*@@@ glg ‘:& N [0

O E AR B A ATE R R AHBA TREAS L P S LT 100190)
Db EHFRRFCTRALBEIRLER LT 100190)
O F b AMEAHARASE LF 100190)

W FE: B REE RN EE AR, FAT RS R AR VR BEA A 1 B, M LA AL e Do % 224 i
SITEE, 1% SR — R TMIPS64 % % AL B85 M R P Cle 0 R 5 KA 9Bk, LRSM2/3 /4 7=
i (GM)HVE L KRSA, SHA, AESSE Fras i 5k, RO, S, LK) SERE: O
VA X SM3M SIS — P b T %, PERERTE T19%; L FFFHLLINon-Blocking /7 3R % F K, SRiERE
N FH B AT SRAG A R A A . 1% RAE10KCPU R SM 22 42 A IEIH AE 43 71 24 1800074 /s F142007K /s, SM3Z% 12 i
2200 Mbps, SMAMN /2 # E8/10 Gbps, £ Ifabris B m/KF: KH1300 MHz 5164 CPUIN, SM2/3[1)
MR IR R 115, SR 48K% CP U SM 245 44 3805 Al IEBI10°7 /s

KR HiR; PCleiisk; Ep=#giik; dEpHzE

FEDHES: TP393.08 XEAFRIRES: A TEHS: 1009-5896(2019)10-2402-07
DOI: 10.11999/JEIT190003

Design and Implementation of High Speed PCIe Cipher Card
Supporting GM Algorithms

ZHAO Jun®?® ZENG Xuewen?®® GUO Zhichuan®®®

National Network New Media Engineering Research Center, Institute of Acoustics,

Chinese Academy of Sciences, Beijing 100190, China)

K
®(Sch00l of Electronic, Electrical and Communication Engineering, University of Chinese
Academy of Sciences, Beijing 100190, China)
@(Beijing Zhongke Vision Cloud Technology Co., Ltd., Beijing 100190, China)

Abstract: Cipher cards play an important role in the field of information security. However, the performance of
cipher cards are insufficient, and it is difficult to meet the needs of high-speed network security services. A
design and system implementation method of high-speed PCle cipher card based on MIPS64 multi-core
processor is proposed, which supports the GM algorithm SM2/3/4 and international cryptographic algorithms,
such as RSA, SHA and AES. The implemented system includes module of hardware, cryptographic algorithm,
host driver and interface calling. An optimization scheme for the implementation of SM3 is proposed, the
performance is improved by 19%. And the host to send requests in Non-Blocking mode is supported, so a single-
process application can get the cipher card’s full load performance. Under 10-core CPU, the speed of SM2
signature and verification are 18000 and 4200 times/s, SM3 hash speed is 2200 Mbps, SM4 encryption/
decryption speed is 8/10 Gbps, multiple indicators achieve higher level; When using 16-core CPU @1300 MHz,
SM2/3 performance can be improved by more than 100%, and the speed of SM2 signature could achieve 10°
times/s with 48-core CPU.
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V& ESEIL A PRIKGE (2192) L 1#) s m 3feis 50k
9000 /s e A7 1M, AR TGV A2 1 N I AL 75
Ko ASCIHET AP B bR fE S 2k (Peripheral
Component Interconnect express, PCle) [f] %<
HA LR Rl SR N B 0 P A B 25 (1 7] G 2
Z % CPU, W] 58 i Pk fe % iz 5, BRI EHL
CPUfM, femiaett; ZREHENS Tk
R E IS H A, PCle3. 0/ 2510 i 8 3 i i
1 GB/s, 81MIEH [ miA8 GB/s. AR /it
(Input/Output, I/O)FR % ihia Fs E, A SCH
TPCled S tH &M R itk 5Lk, AR
SR BN (Direct Memory Access,
DMA) 5|4, % ##EBH 2 (Non-Blocking) J7 2 1) i
Ky [FINRFHMIPS64 2 8 .05 v I KH0E 53R R
4 Ficache /register X SV 2[5 5 igh 5325 Hh 1) R HIOAR
FeMISM 3R 2 S IR S iz FREAT AL R
Moy Rt i AR, SIS R, T RR
P P AR AR 1 2 AN AN D RE, B A
Ve PEREL R Al fhan . 4 REVESR IS .
2 R

PCIe# i~ KM10% OCTEON RG4S
(System On a Chip, SOC)CN66457, R
HEM AL FEEE (CO-Processor, COP) I3 K%k
Fe iz FNNIEFE %o %O W ED R Y, w] A
IREBENLEL, E R e YA, v A Y
BHEMZAE: WA T6ADMALIEE, K A$em T
BRAL R o B R A B E 1T R

_____________________________________

B 1R AE

EE1H, Flash k32 MB, KELFFETE. BF
15 B VB SUNAE R T s %I N
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(c) MT0<5<63
W= W;® Wi (8)
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GG (z,y,2) = (z"y) VvV (T"2) (15)
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iRz M e e PERERTH(%)
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AR TR ) 2 P RIS, DR & B
5 H P BV PUE BB E . ik, %
R T R e AL R

WEZAR L ANFEH 5B F 2% A7
DX, [AIIAEAS P 4R 3 CARVH A 104 s B
4, fRIE I 4

W AR IS, X6 (0 B O A 5
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5i: CPUNIntel(R) Xeon(R) E5-2640 v2, FHi
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