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Abstract: Heterogeneous signcryption can ensure the confidentiality and unforgeability of information data
between different cryptosystems systems. Security for the traditional Public Key Infrastructure (PKI) and
Identity-Based Cryptosystem (IBC) two-way and anonymous heterogeneous signcryption scheme between
PKI—-IBC and IBC—PKI is analyzed. It is pointed out that PKI—-IBC scheme and IBC—PKI scheme can not
resist adversary attacks. The ciphertext can be decrypted under the adversary obtaining the ciphertext. To
enhance security, a new PKI—-IBC and IBC—PKI scheme is proposed, and then confidentiality and
unforgeability of the scheme in the random oracle model on the basis of the assumptions of Computational

Diffie-Hellman problem and Bilinear Diffie-Hellman problem is proved. The efficiency analysis shows that the
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new scheme has higher communication efficiency.
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