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Abstract: In order to solve the problem of member information leakage in multi-party cooperative design of
integrated circuits, a orthogonal obfuscation scheme of multi-hardware IPs core security protection is proposed.
Firstly, the orthogonal obfuscation matrix generates orthogonal key data, and the obfuscated key of the
hardware IP core is designed with the physical feature of the Physical Unclonable Function (PUF) circuit. Then
the security of multiple hardware IP cores is realized by the orthogonal obfuscation state machine. Finally, the
validity of orthogonal aliasing is verified using the ISCAS-85 circuit and cryptographic algorithm. The multi-
hardware IP core orthogonal obfuscation scheme is tested under Taiwan Semiconductor Manufacturing
Company (TSMC) 65 nm process, the difference of Toggle flip rate between the correct key and the wrong key
is less than 5%, and the area and power consumption of the larger test circuit are less than 2%. The
experimental results show that orthogonal obfuscation can improve the security of multi-hardware IP cores, and
can effectively defend against member information leakage and state flip rate analysis attacks.
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