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Encryption Based on Learning With Errors
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Abstract: In order to comprehensively study the security of the Attribute-Based Encryption (ABE) scheme
based on Learning With Errors (LWE) and test its ability to resist existing attacks, an analysis method for
concrete security of ABE based on LWE is proposed. After consideration of the parameter restrictions caused
by algorithms on lattices and noise expansion, this method applies the existing algorithms to solving LWE and
the available program modules, and it can quickly provide the specific parameters that satisfy the scheme and
estimate the corresponding security level. In addition, it can output the specific parameters that satisfy the pre-

given security level. Finally, four existing typical schemes are analyzed by this method. Experiments show that
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the parameters are too large to be applied to practical applications.
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SEER L, T SCHR[16,171 38 4 TTBREE R, BT LA
BR[16,17) M B A TR X

T HAE b e AR D 3R AR I 4
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