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Abstract: In a cloud database environment, data is usually encrypted and stored to ensure the security of cloud
storage data. To overcome the shortcomings of encrypting the data that the query overhead is big, the cipher
text sortings and query are not support, etc, this paper puts forward a kind of f - mOPE cryptograph database
retrieval scheme. Based on the mOPE sequential encryption algorithm, the idea of binary sort tree data
structure is used to generate plaintext one-to-one corresponding sequential coding. Data plaintext is converted
into ciphertext storage based on the AES encryption scheme. The improved partial homomorphic encryption
algorithm is used to improve the security of sequential encryption scheme. The security analysis and
experimental results show that this scheme can not only resist statistical attack, but also reduce effectively

server computing cost and improve database processing efficiency on the basis of guaranteeing data privacy.
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foreach(data):

update OPE_Table A inner join tmp B on A.ciper = B.ciper set A.ord_code = B.index;
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