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Abstract: Eight-Sided Fortress (ESF) is a lightweight block cipher with a generalized Feistel structure, which
can be used in resource-constrained environments such as protecting Radio Frequency IDentification (RFID)
tags in the internet of things. At present, the research on the security of ESF mainly adopts the impossible
differential cryptanalysis. The ability of ESF to resist the related-key impossible differential cryptanalysis is
studied based on the characteristics of its S-boxes and key schedule. By constructing an 11-round related-key
impossible differential distinguisher, an attack on 15-round ESF is proposed by adding 2-round at the top and
2-round at the bottom. This attack has a time complexity of 2'*® 15-round encryptions and a data complexity

of 215 chosen plaintexts with 40 recovered key-bit. Compared with published results, the time complexity is
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decreased and the data complexity is ideal with the number of attack rounds increased.
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