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Abstract: Due to the probabilistic failure of the optical fiber of the underlying network in the virtual
environment, traditional full protection configures one protection path at least which leads to high resource
redundancy and low acceptance rate of the virtual network. In this paper, a Security Awareness-based Diverse
Virtual Network Mapping (SA-DVNM) strategy is proposed to provide security guarantee in the event of
failures. In SA-DVNM, the physical node weight formula is designed by considering the hops between nodes
and the bandwidth of adjacent links, besides, a path-balanced link mapping mechanism is proposed to minimize
the overloaded link. For improving the acceptability of virtual network, SA-DVNM strategy designs a resource
allocation mechanism that allows path cut when a single path is unavailable for low security. Considering the
difference of time delay to ensure the security of delay-sensitive services, a multipath routing spectrum
allocation method based on delay difference is designed to optimize the routing and spectrum allocation for SA-
DVNM strategy. The simulation results show that the proposed SA-DVNM strategy can improve the spectrum
utilization and virtual optical network acceptance rate in the probabilistic fault environment, and reduce the
bandwidth blocking probability.
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