415 52 1
201942 H

BT 5 B R ¥

Journal of Electronics & Information Technology

BRI it R

RS & B LAY
(PEBHXF(ER)HANSEEIEZR F8 266580)

7 OE. BEEAZMSELETREPTEAR, el S T AT, AT T2 S BT R
H MBS TR, RPEERSRIE. A, CRERNARGEEHSIE. EEMEFLRTE, MAEEL
RS R L E IR E . BRI, e v a0 B A 1 5 e M A AT DR ) R . S I AR
FE] P o1 2 T AR 8 RO R AT T AR, ESE S T EIER R, B ARG A MO, WMPATIERE. #
F7R RARGEAE . ARSI EAT T 0T WS, R AR [F) R A R 2 AR, IR BRI K
FEFATAGAT T A ITHRIR, FXNETEZ AR, 8B M e 1 R -
KRR e Ay, ERERR, EM, RERE: LR 3N
FEZES: TP393.08 CEARIORD: A

DOI: 10.11999/JEIT180292

XEHES: 1009-5896(2019)02-0498-11

Latest Research Progress of Honeypot Technology

SHI Leyi LI Yang MA Mengfei

(College of Computer and Communication of Engineering, China University of

Petroleum, Qingdao 266580, China)

Abstract: Honeypot technology is a network trap in cyber defense. It can attract and deceive attackers and
record their attack behavior, so as to study the target and attack means of the adversary and protect real
service resources. However, because of the static configuration and the fixed deployment in traditional
honeypots, it is as easy as a pie for intruders to identify and escape those traps, which makes them meaningless.
Therefore, how to improve the dynamic characteristic and the camouflage performance of honeypot becomes a
key problem in the field of honeypot. In this paper, the recent research achievements in honeypot are
summarized. Firstly, the development history of honeypot in four stages is summed up. Subsequently, by
focusing on the key honeypot mechanism, the analysis on process, deployment, counter-recognition and game
theory are carried out. Finally, the achievements of honeypot in different aspects are characterized and the

development trends of honeypot technology is depicted.
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