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Abstract: In order to resist the malware sandbox evasion behavior, improve the efficiency of malware analysis, a
code-evolution-based sandbox evasion technique for detecting the malware behavior is proposed. The approach
can effectively accomplish the detection and identification of malware by first extracting the static and dynamic
features of malware software and then differentiating the variations of such features during code evolution using
sandbox evasion techniques. With the proposed algorithm, 240 malware samples with sandbox-bypassing
behaviors can be uncovered successfully from 7 malware families. Compared with the JOE analysis system, the
proposed algorithm improves the accuracy by 12.5% and reduces the false positive to 1%, which validates the

proposed correctness and effectiveness.
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Malicious code A Evasive Malicious code B

Main_behavior( ) Main_behavior( )

{ {
1 flag = check sandbox( )
2 if (flag == True):

1 Registry _opeartion( )
2 Process_injection( )
3 File_compress( ) 3 do_benign( ) or exit()
4 Connection  C&C _server( ) 4 else:

5 Waiting_for_instruction( )

6 File send( )

5 Registry_opeartion( )

6 Process_injection( )

} 7 File_compress( )

8 Connection C&C _server( )
9 Waiting for_ instruction( )
10 File send( )

}
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