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Abstract: Lai-Massey structure is a block cipher structure developed from IDEA algorithm. FOX is the
representative of this cipher structure. In this paper, the keys are assumed to be generated independently and
uniform randomly, and then the provable security against differential and linear cryptanalysis of Lai-Massey
structure is studied from two aspects: the upper bound of the average differential probability and the upper
bound of the average linear chains probability with the given starting and ending points. This paper proves
that when r=2, the average differential probability < ppax. With the F function of the Lai-Massey structure is
orthomorphism, this paper proves that when r > 3, the average differential probability < p% . A similar

conclusion is obtained for the linear chains with a given starting and ending point.
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