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Abstract: Side channel attacks have serious threat to the hardware security of Advanced Encryption Standard
(AES), how to resist the side channel attack becomes an urgent problem. Byte substitution operation is the
only nonlinear operation in AES algorithm, so it is very important for the whole encryption algorithm to
improve its security. In this paper, a countermeasure against side-channel attack is proposed based on random
addition-chain for AES by replacing the fixed addition-chain with random addition-chain to realize the inverse
operation of multiplication in a finite field GF(2%). The impact of the random addition-chain on the security
and effectiveness of the algorithm is studied. Experimental results show that the proposed random addition-
chain based algorithm is more secure and effective than the previous fixed addition-chain based algorithms in

defending against side channel attacks.
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