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An Efficient Ciphertext-policy Attribute-based
Encryption on Ideal Lattices
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Abstract: The existing Ciphertext-Policy Attribute-Based Encryption (CP-ABE) schemes from lattices are
inefficient while they are performed in matrix operation, and these Key-Policy Attribute-Based Encryption
(KP-ABE) schemes from ideal lattices with higher efficiency are inadaptable to most practical application
scenarios. To solve these problems, the new scheme generates master keys and secret keys by the algorithms based
on ideal lattices and the whole scheme is computed over a polynomial ring, thus its efficiency of encryption and
decryption can be greatly improved. The ciphertexts associated with access structure are successfully generated by
adding some virtual attributes to the original attribute set. Meanwhile, the authorized user can build a subset
based on these virtual attributes for decrypting the scheme correctly. And the secret keys are generated by a single
trapdoor matrix, which reduces the number of public parameters and master keys effectively. Finally, an efficient
CP-ABE scheme for flexible threshold access structures on ideal lattices is proposed, and its security is reduced to
decisional Learning With Errors over Ring (R-LWE) assumption against chosen plaintext attack in the selective
security model. Comparative analysis of similar schemes shows that the new scheme has less public parameters and
higher efficiency, and gets better adaptability to the practical application scenarios.
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