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Physical Layer Authentication Based on Tag Signal
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Abstract: This paper proposes a new method of authentication based on piling up tag signal. Using the advantage
of legality sides sharing a private key and having coherent channel state information in short time, the sender
produces a tag signal from spread frequency code and measures channel state information, then overlaps the tag
signal on the communicational signal, the receiver can detect the correct tag signal and demodulate the
communicational signal. This method avoids using complex cryptographic algorithm, reduces the amount of

calculation, and prevents passive eavesdropping and active attack effectively. Simulation results show that this
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method has high use value.
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