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Attribute-based Proxy Re-encryption Scheme with Keyword Search
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Abstract: Attribute-based proxy re-encryption mechanism can not only realize data sharing but also achieve data
forwarding. However, this mechanism can not support the functionality of data retrieval, which hinders the
applications of attribute-based proxy re-encryption. In order to solve the issue, this paper proposes a ciphertext-
policy attribute-based proxy re-encryption scheme with keyword search. By dividing a secret key into an attribute
key and a search key, the new scheme can not only achieve the keyword search, but also support proxy re-
encryption. In the test phase, while conducting the keywords matching algorithm, the cloud server can do partial
decryption of the original ciphertext and the re-encrypted ciphertext, which can reduce the computational burden
for users. The security analysis indicates that the proposed scheme can achieve data security, hidden keywords,
query isolation and collusion resistance.
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