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Hardware Trojan Detection Through Temperature Characteristics Analysis
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Abstract: Hardware Trojan is the malicious circuit modification which can disable the Integrated Circuit (IC) or
leak confidential information covertly to the adversary, and brings potential safety hazard for ICs. In this paper, a
new approach for hardware Trojan detection based on compare the temperature variation characteristics when 1C
starts working. Ring Oscillator (RO) is used as a detector to obtain the information about IC’s temperature
variation characteristics. In order to describe temperature variation characteristics accuracy, a parameter about
the D-value of RO’s oscillation cycle counts is presented, and parameters about the quality of the fitting curve are
used to estimate the hardware Trojan’s effect on IC’s temperature characteristics. Results from ten chips show that
the proposed approach is effective towards increasing successful detection ratio and can achieve better Trojan
detection probability 100% on average over conventional patterns for Trojan which is 32 logic elements, and for
Trojan which is 16 logic elements can also achieve Trojan detection probability 90%, besides the proposed approach
locating the Trojan’s insertion place roughly.
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