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Abstract: Heterogeneous signcryption can be used to guarantee the confidentiality and unforgeability in the
different cryptography. In 2016, between traditional public key cryptography and certificateless public key
cryptography, the mutual signcryption schemes including PCHS and CPHS were proposed by Liu et al. However,
via the security analysis, it is shown that the above schemes are not secure. Firstly, the processes of attack
performed by the second type of adversary are described. Secondly, the possible reasons why the second type of
adversary can perform these attacks are analyzed. In the end, the original schemes are improved. The improved
schemes can overcome the security weakness of the original schemes, and can also ensure the security of data
transmission between traditional public key cryptographic and certificateless public key cryptography.
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2016 4, XA ANBEEE T TPKI-CLPKC
M) A 2% J5 %, JEH, T RIS B8, ik
B PCHS(TPKI—CLPKC heterogeneous signcry-
ption) 5 Z /! CPHS(CLPKC—TPKI heterogeneous
signeryption) /7 5 H A [ 1 W 1% £ %5 SC 8t R A
AT oA O N B BB R AN AT O
SCHR[S)FE Y, PCHS J5 %M CPHS J5 & EEHEW
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2 NEFZEAMAENLEHESHT
2.1 HREIm

XI55 AP PCHS 7 &M CPHS 7 E B Ak
AFE LRk

() RGN H L & G ARG, 0 ZE
> 20 (AESHON B ) WINVERERISRIERE, PG T
BTG e: Gy x G, — Gy WREZPEMS . KGC & X
4 METAEE: H, {01} —G,, H,:G, —{0,1}",
H, :{0,1}" x{0,1}" — Z,, FlH,:{0,1}" — {0,1}",
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TR LE s IR AT RGBS HG,, Gy n,e, P, Py 1,
H, H, H,}.

(2)CLPKC-KG(CLPKC H] " S 47 ) «

(a)E A BRI KGC MIANRABHL,
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U, — H,(k)» FTLL, % 2 RKITFREVIRE S L o,
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PE.

KGC b ny DA i 5 g i)y S I A b Bt
BT SK, = z,5Q, = s7,Q, = sPK,, ik, KGC 7]
PASRAF T CLPKC M HIFAH. DRI, 55 2 8
TG 5 H MRS, WL 7 2 A 5
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H:{0,1}" — Z, /& S KB H, (m), PCHS J5
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2.2.2 3 CPHS A EMKFH CPHS FEM#K
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3 XXIFRFEZEAC TR

R 2.2 WA, 3B 2 KMFAELUH
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M CPHS J5 STkt
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(1)% i CLPKC F 3 sk o, gl 2 28
T Ay RESATH - I 52 8 8H: DAPK, = 2, P FI
SK, = (z,,D,) 75 7 X% i PK, = 2,Q, il SK, =
z,D, o

(2)PCHS J5 A% kb, WG 2 KHCTFhE
V5 H, WA R L Hy(e(P,, Q) PK,) 10
Hy(e(P,,,PK,)) Wi A5 02, MME KGC 1] BAZKAS
(P, @) » MHIE, EIEIHE PK,, Il CDH
PRI o) ST fift o DRI, 2R 2 SR T I 6 Hy WS 7
PR, 3 JC2 ST 2 ks

(3)CPHS J7 F2 %, AT v 28 % k.
Ll H, (rPK, ) A0HS H, (e(B,,, PK, ) ) W 75 B 50, DL
S=rQ, +zH,(m|U)+D, A% S=(r+H,(m)SK,)
modn , #45 CPHS J5 &1 %4,

3.1 BUHAR

SO PCHS )7 S FICPHS J7 ZE 4 LA R 57

(D) RG gL HE: G MG, 70l %5 B
> 27 (R AEBHN B WINETERIRIERE, PG
ERTG; e Gy x G — Gy WAL . KGC & X
WAy R H {01} — G,H, : {0,1}" x{0,1}" —
Z,, Hy: Gy — {0,1}", H, : {0,1}" — {0,1}",H, : {0,1}"
— 7, Hy: G, —{0,1}"  H, : {0,1} — G, Hrh, n
FoRBEN MK . KGC EHER s € Z, 1E 4 &
GEEmH, WHREAYP,, =sP . KGC /% &
B s, WRMAZZHAG, Gy ne, PPy, H,, H,,
H, H, H, Hy H.} .

(2)CLPKC-KG(CLPKC F J' 85 4H 7))

(a)EB A BRI KGC MIANRASHL,
FEHs KA G4 ID,, 15 Q, = H/(ID,), %t
RV D, = 5Q, o

(b) FH P 84 A s P BENLIE $% 2, € Z, 1K
AR, EROH SR RA SK, = (2., D,) IR



3048 B 5 HE B %M %539 %
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(3)PKI-KG(TPKI H] %8 #57): TPKI HI
BENLIEPE 2, € Z, FNRBISK, , I APIPK, =
xpP o

(4)PCHS 2% Hk: i€ TPKI RiXH A1)
/RNy (PK,,SK,) , CLPKC I A5 4
PK, o KRIEHPATLAT I

()L BERENLE Kk € {0,1}", V& r = H,(k,m),
f=ePuw,Q.) s

WU, =rP U, = ke Hy(f,/PK,), U, =
m @& H,(k)

()5 S = (r+SK, H;(m))modn , W%
o= (S,U,,U,,U;) o

(5)PCHS fi# 255443k CLPKC B g N FA
PISK, Ml TPKI KIEH I AP PK, » PATEL IR

() f =e(D,,U,), k=U, ® Hy(f,2.0,):

b)Y HE m=U, e H, k), r=H,(kym), V=
SP — H,(m)PK, ;

(c)BAEV = U, WAL RS kT, R
B Em, SRR S “ L7,

(6)CPHS &%k CLPKC KiEHMAY/
FAEHR N (PK,,SK, ) , TPKI HE I AYIPK, . K
EHPATLL T I

(a) L FEBENLEL k € {0,1)" s 5 r = Hy(k,m) ,
[=rPK,;

D)t H U, =rP ,Uy=kdHy(f), Uy=m®
H, (k) ;

()WH S =rQ, +x,H,(m | U)+ D, - W52
o= (S,U,,U,,U;) o

(7)CPHS % 4vk: TPKI Bl i AL
SK, Ml CLPKC JIAH I APIPK, » 4T LU Fif e

(a) it 8 f=SK,U,, k=U, ® Hy(f), m = U; &
H,y(k) 5

(b) % UE % 0 o e(P,S) = e(U,,Q,)e(PK,, H,(m
| U))e( Py @, ) A& AT IEAL o A A RRAT, JUJIR 9]
Bom, SWEREHARTES < L7,

3.2 MK PCHS AEMZEMEST

ek PCHS 77 81 H 2 52 i J5U 7 2 i HL S
P, BIRE 2 KECTFUoh . Bk, DUBIER] “o
i PCHS J7 AR 2R 2 KRIGTE BA H G NI HE
LB A X gk, BEIND-CCA2-Ay
(INDistinguishability against Adaptive Chosen
Ciphertext Attack Ay)%4s.

EIE 1 (TPKI-CLPKC-IND-CCA2-Ay;) Bl
TE B, RBAAAE—A IND-CCA2-Ay #FT-fE
BEAE T RN, B2 AT g, ¥k CLPKC A8, g,

Hwift PCHS Uifak, MBAfAE— NPk RELL ¢ >
e/ q, PL3FEY CDH [n)@, Hrp, ¢ = q, +4. +2q,
425

IERR X Fii\ CDH |58 s245) (P, aP,bP) ,
Hbf 25 abP € G, o F EHP 7248k, IF
¥ A BN TREFE.

WG FAERERH s € Z, MRKAYI P,
=sP, [FBHEEZHs FIRESHREHUT Ay

Brige 1. Ap ki — RN F Y4 HIaHE N
FMHIR L ~ L, LK, ML, sk H(1<i<7)T0
SHRA ARG R

H A : 5N ID, , ¥ 1D, =ID,, 1€{0,1,2,---,7}
B, WHEQ =rP, (D, Q,r) fFHEFIE L .

H,(k=24,5,6,7) W : XT38 H, (=245,
6,7) WA, A S I AR L, Y, BRIP4 Ay
N REHLERE— DN HORHIZE Ay, WA OGAE B3
L(k =2,4,5,6,7) o

CLPKC AH#: Ay #015) ID, A4,
Q= 1, FIERUCHbENE 2 € 2, I PK, = 2P,
¥t (4,1D,, PK, ) £ T oI L s 0, ¥ (11D,
aP, L) fFTHIR L, IFIR[EaP

CLPKC A8H#i: Ay W) ID, FAR], F 817
CLPKC AH#Myn, If3k43 (i,ID,,PK,,z) , Wk
i=1, Bt /0, F 247 H #1452 (1D,
Q;,b,) FIRFIFAEH (2,rsP) -

TPKI AP : Ay #lia) ID, FAR, F ALK, #3
#I(ID,,z;,PK,), R[ISK; =z,

H, W) X3 Hy(f, R) Wl . FRATELF
%

(1)K 2 &(aP,bP) = &(P,R,) & 75 J 0L, W1 H i
S, FAFIEHIRMIR,

(2) K B A% Ly, e B AFAE (f, %, k) Wi 2 A
éU,;,aP) =&P,R,) - AR ID, = ID, K L, F R[] A
IEH R AT 5+

(3) I LBk AT BIIX—22, B {0,1}" b
HUERE—A b IEHG (f, R, h) FEAFIFIZR L, s

R F 3 Ay RIEIE L o = (S,U,,
Uy, Uy) > TR AZOR 36 25 5 4y ID, R 5
ID,, JFPAT R R

Dit5 f=2(U,,rB,, ). WA Q =rP, JiTLL

(
f=2(Uy,rB,,,)=¢(U,,srP)=¢(U,,sQ;) = &(U,,D;) «
(2)WR 1D, = ID, , t14¥ R = z,U, - L AT H,
W SRS hy b =U, ® hy s BHEWAT H, 17 3K
m = Us @ h, eI R
(3)WRID, =1ID,, FAREEEIH R . BE,

NG
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FA8RYEL L, NTARKR IR, H
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“17
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