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Abstract: Network address shuffling invalidates the address information collected by the attacker with dynamically
changing or remapping the host’s network addresses, however, the defense performance of network address shuffling
decreases when against scanning attacks which launch attacks at the same time of discovering targets, and few
studies analyze theoretically different defense advantages of network address shuffling against scanning attacks of
different scanning strategies. In this paper, two strategies of network address shuffling are considered: uniform
shuffling and non-repeat shuffling. It presents probabilistic models of scanning attacks in the static address and
network address shuffling environments, which analyzes both the probability of the attacker hitting at least one
host and the number of hosts hit by the attacker. Then, the defense advantages of both network address shuffling
strategies are theoretically calculated and compared with the static address environment. Analysis results indicate
that both shuffling strategies have no defense advantages against repeatable scanning attack compared with the
static address environment; uniform shuffling has probability advantage against non-repeat scanning attack only
when the hosts number is small, and non-repeat shuffling has significant ratio advantage only when the hosts
number accounts for a small proportion in the network space size.

Key words: Moving target defense; Network address shuffling; Probabilistic model; Defense advantages

Wk HYI: 2017-02-085 BRI H I 2018-01-25; M4 HIR: 2018-02-05
MUfEES: FYL quanjiaokk@163.com

EETH: ERBREAHES(61271252)

Foundation Item: The National Natural Science Foundation of China (61271252)



54 T YL LIRS AN [ T K B R A B 795

1 315

P94 2 1t - A 4 o 0 2 8 LI 19 2% M
B W 2 A 1R AL SR 380 B AR 1 ) g Mk, A4
ek SR AT I b 1k A5 B A ik AR A AR 1300
Bo PRI, P2 kAR i n] DAAT R B 1 e 1)
5 B, NI my BARTS i B & 1 s 1A B R
IR 1] B AT R A FH O

HATHTFUN 0 g T 2 Bl b 25 bk AR 4 7
1, IXEETTIE I AN T R S T B A e
Ag ik DA e b il e84 I ] ORRF SR AL 1) )
25 1 5B H (Applications that Participate
in their Own Defense, APOD)ZH15} 25 W 44 M ht-#%
# (Dynamic Network Address Translation,
DyNAT)® #) 3% ] — Fi B 45 Hh dik #% 4 (Network
Address Translation, NAT) )77 Az bk, 7Eix
PRI, AR A XS A I 25 1) NAT Hbdik s 1)
PR A AR . T ALIA] G R S B S 5 AN,
BAESSR B TR SEEE, YERFAH B2 ) 1)
$o NAT J7 21 I — Al 5502 HE LUSZ M0 P 35 99 28 vh
(R B o P9 &% bk = [A] Bt B 4K (Network  Address
Space Randomization, NASR)UEAE T —Ff ey lak
PP 0 85 S BEATLAY 7325, F 1B 1 H b 41 305
1% 07K H 3 & FE P & ¥ i (Dynamic Host
Configuration Protocol, DHCP) 5 H 2 4% 3= A1 b
b, FFAEHE SRS, 4 R 48 (Domain Name
System, DNS) 15 3K 5% 25 (1) =LA SRPGHT sk, >k
TR LR, P27 A ek i 0 H AR AL
HINBGEF . eAh, Mk AR sz BT SR A 0 )
2P (A AL Mk SR R, %07 vk o R 4 Ml kAR
PR FI AN T TR AT B THIBR BB EHLR AR
(OpenFlow Random Host Mutation, OF-RHM)"
P T — MR 2 M 4% (Software  Defined
Network, SDN)H (F kAR e 7778, SEIR T 9 245 3
BRI AR AR . fEiZ 5k, SDN #5484
FHBA B —ABEHL bk, IR IR AL
(R ECS R FEAT WL, =ML (3L DNS & K3k 43
U EAT IR %7538 SDN #2438 i 2g
R, IR I e AR A AR A A 2
T LR . BEHL E MR A (Random Host
Mutation, RHM) 77 AL 45 0 2% sl B 7 F ok ik
TR MeAh, BT O B g ik AR T kL
WHE# 3 H s 1Pv6 Bi fHl (Moving Target IPv6
Defense, MT6D)®, T FHLH) SDN J5iklL the
A o OTAE: RO 6% e kAR 4 A G I BRI A T AL A
3l H bRl 1 1 48— A 3102080 BT 25 (1% 3l H
bR B AR E P BT, BB H FRBAEE A ) L o)

S o AE W 29 M 1k AR AT S5O0 K B o3 AT T T
Carroll 5 N5t T HF B Z A BGH AR A sk 2R
1 R 5 5 7 ke (194 9% b 1k AR 46 Tl 38K T H R 1)
Py ) ARG ) S5 MRS, BIRAY At T ki
b —6 FHIHEZE . Crouse 55 NIITE ik
RUTR)REA b 150 T % ) 285 P IR B, A AT ]
T S R 3 AR H A AL o ol ) E A )
I 58 SR AR A HAT B Lo A SCIE I B 18 73 #r
KW T B A T Bt h 20— 6 BALRIAR
R KA AR R b, i 5 sk = A
KANTEK . SCHR[6, T NERIE Eor i T 2% IS i
R 1Y 8% b 1k AR g 42 22 BE Ny A 38 4 Rl S AR 385
A g b R gy o BALRIEL], RIS 7 A 4 Jey PR
TARE ST

SR T IR IR H A 3] S5 it T8k 1] g A /) 1) 1)
geBuity, WS bk AR e B A A BT R B 9
FEF B, Bk #0308 AE 48 2] H AR AL
D O 1 2 s P (1 Y N o 2 W
4 )45 (Distributed Denial Of Service, DDOS)¥iti
S, SN 19 29 b ik AR 45 PR A7 R 52 TR T G R AL
W2 HLHEIRE ) o X TR B, AT IR0 19 26 3t
Sk A A 1 B AL B o3 A K 22 2 T I 2 56 1R AT g e
(g o890 ml g SR PR R S 1 441 SR e RN By A4
FA6TITR] S dle 2L ) 244 il AR 48 6k AN ] 14 SR 1)
FAFE B Bl AL 2 B 70 B

AL T AR SR S R BT A E A
Bl B 58 0 AN [7] 159 24 b 1k 7 e 55w AR5 v (A 20 A5
R, BRI T B b b — 6 BN L
Lot EALRECR: P, @il LRI
W b ST I 2 i HE AR R HG TS M R PR
i i b — & ENLEMER A dr B B Y
BitE AR, & A T AU Rk (R Kt
ANTR] 194 £ b 1k A 45t SR 1) B A AL A s o AN ST
JE Y b BE A [ A g . R ) A A
(repeatable scanning), EI44li K bEBENL™ 42, AT
REAFAEE A, A iyt A Al S kA 2 S
— Mt AR 2 44 (non-repeat scanning), B4 (1)
HHEATES, WHE AR TR, 1 Nmap 774, Xf
TR AR RS, AR T RS L A AR
#e(uniform shuffling), RIB5AH5 J S0 s AR 45 341
R 2 sttil,  E AL E T 20 C 0 s ik A 194 45 Mk
23] 8 5 o3 A TSR T R AR R B
A EE AR ¥ (non-repeat shuffling), R 15k
IS ARAE ] B R R SR N, e — &
HUHE N HE AR e A 12 A I bk . A SCE A1 H8
RS F o At b R Bt T 07 TS 0F PR 45 R BEAT I



796 BT 516G 8 %R

40

k. BRIR ISR 45 L WIS T al A i edy, Py
Fofr 94 % s 1k AR e SR AN LA DAL s X AR
SR Ao b6 LR, 50 5
) de KA B T HLECE B8 )y, Ly sk =[]
KANTEIR, T AR T 52 A8 0 1) e R 35 DU B = L
FRBE i e/, BEREAS [N I B s 1
EE L M B b EHLR LG, 35 AR ¥R i) o
RALFASE HHE =5 () 2 8 KIS 29 0 4, AR R AR
e dp R AT MR ) 2 W RN 2 0 LR
k2 1] B AR 1) 9 o 2

2 KRR SR

FEFAFRBCTH, FAF8 X H AR 25 1 19 25 b ik
AT, (eI S NG RV A 2P
Kok o AR H AR P2 LA B RN Ky m, P2
An <m ADEHL L X, FoRBUTHAE k R
HENUREII BN LA R, Y, FOR B AR kR
i EN LR B LA B ST AR Y
LN A SEOATRE (1) BGh A AE kX
i a5 EILIEE Pr,, (X, > 0)5 (2)BGh
FAE K AR BV E, , (V) - Ts
a € {rn} FoRBUH A R g e, LA S
R TG 2R KU 7 ] B A 8 SO R A A
i Nhrd € {s,u,n} FARBIEE K I 2 2R 55,
HIEAR A TR IR RS A . 192
AHIABIANE TR A AL
2.1 AIEEARKE

fE B AT, S kB A
JIT LAAN TR FE B A Bk PR 53 3 52 P 90 205 M ik A e 5
W PRI, Bk R A iy R WL AR /e
PR b R B A A = g ikl 2, D) X, i
M ATL, R

Pr (X, =2)=Pr (X, =2)=Pr (X, =2)
@ ko
a2 o

m m
Mty ] BAAF B iy rh A2 D — AN eSS EHL
B
Pr_ (X, >0)=Pr_ (X, >0)=Pr_ (X, >0)

r-u

k
:1—PQJXk:m:1—P—ﬁ-
m

(2)

o T E S ERBGEE TR S A — 5
Bl Bk X, > Y, o B REAS AR S i o2 AH
AT, BEA A (2) 1 e 5T 1 RIEEAS TN &
AT e S, Iif AT LA BB AT &
DA b b E LR R

1y

E,. (%)= EB,,(Y,) = E,, (¥;) = n[l [t —]] (3)

2.2 FFEERWHR T

EARE G B, B s e g e k2
()5 B b, RISk <m o FTI2> 34
AN FAEE R B A B (P R
2.2.1 ESHUINE AFSHISAETRIEESR
FBGhE T, Bay I BN A SRR,
PR A M BRI R A R B A AN
[ Mk il 8, ) X, HR MGER LA 43 A1, RS

Crck—r

m

Pr, . (Xk = :c) =

M AT DL BBt A k O T i 2 b —
5 EHLRIBER
Pr (X, >0)=1-Pr, (X, =0)

Ck
1—%, 0<k<m-n

— C (5)

1, k>m—n

1 T4 i K LR A S ], Bk

Xy =Y, AT DAG BBl A kR ar b
HUHCE S

Enfs (Y;») = Enfs (Xk) = k% (6)

2.2.2 WETINE (RS RHIRE T, & r R
AR E A P 2 M B e e 2 L. e <1EF, 2T
AR W IR 2 T W 2 bk 38 25k AR AR e, HL
AR i 1 T Y 2 ok s [ A A A, DRt
FISFEA S TR A PR ST, AR SR A
F B A AR A — 5

e > 1IN, 7P IRl AR 3 (][5 2 18] 2o 2 Ak
TE SRS 2K =k/r|, kyi=12,K +1
RoNBUHFHARS « NIRRT AR X, 2,i=1,
2+, K + 1 RoR BUts 4 7055 0 A () B& P i v ML
e, MBanrLifg)
lir|]—|(i—=1)r|], 1<i<K

i

k—|Kr|, i=K+1
K41 (7)
Pr,, (X, =2)= D IIPQSLQ%:xJ]
"”:ZV;;J; 5 i=1

M AT LA BB #57E k O b b 22 b—
& EVLIBEE
K+1 [Ckz

Pr_, (X, >0)=1-Pr,, (X,=0)=1-[] |2~

n-u k;
i=1 m

(8)

BRI REAS R A ey OB AH AR, Rk
L@ n 5T 1 BIREA THLAE b 33 e
IR, AT AT DA B 035 AE B O e
TR




F4W oA S LA O AN R ST AL A 797

i=1 m

R, e > m NG F 4L Ttk
WL, AR B ER A MRS R A A I
MR AR R — 5,

H T RAERER ) IE R, ASCRA Mininet
BT — A~ SDN W2 HI T4 B85, FF H Python
95 1 MW 458 AE R4 (network Operating System
written in Python, POX)PUZEf il 4% oh 43 7 520l 1
PR 295 b HE AR SRS F T B AR kg 18 1 B
IR TAERS) I T, om =2, n= {110}, r=
{1,50,28}E‘JL, FEELE MBS b 20—
(1R AE 25 R0 iy v S AL PR 5B B A 1 O i A2 AL
PR FISEIG &5 o R, Horbr =155 Tr &
RS, r=2° ST EASHBEAE R WaIEE
SIS AR5 Rh RN 500 100 TR4S
TRIBIE . ] DU H 5256 45 SR BE 16 45 Rk
A3
2.2.3 FEETMINE  FARELLHIGE T AR
BEEERMBGET, BRI 2 2 AT 4 R 1
oM, DRI HE LUE 5 X, IR 20 A 1) S8 R Rk o,
XA B F A kA R i AT EAL
MR . FEXFPEDL T, Bt et dn b i) N5 R
PNV EREN/ € 1S EATY 2 P KPR/ CEEi R/ € 150
Fln N, BEhERCE A AR N, BT LA
|

EmJn)_nPTTPﬁ” )

Mt R A 2 SGT #iy vh 2D AN eSS AL
RS
Pr. (X, >0)=1-Pr_ (X, =0)

o ks
- (11)
T
Fhy A5 S L T S P B T 0
BRI RS RIS HLEE e Y b b e
Mok R, (Y,), FEGE S4BT 3k 5
B, (V). 4 U, 255 k W5 LA O
RS0 T B NSO, 450, U, =0, IBAK
T 7E Sk UCE I A b 0 R BLBOR: P B

dmzﬁf%iw%MHﬁﬁﬁyﬁﬁkd&,w
T A A e LR P 1 — dE, o T
5 b — 1 YT B T2 2 M AR 4 1 LB
Pk —1-E,, (Y,), B2 HAEHEA i o i e

RN, S R A A AR o SRR A A K

1- k>n

-U, ,—dE N
EPHH (1—dE, ) — 2kt — Ok e
¥ =& N oo o, W L1/ F U=
n—U,_, —dE,

max

1, Uy +dB+ (1 - dE, ) - s ()
- 4+ 7 Mo k

£ bl DG BBl A | O b EALECR
LILE]

Enfn ()/k) = En—n (Yrkfl) + dEk (12)
Pr, . (Xk = 0) e,
[1_£ 1_n_1]... dE, = n_kal’
m m—1 m—k+1
k
— [ _n k+1]:(m kn) , k<n (10) U, = max n,Uk,1+dEk+(1dek)
m—k+1 AV
Pr,, (X, = 0)=" _n”) . k>n U, —dE;
A, n—(k-1-E,, (%}))
4
]
=3 /'2:;
z,
&
—— n=1,r=1 1
—— n=1,r=50
— n=1,r=2°
0 50 100 150 200 250 e p=b,r=1 0 50 100 150 200 250
SR b= Sk
(@) frE A A LR — R OLIELE &

B 1 A AR A A R A T I B A S 2R



798 BT 516G 8 %R

40 75

B2 WoR TIRAEE R AR BIAE T, m=2°, n=
{10,50,100,200} B, JEFE L HH BT E mH R Db—
3 E ML M2 A A o LI Bt i 2 4 O
MR AL g5 . O TXTLG, EHad R
TS HEEIASE AR R S E R BGE  E g R .
E SE 45 T RN 2508 100 IRES R I3ME.
B rha] DL H S g5 RN LS 45 AR A — 2
3 BB

AT B F a3 T P e 009 286 b il A% ke S AH L
TS MU PRI R A B AR B R I
i AL 3, 2% HE DR PN I T R B3 A
(L)X B 20— & BHUIEER B
PLF a8 A% A R AR 34, i b PA, , (Probability
Advantage); (2)%f Bl fir b BALECE T 4
MR LB AL A, DU fRTRR A E A AR
#, 1WA RA,, (Ratio Advantage). Fhra € {rn} 3K
IR F R RENE,  d € {un} RRBIHE K
FH 19 15X 285 b bk 28 o0 S
3.1 XA EE BRI

A 2.1 T2, P 09 2 btk A 45 SR B
b 18 T A A A A (1 MR 3 AR TR R S PR
] AR RS MR B B B R

EE 1 N T ESERMSGE, BA AR EREE
A LT A M PR AN AT MR A AR L
B, RN

PA_, =PA_ =0
RA,, =RA_ =0

3.2 MBS FTFMBHHIBFERE

3.2.1 AT R4 2.2.2 WHHTAIE 1 AT L
B, M TAREE LGS, WARHAHE THSH
HE R BT 1A AR AR L) P B3 7E » > LI B -
PN, T4 r < 1IN R ST TP i E R

(13)

1.0

=

=

] 0.6

i

A 0.4

K

+ 0.2

4

0 10 20 30 40 50
EEtiitve 43

-+- n=10 --- WA, n=10
-e- n=50 - A, n=50
-o- n=100 -x- A&, n=100
— HURLER

(a)firh &b EHLREE

FAR Bk AR AR Y b ] R A R T R AR Y
—E, YA AR AR LT S H R PR T A A
PRI, Pt a] LS 2]

T r < TIBIEPEREELr,
nlakx (PAn,u) = m;xx(Prn’s (Xk > 0) —Pr, (Xk > 0))

max (RA,,) = max (B, (V) = B, (¥,)) /o

(14)
HE—DHh, wT LA 2 (UE B
max (PA,.,) < — (15)
TR en

Hrp, e N AARIEL

HE 1 TR B THEE S R SaE, WA
K LU T i A bk IR (1) LA AR A 4 5 vk #5038 n
Mg, ik
max (RA,.,) = (E,. (V,) — E. (¥,,))/n

m m
T,k

" 1"
:1‘[1‘[1‘;] ]Z[“z]
~el(m>1) (16)
H0(15), X (16) 7T A4S 2
EE 2 X TAEESHEREG, B8R
T A MR HAT W0 1 R A AR K L
B A
1
n}%x (PAn—u) < a
‘ (17)

max(RA, )= [1 ,i] ~el(m>1)
r.k m

WEEE 2 AL ), AT AR S, 1)
S T He T A M R B0 K MR 355 L
SR, 5 KON TR K LEBIR
SR K NI, 5 B T
A LSRR, SR LB R

B3 R T om = {28, 2} I, 950 A8 B L T8

200

,_.
5
S
*

100 X
X,

fir LU
<

o

0 50 100 150 200 250
H Rk

-+ n=>50 --- HRS, n=50
-e- =100 - &, n=100
-e- n=200 x, n=200
— g g

(b)irh BRI Bkt

g g
GF G O

K 2 AR AR R AR E B R BG R  BR S 4R



54 oA WA AN R R B B A A B 799

0.5 0.5

0.4 0.4
% & | T
< o £ 0.
508 < 03
L=y ey
< 0.2 K 0.2
e —— W (m=2%) i3 SR (m=2Y)

0.1 —= LR (m=2"") 01 —— R R (m=210)

’ — 1/(en) ' — 1/e

0 10 20 30 40 0 0.2 0.4 0.6 0.8 1.0
EBLECE ERUEC i hE2E (] L/ m
(a) I KM AR (b)ds K L B3

P 3 2495048 AT B T s MR PR 50 AR S R 0T ) de R AL SR B K LB DL 4

A Rk PRS0 A 1 A 4 B 1 de R LA R
K AR 34 b o 2 AL 389 1 A8 A 1 B N S5
ghIR, L 3(b) IR AL R A AL S Huhk 2 R
jvJ\EI’JH:ﬁ TSI 45 SR RN B 2h 100 IR
AR5 .

M AT DU H S5 4 SR BRI 4 A —
o e 2 fE 3 LR, BRI T

oolwﬂu@%KH,Mﬁimﬁ%ﬁ?ai

~ 37 I 34151 A2 4 AH LU T 0 2S5 M bk PR BEAS T 2L A A
KA 507 WA LT RS Uk R 1 B K L)
AL Ky et ~ 37% »

3.2.2 EES T K4 2.2.3 W AIE 2 w1 LA
28], MFAEREZHMEGE, AEER A T
A M E IR (A R AL AR LA R 342 Bl 41 T B
B A, P n] AR E

max (PA,.,) =1 P, (X, > 0) = %
max (RA,.,) = (E,. E,.(Y,))/n (18)
=1-E_ (Y, /n
S a3 75¢ LRI (i BN 1115 1 Sl D RS S|
max (PA,, ) = (m Av’,i) e (19)

HT 223 WARGHE,, (V) FREAREL, T
ﬁ@ﬁ%fﬁ% — Tl Y % b kAR SR g ok T S

wn (Vi) BB, DAL SR 23 AT B LECER AT i k2 )
j(’J‘ﬁﬂFEE?Z?ﬁ%E’JﬂijﬁI:KWWE%E’JE;HW 1E1% M
2 M kARG T, AR A RIS R EOE 2
n W AR A EVEAT AR e, 2 5 SO AT
P PR Bl 4 Z, RN AR BRI T BGE A
kAR A b EAEBCR BN AR R, WE,, (V)
<E(Z,) . Mim—n<n KRB XEICIEIE 2
n, P BRI A KA, BohFH AR
stk w) JE T BLar T B0 B Z, <ns Him—n

> n i, & N RoRIZAHIGG T B2 KM X
BiLE ) n B AR AREEIZERE, KA
Z, <N —n, HNIRMNSECH (m,m —n,n) R )L

34t BIE(N )—M,EUE(Zk)§E<N)
-n+1
2
S — o LELAILATGH
m—n-+1
En.n(n)<E(Zk)<min[n, : ] (20)
m—n-+1

Mt AT LA A 5 A AR AT P T A bk A5
K1 ds K LA FR

m,?ux (RAH_n

0,

) > max zz:zﬁii]

m—n+1
1—2n/m

1—n/m

A max [07

(m>1) (21)

t(19), X (21)n EA#33

EIE 3 M TAEEEHRGL, RS AR A
Ll i s Mok PR BT ELAT 40 1R S KRR L AR 85 K
LEAI I 35

max (PA,,) ~

67712 /2m

m]?X (R‘An n ) -+ En-n (Ym )/n

m—2n—|—1] (22)
m—n-+1
1—-2n/m

—n/m

> max [0,

~ max|0, (m>1)

W 3 WTLLEE), % TR A,
T A AT L T A M S5 10 KA % (1 981
R H A 355986 VBRI, B2
SNSRI 24325 1) 25 K e 428
N 2 LR 0 R

4 SR T m = (28,2} b, 4T S A AL
2 B 0T T8 5 R R AR5 A
R LE B B85 A HUECRE AN 5 0 58 1 15
Yol R, JCH I A(b) ROBEARHR O EHLKCRE L



800 B 5 HE B %M 540 4
1.0 1.0
0.8 0.8
= iy
= 0.6 =IO
204 = 04
i b
0.2 0.2 \
\
\

0 200 400 600 800 1000
TR
—— YL (m=2%)
—_ P'"Z/Zm(m:f)
—— S A L (m=2"%)

-- e'".l/y(m:2m)

0 0.2 0.4 0.6 0.8 1.0
AU k7 [ LB/ m
—— LR (m=2")
— FIE R B (m=2%)
—— LI EE R (m=2"0)
- BRI B (m=2"9)
(b)d5 K LA

4 ARG ARGAN L T s A R0 AF H R B ) S KR AL S e K L3

() RN LA o 0 526 45 R BN EH 2 100 1K
gE R E .

M F AT DLE H SE G 45 RS 45 R —5.
JERE 3 FIE 4 vT LIS 2], R ILHN T 0.01 1
A L2 AT, W ENLECE KT J~2mIn (0.01)
~ 3vm I AF B AR AT LE T A bk PR 48 R L
ARERI A AR ST AR A LU A MUk PR 5% 1)
KB AR E S RN T as 5, HES N IR
S50 4 RSB bt A AR HuhE =5 18] LA R 3
M, 53 (21)—3.

4 ZERIE

AR T R S G AR S A G
TEFRASHIEERSE | 3950 AR 4 A0 DA K | F o 5 AR 46 2R
B R OMEZAR AL, EbIERE [, ASCNERS e
G3HT T Pl ) 24 Mol AR 46 S AH bE T S M bk PR 8
I AEL A B AR 3 ) 30 A mT LASE 4 b 5
57 00 2 R o 285 Hr 2 L R i R R /N BA K B
AEH R 1 AN 7] 3 6 RS FH AN [ 1 1) 286 i il 70 460 5%
W o BLIR BT R BN TRl R R G, AR
RVE B 52 AR A Lb T i A4 B Bk 2R B AN LA B AR
B, AR W g M AR S R X 4 v, B A
i B Tk — R4 MM N AR AT WU 7 V25 T R g n]
RGBT BRI AR E A S,
KA1 AR AN 2 E B B N A B MR,k
A AR HA S FEHUBCR b 1] L N A R
AR LIRS, T B e b Bl
FHUER DL AU 2 M, B B 240
FeIEPEARE R AN, KT B AR Bk
T HLECA] LA R T ML E T Hb bk = ) b 451 42 K 1) I
45, B N S ST R S AR SR

(1]

2]

3]

4]

[5]

(6]

(7]

& % 3 B

OKHRAVI H, RABEM A, MAYBERRY T J, et al. Survey of
cyber moving target techniques[R]. Technical Report 1166,
Lincoln Laboratory, Massachusetts Institute of Technology,
2013.

ATIGHETCHI M, PAL P, WEBBER F, et al. Adaptive use
of network—centric mechanisms in  cyber-defense[C].
Proceedings of the 6th IEEE International Symposium on
Object-Oriented ~ Real-Time
Hokkaido, Japan, 2003: 183-192. doi: 10.1109/ISORC.2003.
1199253.

KEWLEY D, FINK R, LOWRY J, et al Dynamic

Distributed ~ Computing,

approaches to thwart adversary intelligence gathering[C].
Proceedings of the DARPA Information Survivability
Conference & Exposition II, Los Alamitos, California, 2001:
176-185. doi: 10.1109/DISCEX.2001.932214.

ANTONATOS S, AKRITIDIS P, MARKATOS E P, et al.
Defending against hitlist worms using network address space
Computer  Networks, 2007, 51(12):
3471-3490. doi: 10.1016/j.comnet.2007.02.006.

JAFARIAN J H, AL-SHAER E, and DUAN Q. Openflow

randomization[J].

random host mutation: Transparent moving target defense
using software defined networking[C]. Proceedings of the
First Workshop on Hot Topics in Software Defined
Networking, Helsinki, Finland, 2012: 127-132. doi: 10.1145
/2342441.2342467.

AL-SHAER E, DUAN Q, and JAFARIAN J H. Random host
mutation for moving target defense[C]. Proceedings of the 8th
International Conference on Security and Privacy in
Communication Networks, Padua, Italy, 2012: 310—-327. doi:
10.1007/978-3-642-36883-7_19.

JAFARIAN J H, AL-SHAER E, and DUAN Q. An effective

address mutation approach for disrupting reconnaissance



4 3 B

FLAE: W2t AR Fons AN [ 4 B R B A #4503 Hr 801

(8]

(9]

(10]

(11]

(12]

(13]

(14]

attacks[J]. IEEE Transactions on Information Forensics and
Security, 2015, 10(12): 2562-2577. doi: 10.1109/TIFS.2015.
2467358.

DUNLOP M, GROAT S, URNANSKI W, et al. MT6D: A
moving target IPv6 defense[C]. Military Communications
Conference on Cyber Security and Network Operations,
Baltimore, Maryland, 2011: 1321-1326. doi: 10.1109/
MILCOM.2011.6127486.

MACFARLAND D C and SHUE C A. The SDN shuffle:
using  host-based
software-defined networking[C]. ACM CCS Workshop on
Moving Target Defense (MTD), Denver, USA, 2015: 37-41.
doi: 10.1145,/2808475.2808485.

YEGNESWARAN V, ALFELD C, NARFORD B, et al
Proceedings of IEEE Global
Internet Symposium, Anchorage, Alaska, 2007: 49-54. doi:
10.1109/GI.2007.4301430.

URIAS V E, STOUT W, and LOVERRO C. Computer

network deception as a moving target defense[C]. IEEE

Creating a moving-target defense

Camouflaging honeynets|[C].

International Carnahan Conference on Security Technology,
Taipei, 2015: 1-6. doi: 10.1109/CCST.2015.7389665.
ZHUANG R, DELOADCH S A, and OU X. Towards a theory
Proceedings of First ACM
Workshop on Moving Target Defense, Scottsdale, USA, 2014:
31-40. doi: 10.1145/2663474.2663479.

ZHUANG R, BARDAS A G, DELOACH Scott A, et al. A

of moving target defense[C].

theory of cyber attacks: a step towards analyzing MTD
systems[C]. ACM CCS Workshop on Moving Target Defense
(MTD), Denver, USA, 2015: 11-20. doi: 10.1145/2808475.
2808478.

GREEN M, MACFARLAND D C, SMESTAD D R, et al.
Characterizing network-based moving target defenses|[C].
ACM CCS Workshop on Moving Target Defense (MTD),
Denver, USA, 2015: 31-35. doi: 10.1145/2808475.2808484.

(15]

[16]

(17]

(18]

19]

20]

(21]

XU J, GUO P, ZHAO M, et al. Comparing different moving
target defense techniques[C]. Proceedings of 1st ACM
Workshop on Moving Target Defense, Scottsdale, USA, 2014:
97-107. doi: 10.1145/2663474.2663486.

CAI G, WANG B, WANG X, et al. An introduction to
network address shuffling[C]. 18th International Conference
Technology  (ICACT),
Pyeongchang, Korea, 2016: 185-190. doi: 10.1109/ICACT.
2016.7423322.

CARROLL T E, CROUSE M, FULP E W, et al. Analysis of

on Advanced Communication

network address shuffling as a moving target defense[C].
IEEE International Conference on Communications (ICC),
Sydney, Australia, 2014: 701-706. doi: 10.1109/ICC.2014.
6883401.

CROUSE M, PROSSER B, and FULP E W. Probabilistic
performance analysis of moving target and deception
reconnaissance defenses[C]. ACM CCS Workshop on Moving
Target Defense (MTD), Denver, USA, 2015: 21-29. doi:
10.1145/808475.2808480.

MAHMOUD H M. P6lya Urn ModelsM]. London, British,
Chapman and Hall, 2008: 124-312.

LANTZ B, HELLER B, and MCKEOWN N. A network in a

laptop: Rapid prototyping for software-defined networks[C].
Proceedings of the 9th ACM SIGCOMM Workshop on Hot
Topics in Networks, Monterey, USA, 2010: 1-6. doi: 10.1145
/1868447.1868466.

OpenFlow Group at Stanford University. POX Wiki[OL].
https://OpenFlow.stanford.edu/display /ONL/POX+Wiki,
2016.

dl: 55, 1989 4Rk, ML, BFRUIMAGE R4

M 4, 1989 4F/E, YHIE, WA, WESEOT I AR SR
#Feo U, 1988 4R, WM, Wk, BT AME LA
et 3, 1988 AR, UM, Wk, WIESTUS A AR 24



