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Abstract: To overcome the common problem of low flexibility and much resource in Elliptic Curve Cryptographic
(ECC) processor, a quantitative evaluation on Area-Time product (AT) for parallel processing architecture of ECC
processor is proposed by statistics and modeling, and a conclusion that 3-way processing architecture is optimal
can be drawn. Besides, a separated and hierarchical storage structure is exploited to strengthen the efficiency of
data interaction. At the same time, a modular arithmetic unit is designed with a high level of resource reuse. Using
90 nm CMOS technology, the proposed processor occupied 1.62 mm? can perform the scalar multiplication in
2.26 ms/612.4 pJ over GF(2°™) and 2.63 ms/665.4 pJ over GF(psy,) , respectively. Compared to other works,
this processor is advantageous not only in flexibility and scalability but also in making a good compromise between
the hardware and the speed.
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25elseif(V[2:0]=4){V =V /4, R=4R(modp), k =k
+2 1}

2.6 else if (V[2:0]=0),{ V=V/8,R=8R(mod p), k =k + 3 };
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b
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1 Let A=(4, ., A,4), C=0;

2 For i from0to m—1 do{T=C+ AB,C=(T + 1T p)
>1k

3 If C>p,then C=C—-p;

4 Return C.
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