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Analysis of MORUS Against Collision Attack

GUAN lJie SHI Tairong LI Junzhi ZHANG Pei
(The PLA Information Engineering University, Zhengzhou 450001, China)

Abstract: MORUS is an authenticated stream cipher, which is selected is third-round candidate of the ongoing
CAESAR competition. In this work, the security of MORUS-640-128 against collision attack is evaluated. The
partition method is utilized to find the information leakage between the word differences of message in the
nonlinear function determined by the collision. The necessary conditions of collision after two steps are proposed
for the first time. The distribution of input difference is determined. Furthermore, necessary conditions are turned
into Pseudo-Boolean optimization problems. With the usage of mixed integer programming, it is found that the
weight of message difference must be higher than 28 with the collision probability less than 27'* | which is a better
upper bound than ref. [7] 27"°. The result shows that MORUS-640-128 has a good performance on resistance
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against collision attack.
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Hi. AT P MORUS-640-128 Sk Puihig i
tRES ), BT E B EIEAEE B 2 . 3 Tk 3
UL ERAERLRE, 08T T ik 3 A O N Rk R AR
(M. b, MEELE 2 BB S R AR REER,
Wt F Il Iy 2 R TR T RE RN 2208, 45T
TN RSN ZE Sy A/ 26 bit, £y
M IS R 2 /N T2 27128, 28y iigr 3 ek 3
A LA B, I ZRABLIR 5 25 15 21 AIE 43 M R DA /N T
271 BRI ET LA 128 bit INIEFRES & 224 1) .

ACHE MORUS-640-128 Sy A UERT Bodb AT
TV . A Y S RTD E PERIRAS R A
Tl o 5 L 2 I AR e M T AR, SR B b i 5 vk
MNAE LR T R A B0 (A S R A, 25t
ST I R AR () L B AR . AR SRt LI B
THEPILER R NS R AL, f N 225 DA
IIARTE 4 A4S 32 bit bo BB BT AL DA
IR LA ) JST, 1) 6 A 4 S50 Rl A 7 T L K
SCIP R fiff s WIS Af 45 21 W 25 e A il F g N\ 22 .
HF I 28 bit, RLFEEMER/NT 270, g5 R
MORUS $ykpumiiE Bt .

AL R GERIWTT 55 2 R 25 T MORUS
AR 55 3 WA T RSB AR SRR P
WREZEMFRIR; B 4 gy D BB R A RIESE (1) 2
P 5B 5 T4 A OC T 2 0 I b B4
56 WA MM ZEFE R R 7R
GEAT
2 MORUS HAE N

MORUS-640-128 521125 HIBN 128 bit,
WIUG ) F AR 128 bit, TAIERS KB N T 825 T
128 bite EAH, FAMUKT MORUS-640-128 5
TR I E i A BRI B 5 0 2 I BE 1) & A AT 4y
Mo FHIE e TR 5 Ui, 45 MORUS #ii&.
LR I, AR “MORUS” #J48 MORUS-
640-128 5.7k
2.1 FFSinAA

SN i SHINERIRES; SL N i SRR k
BMNEIRE, S) = (Si0,511,512,505.804), 0<k
<4y SONEE DA kR NIIRAS A 1H 128 bit
iim Sli,j = (Sli,j,lvSli,j,Z’SI;jB?Sli,j,zl) ,0<5<4; S/i,l,j
NS i B kR ERIRAR S [ ALEE 54 32 bit,
1<1<4, 0<5<4; 0" nKAa0tgrd; 14
n KA 1 HRFE S 1 AADNT o SN &
e 5185, <<< MERLER; > WERL
Rotl(z,n) JKs 128 bit K1) = 47 4 Bt 32 bit, KFEL
/% nbit; Rotl™'(z,n) KA Rotl(z,n) FHX}, ¥
128 bit KM = 73 4 B 32 bit, FEHAEIAAFE n bit;

Wi(a) A o (P E R, B o ZHFHIRR U 119
MG WB(Am,) W EZES Am, = (g, 0, 04,0,)
IR AL i o,(1 < i < 4)3FIR 32 bit, K
WB(Am,) K525 HHE
2.2 MORUS B X IR7S S # R £

7 MORUS SHEIEED SFh, #7 5 feAtithia
SFOREDFNRAS S, FE B2 m, FHT BB 2
AR5 8, HEH R 1. N4l MORUS
PR SE Bk % S = StateUpdate(S’,m;) :

1R

Sli.,o = ROtl(Sé,o D (Sé,l&SéJ) S S(g,:wbo)

Sy =S5y <<<w,

i i
Sm = So,1
i i
5172 = 5072
I
51,4 = 5(1,4

F2RARW 55 For k=1to4,
Stk modsy = RO“(SZ:JC & (Sli,(k+l)mod5 & Sli,(k+2)m0d5)
@Sli‘(kJrii)modS ® my, bk)
S(ik+1)tnod5,(k+3)mod5 = Sl:,(k+3)mod5 <<<wy
S(ik+l)n10d5,(k+l)mod5 = Sli,,(kJrl)modS
S(ik+1)mod5,(k+2)mod5 = S/i,(k+2)mod5

S(ikJrl)1110d5,(k+4)mod5 = Sli,(k+4)rnod5
SHERG: For k=0 to4, S =95,
bR EL AT IR A A 3R 1 o

#*1 MORUS B xR ArE

Rotl B4 41 T 2R H A
by =5 w, = 32
b =31 w, = 64
b, =7 w, = 96
by =22 wy = 64
b, =13 w, = 32

2.3 MORUS BBy RBREIRE L 32 MY ER

BERIEHE K adlen , & u = [adlen/l?Sl ,
ey I JSLIDRIS e

For I=0tou—1, S'=StateUpdate(S’, AD}**),
2.4 MORUS B AR MM EL

LESIR I B, 16 Byte HIWHSCo41 P H
THEBHNHRE, P H5EHRT REUsFAR%
X Cro W LW B M KE N msglen , & v=
[msglen/128], BEAT I SRS B iRAEQ T -

For i =0 to v -1,
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C, =P oS oS <<<96)® (S5 & Syt);
§"tH = StateUpdate(S“™, P) »

3 EEILE

3.1 X FAIR

MORUS HikMREHERT, AHIRES SR 25
AT LARIR ) — RINAELR TR, A N ARZ Ty R
BN BT 2207 R A B A, FRAFEEAN24
— NI E LA S — e i

EX1 WA A A" B e {0,1}", 317 4E X,
X2, X" e {01y, R

(X&) (X&) a(X" &A")®B=0
JRAL, FRAFIBWE KRR B (A« A % A™)

KL “w” HRIRE A Z AR, KRR
“o 7 AT LUR E FERPE BUSOT .

1 WA, A A", Be{01}", A, B, 533
A B § Y, 1<i<m,1<j<n. #F
B> (A" A% %% A™), W B, =11, &L
ANAT, A A =1,

ER BRI A L<i<m, A =0. I
B> (A" % A% s A™) B8 CATHN, AFAE XY X2
X"e{o,}" HHEL X A X &A)D--- D
(X" &A")®B=0 §L. # A =0MRNELA
B, =0, 5B, =17, HILEBAR, S04
fE—AA, R A =1, RES

EE 2 WAL A A" Be{01}", A, B, 5}
LA B jHFF1<i<m,1<j<n. KL
j,1<i<nfff3B, =1, JFHXPrHALI<i<m
BT A =0, W B> (A %A x5 A") NI

MR 1 SEEMA,Be{0,1}" , JfF A& B>
(A B) 7o

R XHMEEMA,B, MX' =B,X* =0, I
A4B=(X'&A)@(X*&B)=(B&A) @& (0& B) 1k
3L, EROEX L, 1343 A& B> (A*B). nEcs

MR 2 WAEEM ABCe{01})", (A&B)®
C>(AxB) %M T C>(AxB) .

IERR L EE: (A& B)®C > (Ax B) A4,
fEYLY? e{0,1}", HfF%5LA&B)eC=(Y"&
A& (Y?&B) L. $ A& B ¥ %% 4015 5
C=Y'&A)@(Y*&B) @ (A& B). #X'=Y" X*=
Vo AR C=(X"&A)a(X* &B), MiwEX 1
AHIC > (A% B) .

7eotE: O > (AxB) W4, (AHEZ", 2% € {0,
W ARC=2"&Ae 2> & B. M 1 W41 A& B
>(AxB), WAEY Y c{o}" i3 A&B=
Y'&A@Y*&B). ¥C=(2"&A)a(Z*&B) Y
A&B=(Y'&A)@ (Y & B) % X W14 5 5 34T 57

5, 193
C®A&B=(Z"&A) & (Z* & B)
(Y &A)a (Y &B)
AX' =Z'oY' X* =2 aY?, FRfEE X 11453
(A& B)@C > (AxB). s
%R 3 (RiEM) XMIEEM A B, Ce{0,1}", #F
A (BxC),B>C, WMA>C .
R HHA> (B+C),B>C 3FFEYY?,
7' c{0,1}", R A=Y &B)® (Y* &C), B=Z'&
C, ¥ B=2" & C RN A=(Y' & B) & (Y* & C) , 1%
B A=Y'& Z'&0) o (V& CO)=(Y'& Z' 9 Y*) & C
X' =Y'&Z' oY, WA=X"&C, MAfiEX1
BHA>C, iIF e
3.2 NEBKREERT
AT MORUS 32 DG A0 b 21 B3 i B
(RIS ¢ I Z05 I N 225> Am, (Am, = 0) , BRI P
REZEAS =0, MR MORUS R 25 557 6 2011
ZENT, BB t+1 L0 ERAR S 4L
PR
ASiH =0
AS; = Rotl(Am,,31) <<< 64
ASGE = Rotl(Am,,7) <<< 32
ASy5 = Rotl(Rotl(Am,,31) & Am,,22) <<< 32
ASGT = Rotl(Spy! & ASGT @ (ASFS >>> 32)
& Am,,13) <<< 64
He AT NICRRTTE, X EAE ASTH A
AST T T B
HAS™ RATAHE t+2 HZIKZES AT,
PR AR HALCY ASI? =000 <i < 4).
W T EAT RS 2 PG SRS 2 0E
T 0, BB B AR ) Rotl(z, n) B A7 AL 4 Jf
AW ZESHE,  PIEIRATIAE 25 Rotl(z, n) 1858, 1931
PRI B 5 SRS A AL R 22
ASE = (Si & ASL ) @ (AST & Si5)
& (AS & AS )@ (ASsE >>> 32)
AS = ASH @ (Sih! & ASY)
® (A5 & S5 ) @ (ASL & AL
®(ASH >>> 64) @ Am,
ASY = AS @ (S & ASH @ (A5 & S
@ (ASH & ASH ) @ Am,,
ASIEE = ASH @ (ASH & S5y ) @ Am,,
ASE = ASY @ Am,.,
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it S ), X L RATIAE AS™? = 0 D&i2
MRS I, Es 1 P 2R oR AR 2 DG
FARES AL ZE 73 B3 LU Am, #5306 2 (10 55 F
4 MORUS BAMT EfMAERHERLER

H&

RS MORUS SR AR B s 8, A
I FBIL 32 bit AT, H AR R
N 32 FHEEAY, AR 2 B AR, RN R
AU 4 S 32 bit, DLFEN AR T AR
3.2 ﬁEIJEl’JV\HIW( sz I N R 229 Am, J5H)
P AIRA I LR, 90t 7 2 R 5 2 A
AN TR

2 Am, = (ay,p,0,00) » BERATLIAGRIEE ¢ +1
I %) 5 e s PR 2220 10 R

A8 '=Rotl(Am,,31) <<< 64:<a'37a’4,04,a;)
Hrh, o =0, <<<3Li=1234,

A5Gy =Rotl(Am,,7) <<< 32= (a;,a;a;,a”
Hi, o =a, <<<T7,i=1234.

ASHE = Rotl(Rotl(Am,,31) & Am,,22) <<< 32

= (/627/83’54;51)

He, 8 =(0,@0)<<<22i=12 34,

A8y = Rotl(Si3' & AST @ (AS)3 >>> 32)
EBAmt,l?)) <<< 64
= (Rotl (Ségl &oy @ ay @ a3,13)7
Rotl, (Sézl & o, ® oy ® 044713)
Rotl (Séfl &a, oy @ oz1,13),
Rotl(S’f,El &a, Bay, @ a2,13))
H ASY? = ASY @ Am,,, , ASY? =0 1] 13
Am, = ASS:EI o
WARAE R — R AR, W AS™ )% 128 Dbit
SAUHARR 0, BT ASE = Am,,, CEMAL,
MO 18 ASYY  AS T ASEY L ASY P Al
M EEAAT . N IHBEA AT 2347
ASGEE = 0 [P BEL AT I3 HT
AS = (S5 & ASY ) e (AS & SG5)
®(ASH & ASE)
®(ASH >>>32)=0 (1)
X()H, &I RUI T
Seit & ASY = (S0 & oy, S & a,
S([ﬁlg & al,S{{i & ozf)
= (S(ggll & a;7354512 & 044’17
Stk &y, S5l & o)

AS{)’jl &Sy

AST & AS = (0 & oy, 0 & oy,
o &ay, o & ozf)
ASSE >>> 32 = (8,6, 55, 3,)
AR A RERE S T-45 32 bit P AERLRE, K
S a0 A B ) 32 bit M TS, 4R
(Siih & oy )@ (Si5) & oy ) @ (g &ay) @B, =0 (2)
(S(ﬁl? & a;) (S([J;% & 04/4) (a4 & 0‘5) ©8 =0 (3)
(Sorh &ay)@(Sih & oy )@ (g &ay)@ By =0 (4)
(Soih &a)) @ (Sizh &ay) @ (o &ay)@ B, =0 (5)
e X1, fhEcha2), X(3), X4), X(5)

I ‘> 7 SRR, 321 32 bit ﬁ%ﬁﬁ;ﬂj‘%/\m
M‘?&%@ﬁﬁ

6, ® ( &a;)D(OzZ*%)
By, & ( &a;)b(ag*a;)
Bs @(ai &:a!) > (a4' *ai)

By @ (on & ozf) > (a; * a;)

FAUH, AV MBI AS T ASE  AS T
ﬁjﬁﬁz\%%ﬁ, SEAG B0 WD HR = AR 16 AN 4%
fF, RETERIMER 1, MR 2 R 3 Kb A
AT, PS8, M3 2 | 16 e
LA

58 1 X MORUS $3%, & 2 Hi 16 12y
WA e L 20 T T R A A IR A Al i 1) 0 B 4%
Hetro
5 MORUS B flitEXFFENHLERMY

A, JRATARE 7 2% 7y A WB(Am,) A
[, 3R OLIF I AT A 418 1 L g 24 A
M R 7 2 73 R E B J 73
5.1 RIEWB(Am,)=1

BB B2 A 32 bit AN 0, AWi
Am, = (0,0,0,0) , 00 =0« o) =, <<<7 A4
o =0 Hay=0a, =0, =0, 135 Rotl(a, © a,,
13)=0, Rotl(a;,m)_o FIHEEL 1, mANXER
2 41E(9) o > (Rotl(ay,13) * Rotl(ay ® ay,13)) 7=
EXIE. K,  Am, = (0,0,,0,0), Am, = (0,0,
0,0,), Am, = (0,0,0,a,) 43 B 5 44 (10)-(12) F
J& > WMURBRAS AL
5.2 1Ri& WB(Am,) =2

PRI 73 PR DL REA T -

THR 1 R Am, = (oy,0,,0,0)(a; = 0,0, = 0,
ay; =0y =0)o

IR AE(2) 6, > (05 % ) »
B, =0, Xa,=0, WHla, =1,

Hay=0a,=0,
INGEEE]
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%2 MORUS EMLEH~EMENENLERMY

PRI 72 TEAREA LA

%3 WB(Am,) =3 REEMiEN S LA WL ERY

WA

05 > @ val) gy A ZAAT
) 6, & (o ) (1) ay > (Rotl(ay,13) * Rotl(ey, & ay,13))
A8y ) 4 b (o, v a) 2 (2) Rotl(o, ® as,13) > Rotl(ay, 13)
(4) B, & (" o) e (3)a1D>RotKa2®(?,KD
(5) a; ® Rotl(cy & a,13) > (Rotl(a;,13) (4) B, > Rotl(cy, ® ,13)
«Rotl(a}, 13) * Rotl(a) @ a,,13)) (5) 6, >y
(6) oy & Rotl(a] @ a,,13) > (Rotl(ay, 13) a, Fl ay (6) @ > Rotl(ay, 13)
« Rotl(a;,13) * Rotl(ay & ay,13)) (7) B5 > Rotl(ay, 13)
AS;i* (7) ay ® Rotl(eq @ ay,13) > (Rotl(ev, 13) (8) B > oy
* Rotl(ay,13) * Rotl(ey & ay,13)) (9) a; > (Rotl(cy,13) * Rotl(ay @ o @ a;,13)
(8) ay ® Rotl(ay @ ay,13) > (Rotl(ay,13) o, Flay * Rotl(oy ® ay & a,13))
% Rotl(a,13) * Rotl(a, & a,13)) (10) o > (Rotl(ey, ® ay @ a;,13)
(9) @, > (Rotl(c},13) * Rotl(a, @ a,,13)) * Rotl(ay @ o) © oy,13))
AgH? (10) a, > (Rotl(ey,13) * Rotl(cy & ay,13)) (11) B, > (v * cvy)
02 an%>mM(ﬁnmw%@%wn a o Ma,  (12)a; > (Rotl(a,13) x Rotl(ay & ay & a3,13))
(12) o) > (Rotl(ay,13) * Rotl(a, @ a;,13)) (13) 8, > (Rotl(ey,13) * Rotl(cy, @ oy @ av;,13))
(13) 8, > (Rotl(c;,13) * Rotl(ey & a,,13))
asit (14) 8, &> (Rotl(a},13) * Rotl(aj @ ay,13)) ATV R 1A S ok S B4R WB(Am,)
’ (15) B, &> (Rotl(a,13)  Rotl(a; & a,13)) = 3 I P AR RERE DT A R BB SN 2558, A1E |A| Ko
(16) B, > (Rotl(3,13) * Rotl(ay' ® oy, 13)) BE ATIUEAN FRTEECUE R 2 0 A Wik

Rotl(ay ® ay,13) = 035 X Rotl(a,,13) =0, Mo, =0,
Rotl(c, ® a,,13) =0, MRHFEE 1 W 51IX 5 4 4F
(9) a, > (Rotl(a,13) * Rotl(ay @ vy,13)) P ET J .

Am, = (0,a,,5,0),Am, = (0,0,a5,0,),Am, =
(ay,0,0,00,) IFRAL,  BIAERAL

THR 2 K Am,=(ay,0,05,0),(a; = 0,05 = 0,
a,=a,=0),

Mo =00,20,00=0,=0 5 5l a =0,
Rotl(ay & 0y,13) = 0. @I 1, X5 2 h4pf
(9) a; > (Rotl(a;,13) * Rotl(ay @ ay,13)) F=EF &

Am, = (0,0,0,0,)(ay = 0,0, = 0) BF AL, 5%
PE(L0) BT G o MUBRBEA AL .

5.3 R WB(Am,) =3

LI 4N 22 Am, = (al,a27a3,0)(a =0,i=12,
3) o WAL 1 PIFAIATEER, S a, =0,
REFMPERT 1. PRt 2 Itk 3 lﬁﬁ%ﬁﬁ, WA
22 MBI (¥ 9% A0 R4 06 B4 A1 EA T 23 T FOBr b
5, 35 WB(Am,) = 3 I AR B 22 i) 13
MEIEAE, WK 3 P

R (5) B, > ay (6) ay > Rotl(a,13) 5
T 3(Hei k) nT LA B, > Rotl(ay, 13)

R

K TE R0 (195 25 B 7 i

Bk 1 WB(Am,) =3 W fgiH B Z S HRA
o

FH 1 NTFIEMN o € {01},
%,

FIH 11 W, AR 3 FIIEKID), &1
(2), [AIIHH L B, > Rotl(ay,13) » WIKF a, fEREFEEE S
A

AT D

T2 A4 =0, WRE{0}, £IE5%;

HH 2 NTHAM o e {01} Mla, e 4, #h
7R A%

FH 21 MR (o, ) WEE 3 THIEKIES),
ZAE(4), WK o FAAELESED B

HH 2.2 #|Bl=0, WIRFE{0}, ZIbBHZ;

B3 M THEMa, € {01} Mo, € B, i
T NS ER:

FH 31 WR (o, ) LR 3 HIIEME(B),
ZAE(6), (T, WK o FEEEAEER S C s

HH 3.2 #|C|=0, WEIRFE{0}, ZIbHE;

FH A ST o e Bila, eC, #4700
TR

B AT W (o, o) WK 3 HIIELES),
Z1009), 4110), WPEE (o, ) fEREESRES D 5
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FH A2 #|D =0, WHEFEI{0}, Zils

TS5 NTIHMa e AR (a,05) e D,
1T NP ER:

FH 51 R (o, 0p,0) WAEER 3 TR
(11), £&1E(12), %&M(13), WP (o, ay,ay) FEREFE
HE5 E T,

FH 52 F|E =0, WRF{0}, LiEH%;
MW, REIE; /) B IcE SRR

SEICRIUEL 1P 2 )54k, |Bl=0, &
I WB(Am, )=3 N B FFE A ZE, B WB(Am,)
=3

SEPE T SIL 6L o, 5 BRI A (LT
(1), (2)BA K B, > Rotl(ay,13) ) W ZEME I, 552815 FIFF
HEMI ay o LRI o, A 6 MEIEE, FHRAT
W2 952 s FFEEMMI (o, a0 )XTECH 00 BRI
NGRS BT R 2 AT 027) , w155
2 (ay, 09, ) FIELRTE 0(2") .

2 L BT A WB(Am,) =1, WB(Am,)
=2, WB(Am,) = 3 I ARE A M4, K3~
A7

it 2 X MORUS 5k, #ESIVLSE ¢ FI
1IN 2 SCR A (B S0 SINZE G, B
SR N TRIRAS R AR, WEE ¢ BRGNS
Am, /2 WB(Am,) =4 .

6 MBRERZEMIEBEBXRTHFESIHLE

%

1T A R A R R S N 2y T
FHHBEKR, LT 5 153000 AR Al 2 2
ZAF, AVHETIHSRLEEN, B2 TR
A, AT BN RS B, REASRLLIN D
IR

T KL 2 1 16 AN D B4 AL N
TRABEHON R ) B s % OPB B3, 41 Db A R
JiFes

WH 2 WEBANZE S NN H AR R

B3 A SCIP KAg#s RGO i 7k T HE, 4K
HAE 7S A SOIR A P A R TR i N 2 4 B R A

P SIS0 45 T LA B0 R 4518

2 3 X T MORUS 5k, #H{EHILE ¢« M
1 B SRR (SIS0 BIN % 4, HE W25
SR WIS R AR, WS ¢ 5N 2
P A Dy 28,
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