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A Provable Aggregate Signcryption for Heterogeneous Systems
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Abstract: Heterogeneous signcryption can ensure the confidentiality, authentication and unforgeability of
information transmission of cross cryptograph environment. Through analyzing some existing heterogeneous
signcryption schemes, it is found that they can only be applicable to single message of signcryption. In order to
improve the efficiency of computation and transmission in heterogeneous systems, a provable multi-message
aggregate signcryption is proposed. In the new scheme, the pairing numbers are constant in verification phase, it
not depends on the number of signcryption message. Moreover, based on the assumption of ¢ -bilinear Diffie-
Hellman inversion issue and Discrete logarithm, in the random oracle model, it is proved that the new scheme
satisfies the properties of confidentiality and unforgeability. Furthermore, theoretical analysis and experimental
results demonstrate that the computation overhead efficiency of the proposed scheme is better than the existing
one.
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