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Abstract: Heterogeneous signcryption scheme can ensure the confidentiality and the authentication for data
communication between different security domains. Some existing heterogeneous signcryption schemes are
analyzed to be secure in the random oracle model. Based on this problem, an Identity-Based Cryptography (IBC)
to Public Key Infrastructure (PKI) signcryption scheme is proposed. The proposed scheme has the confidentiality
and the unforgeability under the Computational Diffie-Hellman (CDH) problem and the Decisional Bilinear
Diffie-HellmanB (DBDH) problem. Through the theoretical and experimental analysis, both the computational
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costs and the communication overheads of the proposed scheme are more efficient.
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Infrastructure (PKI)
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