%39 55 5
2017 5 H

WO

Journal of Electronics & Information Technology

B % # Vol.39No.5

May 2017

PTABRICE = & RS S5 H P HRE R BRLE 7 B2 5]

mR

i'] 2}{*@ X'] j@ﬂkg@

PRET R

CHm kB AAEE TEFR K 410082)
YR FEEAEE TEER K 410083)
CHmAH R A S TSR RE 411201)

B B WEZSEIRE, BOREZ R A M BGC SR (PHR) 2 BEARSE, T PHR 3% T EH N
AMEE, B —BHAER PHR EALRI 20 6 2 AT S0 AT s o 25T LU & (CBE) 7R3 18 MR Uy 1) 5
FSCBL TR LA, AR CBE i I 18] 15 7 i SRS v (10 J R A H 2 PRSI, AT S BCHOT R R R, 5 S8k
LASIZINHURS ) B0 Tl SRR o 230 R S TP SO IO AR E D7 Bl P26 (FGUR) 75 38, Il MR 2K 5 I 2] CBE

RIS SRR A SR K S TR M % (BCP-ABE), st Sl PHR 285 1 2 48 b (K 40007 1 il 42 1 A
JUSZIN A . KIS REW], 55 CBE AHEL, FGUR J7 AL A TR RS Uy [ AR 7 1 BA S AF ) 1k g

KR =S MMMERECR; T BRI,
hESES: TP393 XEARIRES: A
DOI: 10.11999/JEIT160621

JEAER U 1)

XEHS: 1009-5896(2017)05-1206-07

®
(

Fine-grained Access Control with User Revocation in
Cloud-based Personal Health Record System

LIU Qin” LIU Xuhui” HU Baishuang” ZHANG Shaobo®”

College of Computer Science and Electronic Engineering, Hunan University, Changsha 410082, China)
@
(

“

School of Information Science and Engineering, Central South University, Changsha 410083, China)

School of Computer Science and Engineering, Hunan University of Science and Technology, Xiangtan 411201, China)

Abstract: With the development of cloud computing, more and more users employ cloud-based Personal Health
Record (PHR) systems. The PHR is correlated with patient privacy, thus existing research suggests to encrypt
PHRs before outsourcing. Comparison-Based Encryption (CBE) realizes time comparison in attribute-based access
policy, however, the time for encryption is linearly with the number of attributes in the access policy. Therefore,
the cost of the scheme is extensive; besides, the scheme is difficult to revoke the user's access privileges in real time.
To realize efficiently a fine-grained access control and user revocation for PHRs in clouds, a Fine-Grained access
control with User Revocation (FGUR) scheme is proposed by incorporating Broadcast Ciphertext-Policy
Attribute-Based Encryption (BCP-ABE) and an attribute hierarchy into CBE. The experiment results show that
the FGUR scheme has better performance in terms of the encryption cost and dynamic access privilege, compared
with CBE.
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