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Abstract: The existing address hopping methods need to design a new protocol of address exchanging and the
scalability is usually limited. Also, its hopping cycle is difficult to make self-adaption. This paper proposes an
address hopping method based on an improved Dynamic Host Configuration Protocol (DHCP). The number of
hopping addresses is calculated by fitting and predicting network traffic which uses the auto regression integration
moving average model. The hopping addresses are selected according to the address vacant time. The address lease
time is adjusted dynamically according to the network anomaly which is detected by using the time series similarity
measure algorithm based on dynamic time warping distance. Clients and application server are able to complete
hopping communication based on the address mapping relationships. The proposed method can adjust hopping
address and cycle dynamically without to modify the existing DHCP protocol, which not only increases attacker’s

difficult of intercepting traffic and launching denial of service attack but also enhances the attacker’s overhead.
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