%39 55 3
2017 £ 3 H

-

Journal of Electronics & Information Technology

EF LLMNR M 5iEEZICRIAR N LK C&C 1529 FEVLH
;?]3 B ? (026 #2 jlf,*®® #] _ 3]5@@ ;‘«’3& %(D@
YhaREFHENAFEE TESE AT 210096)
Y EmBRAKREELIEEE KM 712082)
Y RmRF ARG L ERRTHELLRE AT 210096)
7 FE: 7 ENL(Bot) L BRI i iy 215 B SRR IS e g 1IE 5 AR TR . 1% SCE A A b R 2% (7]
7 Bot K MR IUE ] A A5 B8, 2 — PP T LLMNR PS8 B8 0 dr A 20 B SE b, mok
SESCT IFHLEF A EE T CPU A BN Bot P RERIFEFR « FLIRAHE I 2% 1 2 A [F] 2 Bot (A1) ] LLMNR Query
A& AW TRERE, JFRIH D-S IR ER E 2% tH 8 7 EHLIRE 48R BTL(Bot Temporary Leader). BT
Y BTL 5 IR G 2 3T 5 IF 3R s 15 B . 85, BTL il LLMNR Query fl¥n 245505 84
REIE Boto SLMash REH, ML Z AR Bot 5Eimr A4 milE B ILSE, W28 AERE Bot 1EMR
FREZETA 0% BTL, 76 M4 s BRI 5 SIVE R S bE,  FE2S R =2 il it AT B 4 e ok o
KRRIA: MGG A (E M4 A EEdl D-SUFHEHES; LLMNR HpX
FESES: TP393.08 XERFRIZAG: A
DOI: 10.11999/JEIT160410

X EHRS: 1009-5896(2017)03-0525-07

C&C Information Sharing Scheme in Local Network Based
on LLMNR Protocol and Evidential Theory

GUO Xiaojun™®  CHENG Guang”™  HU Yifei”®  Dai Mian™”
gchool of Computer Science and Engineering, Southeast University, Nanjing 210096, China)
2
. (

(

X
School of Information Engineering, Xizang Minzu University, Xianyang 712082, China)

Key Laboratory of Computer Network and Information Integration Ministry of Education,
Southeast University, Nanjing 210096, China)

Abstract: The bot must obtain the Command and Control (C&C) information covertly and securely, which is a
necessary precondition to ensure botnet work correctly and normally. For the problem that how to covertly get and
share C&C information between the same type bots in local network, a C&C Information Sharing scheme based on
Link-Local Multicast Name Resolution (LLMNR) protocol and Evidential (CCISLE) theory is proposed. Firstly,
for measuring bot performance, two metrics are defined: running time ratio and CPU utilization rate. Secondly, the
same type bots will inform their own two metrics to each other via LLMNR query packets and utilize D-S evidential
theory to vote BTL (Bot Temporary Leader). Then only BTL can be proved to communicate with C&C servers
and C&C information can be obtained. Lastly, BTL will share the C&C information with other bots through
LLMNR query packets. The experimental results show that CCISLE can help the same type bots achieve sharing
C&C information successfully. The voting algorithm based on D-S evidential theory is able to elect BTL effectively
with two proposed metrics and still present better robustness when in heavy network traffic. Moreover, the traffic
produced during BTL voting process also has good covertness.
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