%39 L5 2
201742 A

-

Journal of Electronics & Information Technology

BT 3 REHE R E XM 4K 57 f TN HE 48 AR S5 T Al 735

BRI + P KR A

(bFBERFEFRFLEIAEFR LT 100044)
B . e UG (SDN)Z B A sNAB 4R % (DDoS) B i, Boii & RIBE KR, 7 A KB 1 28 i
PR PSS TR DR, R 4% IR Ia R . O HER R I SZ M X 5, Aile: T B, FIH GHSOM HiR, 1%
R EE T GARE K DDoS Gl k. 19, 454 SDN M4 K& Brikidss s, 3R IET H LR 7 o4,
LA A FIWT B bl & 4532 21 DDoS B il o= AR5, KA, ¥ GHSOM kN A+ SDN
M4t DDoS i ATk, I OpenDayLight FIVTE V-G Fosg 7T ELE . SLB 4 BN, ZSCR T
FE I 7 JCA AT BRI H AR % 215 %2 2] DDoS it
KRR RO MG Tondl; AU A InLiR s
FESES: TP393 SCHAFRIRED: A
DOI: 10.11999/JEIT160370

XEHS: 1009-5896(2017)02-0381-08

Distributed Denial of Service Attack Detection Based on
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Abstract: During the Distributed Denial of Service (DDoS) attack happening in Software Defined Network (SDN)
network, the attackers send a large number of data packets. Large quantities of new terminal identifiers are
generated. Accordingly, the network connection resources are occupied, obstructing the normal operation of the
network. To detect the attacked target accurately, and release the occupied resources, a DDoS attack detection
method based on object features with the GHSOM technology is provided. First, the seven-tuple is proposed for
detection to determine whether the target address is under attack by DDoS. Then, a simulation platform is built,
which is based on the OpenDayLight controller. GHSOM algorithm is applied to the network. Simulation
experiments are performed to validate the feasibility of the detection method. The results show that the
seven-tuple for detection can effectively confirm whether the target object is under a DDoS attack.
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