5 38 4555 10 ) o 5 fF OB % Vol.38No.10
2016 4F 10 H Journal of Electronics & Information Technology Oct. 2016
ZigBee M 4&3K1E Sybil I H 8 BiE N S5 SUAEA R
/ﬁlg ‘;—:‘;@ %—%’7}‘?&*@ ,g____j_@ ;fLF‘f; EP@

( BAREZEIARRE FHM 450004)
Y EREHEAREERBRE LT 100072)
8 F: ZOCERT ZigBee 4 Sybil Kb 1 sl B PEK ) 2L $ HH PR AE Sybil Breti (K] 38 N BE i

SUNIETT 5o J7 S B oIk TR BE MR AL B0 T HERRIREL, AERCILA b, 3R T S A 8 5 RO AH T I ) £ D0 5%
AT R ORI ORI B0 (GTS) 3l FiiiE 5id, JF4ath T Sybil Bt il fiife . Ao ir s Rk

B, 7 SAEEAE B 1 2 AT A T AN 30 IE 97 % LA b, HBEEEHRSUL T Ar 6k, BT BARIN BE R
KBEIA: ToL ML 4 ZigBee; Sybil Muili; BEBKIRLL (RYITER
PESES: TP309 SCHRFRIRED: A XEHS: 1009-5896(2016)10-2627-06

DOI: 10.11999/JEIT151476

Adaptive Link Fingerprint Authentication Scheme Against
Sybil Attack in ZigBee Network

YU Bin®  HUANG Meigen”  HUANG Yicai’®  KONG Zhiyin®
®(PLA Information Engineering University, Zhengzhou 450004, China)
@(Key Laboratory of Information Assurance Technology, Beijing 100072, China)

Abstract: To solve the problem that Sybil attack damages the uniqueness of node identity in ZigBee network, an
adaptive link fingerprint authentication scheme against Sybil attack is proposed. First, a link fingerprint based on
the characteristics of wireless link is designed. Based on this fingerprint, two algorithms are presented. One is the
estimation algorithm of coherence time reflecting channel’s quality and the other is the dynamic application
algorithm of Guaranteed Time Slot (GTS) adapting to changes in child node’s number. At the same time, the
authenticating procedure for Sybil attack is presented. Security analysis and experiment results show that the node
authentication rate of the proposed scheme can reach more than 97% under the condition of security boundary in

communication environment. Due to the usage of link fingerprint, the scheme has lower resource requirements.

Key words: Wireless network security; ZigBee; Sybil attack; Link fingerprint; Guaranteed Time Slot (GTS)

1 3§

1E ZigBee MIZgM A, Sybil Mrili & —Fh 5 5z
AT 100 SAMETF B ¥ 0 B i 75 5, AR — A
R AR I Z A Sybil 1RGP, B
W28 B O ME— P, BB S EEE T ID AR,
SR P, B R OISR T s AT A T B B A
UEFS LA RS, W 2% 22 45 T8 52 7 T Jal

AR AEH IR I, L2 AR RN A i 0 )G
LR R TR R A U BT A G R O
PRI H: 59 i b AR R {5 A5 53 DA O T 3 O
IR, A B Sybil Bea R 7 5K

ek H3: 2015-12-29; 2R H #: 2016-05-19; F%% Hif: 2016-07-15
MUEES: HEMR  huang meigen@163.com

R A5 B PR BORE (S5 TS 42 (K J-15-104)
Foundation Item: Key Laboratory of Information Assurance

Technology Open Fund (KJ-15-104)

SCHR (1448 Ay Sd A5 77 F, i 248
DA 25, TRV TR MLk v FE 4L, SCRR[15)]
HE— 20 TN ] 1 Jo 8 A B I 40 3 T 205 5 ot
FER e B, Rk — B F M L AN T 5 28
HEIEAE, e T e AR RE . SCER[9] 3 T o4k itk
ZANV BT T AR A AL, IR R
(12 AFEAR G 2 RS NG N B B FEAR SR X
43 W2 R AT S RAIE Y 25, (HSCHR[10] 45 G
ARAIRL By, DTS NI TR R, i T [
EER A AL VIE 7 %8, HLBESRAT R R I [R] 22
ARG B 4y, FEMASIRARTY ZigBee W44
H, FIRER SR A BAT I SE AT AT e,

SCHR (11 R AR A 38 (4 5 3K by 22 N 715 a5
1% T ATUAR ) WA A5 s A DGR IR Sybil 45 85, 7%
TEFPASEREE a5 A 2 O¢ R A B nTfd Sybil 75
PR R R T 1%, (52, SEERE A



2628 mF5F B %R

%538 %

PREEEAFIE I, [5)— B A [7] I (7] ) TG Ze B 1 AR A1k
FHORBEBimG, Sybil 15 pilwi e B K, HEEE Y
MBI 2, 1 R TR R TE AR i) 1S B B
SERREEK, RAFECNT ATHE HUARKR”, I
A5 77 0 TAE BRI BRI AR A B A B R
Yo

g LPriR, LR T7 RAFAE AT YEA L Y
i R B RE R0, T0AE PR AT U8 I M R
FEAF R . PRI, ASCE el Wt T 2 AR R0
(R TCLBE RS0, [RIINF4R H A5 TEAH T IS TR Al I 457k
FIRP BB (Guaranteed Time Slot, GTS) sl 2 Hii
R, S BRI AE PR RS B, e
1 Sybil Brii M FR SO UE 7 58, LEAL DU HE 115 TE AH
T N B TEAE B, KR “ A7 J7aA
X e A AT B TR AU I B L, ORIE Y 4%
T A TR, AR T A UE D E T [
IS BREAIG TS R BE YR T oK
2 FEBIEST

AT E G ARSI W4 2 f i, SR 5T
IR TRERS TR, B AR ARG BRI
TEAH I TR A M VA GTS Bhas g Bk
2.1 MEREEH

LT R F A ZigBee 11 miZ [A [ —FPEEA KR,
PR I 2% 03 2, e ST KON MRS, AR
RO, E GRS YR 4, K1 Al
P 24— J2 ST ) I 5 A AL AR

EX 1 WFERLTR, C,1<p<m, pe
N FoRFAT S, Hohm ARG, C,(1<
p'<n, p'€ N)RRBIEFHELE, O (n+1<p"
<m,p'' € N') KRBT # 58 A B R 11T
£, S RRNHIEANMIY Sybil 15 5, ANK—BbE, &
e N e, 2 b
2.2 HERRIEYL

TEZARBAR ST, BlUE 5 R RIEE 5 24
FEAREMEN S, BRI ACAR, Ak
WAAE, B SO BTT 385 % 2 DI G

1 L iR

EX 2 WSS T AR IRE 4L
(B P B P B o Z AR P8, dh o = {o,
oy, -0} BT ZARFREE T HEE R Y, T
WIEI o A4, Hd, LAZREH, o<
I<LileN)NEILZRESIIEE.

EX 3 ZREEFH I 218E SRES
FARAE T MRAE Z T R EUE e SRR b B R 4L,
WA H, WX () FrrRs

H_{Lﬁjﬁ’...’a_L} (1)
QO o]

EX 4 P Hf1 H ALY m A bR i,
PHAN AR 2 8] PR 2 T B B PR R BE R FR AU B, I
K6, WEAXWX(2)Prs.

-3
o o
HA L =min(L,L'),

EX 5 BHEBIEUE A RS A={6,6,,,
&} WERS R ICR I RIE R N BERR TE SO Y
i, eH5, At (3) R,

F=13s, (3)
q w=1
Hrh, ¢geN', weN', w<q.

SEX 6 A AR/ 6 BICERFRN
PR, HX RIS H 5 H AR, B 4%
BT AT g, A RIEAT AL R SRR Sybil 4
MR A, TR S (4)

6, <abd (4)
Hrb, 00 <o <1) NBERIREUTE L] BIfE .
2.3 f5iEHHTRIE

REX T A TE O N 2R v AT D% 1) dpe KN
[ (6] AR A (5 AR T R], 32k T, $E TR IR
HEAT T MIFEETTH

N AE T3 S RE G Y AR PR B T v 1 22,
BEVHFEAT T IR (A SRR 1 Pros, Herpil 2k
FPOURFEENTRIC N T, #5511 Ko o) UK. 505
e,k hiERATE, TR AR S AfITGE 6,
oy, P HRIEES A K8 & ENE R, k)
IR E N 4. T8, SEAGMEIR T, > 2T, .

2.4 #Bit GTS

EX 8 T FRE M) FC A5 8 s il I 8] (1R ok
WK DAy T, FLA B0 B2 mh RE A E A5 I TR B TTAK
B, AN B AN S8 I BT ) 1 B ) BERAR Ay
TRYIER(GTS), hhigs st 2, FE
BEAAEH] AN BC A GTS G20 5 Hofih 1t 4% 5% 4, it
W R 2 Fros

1 \2
&_&] .

o o o o

“——O‘—] 2)




510 #9 A VEESE. ZigBee WZEHRAN Sybil Tk (1 151 N AE B H5 SO T % 2629

* 1 FERTEGNEZ

BN: (SR SRS ¢, B RMEEMTREE T, . F
TR m , IGTHIRRSE ) T, PR BIpIfE o
k=4

G FIERITR A E T,

TR XWAF T #HTRPIEAMNGS Cmd,,, = {t.,r},

o =[mT, /1]

F BRI 1) ¢, Rk —RINGFH, LRIk r +1 1

B3 FAC, KRR IR, MIEIRSUTH Y = {H,

Hy H o} TSR IESCH R H, 8RS 6, , H,
HH, I0PE S 65, MIEVIAIE RS A = {6,.65}

FH A Fk=r+20, PFS®S, FNWE S, BRI
Bh A, HBREFAERRRERIEL, BNk
B5, HEMASE=k+1, BHESE 4,

FHS C, ik’ =k IFREEF ;
TR 6 FWIERE Z = (KK k- k"), 0 Z IR
YR (2 UM R IO D ) I K, il
T.=k -2t , WT,=min{T, T.}.
- i e
i R i
> -
I A

2 M A

EX 9 =Jull(M,N,T,) B GTS il
ZH, WA T, HE AW (5) M (6) .
mT,
i=.

M:

(5)

T
N%E (6)

Forb, MO R SN P AR A AR
HH, NOAHA BT A GTS WEELE
BRSO H . A5 (o) o i R U

TP s B B, GTS HiFalRERIG b
5 AL GTS HIFIN E FE N R 80224, H5K
HIE D, BEvh GTS Bhals I SN 2 oo

£ 2 GTS HsHIFESE

BN T EOE m, WIGRIF SRR ] T, , 5 AT I R A5 U T,

i, QTS Higg R

FH AKX G)ARG) I HE M AN, WiET

FH 2 F RIE GTS Hif4 Cmdg = {T'} EHHH 2 GTS,
A7 RIS IR 3, Bk IR 5;

FH3 AN=N-1, # N =108 4;, F0 T E 5%
REFIE M =[m/(N 1), HMED, BETR 2

FH A GTS HHERM, kgl

FHR 5 GTS Hfsh, Hik#ik,

HAEAGIEM T I 0] T, P EEXTBERE TR0, FRE
DT GTS H e AN B B A 347 £ H s N D 77 A
S R RIENGFA X .

3 AERREKIT

Sybil B % Fa SOAIE (LT #&FK Sybil Bt A
E) AR I B0 4 R 91 B F s N M 46, 5 A Ak
W T, J5, AT GTS sha& Wik, iR, FI¥
GTS LA 347 43 e s 719 A, T RIEIIZR
JEA, AL RIALNT s e T, WAL e, F I
INZRF A R R R AL, ARG B & S AEEAE R
FEESFR UK U Sybil 555, Kl 3 24 Sybil KA iE
e

Sybil B ik T R

FH 1 TS A ML,

FI 2 FPATEIEM T A S,
G TEAHT-I[8) T 5

FH 3 FHAT GTS ShAHEHLL, 25 ik
Dk bR 4, S MBkE LR 10;

W 4 FREHUEITE 71 A M 4, 4l
WP HRECAN -1 (HNEWN SRS, a7
WRENm — (M —1)x (N -1), FAERILH G =
{GLGy .Gy} s

HH 5 FJ R Sybil BitiiAuFfr4 Cmd,,, =
{I;G} ;

W6 T T AR AU O SR S 4L
RSN, I EHEE GTS B RSN A
Gl

FI T FEWTA NG, WE I kR
BIREL, M AN A sE R, VAR TR
SUERES, XAl )& B AFAE S S AR ) (1 B % 1
QLo FATAE, WETT NS, BREELIR 8, 154k
SEHEAT N a4l PR o A AR PR S R S ki D R
9;

T 8§ AR Sybil BrdiihilE, F ) #&iE4
S AW 4 Cmd,,; = {5,5} BIRCAMB RS,
B 11,

FH 9 S I Sybil BAE, F RS
YF S N r4 Cmd,,, = {S}, BbFH % 11

HH 10 GTS HHiFRM, FI i GTS HiEA
W4 Cmd,,, = {S}, i4iS ANM, Sybil KiiihiE
SEI

FH 11
tAIESE

WA, MELEZ AN R ISR, {5
TEAH ] TR Ay U R ] AT — 0k, DAy H
FITEIE IS HE -

F I Bl ds IE R GTS, Sybil



2630 mF5F B %R

%538 %

4‘@3»
| A4 |

]

| A |

mmgallllllll
WIS 15 HRT, £ (A

BB IREL

| wermsyusie

BIUGTS

Lol sy A
—

GTSHIE KK

e

gl

3 Sybil Brdi Ak T E it

4 REMSH

SIEE 1 AN REAEHE B LB i
TR AT
IERR .

SIF T T RUN BTG Ze i i B 1 T B A i
T BB 7 3 B Y Sl ] Sybil 4 5 5
NI A NS B VA S S N M RS e s e/
T N B TCER BB R AEANAR DG, AT G 4 e I 5
IR, 4 JC LB 6 B4 Sybil Beehi$a ] T 77 1y, R
TEAF AT, AN PRRTE B N AN RN 2
IR IR 28 7 1) 3 T e e PEAH O

EE 1 idv, MERETRBRABINEE, AN
WK, FHERNEEMTHMT, <X/20, , WA
E 7 20 A 3 Sybil it

WERR S A& TR 2 e Uil it Sybil X
dHAIE, X FIE, SNS C, Mk SOS AR,
RIS WAMIEEE B fR gL S ¢, ANFl. PR, B
AR BB RS B M A Uy ok i
BEER RS, DAL OWAZT s, AT I Sybil Mok
WEe N A 3 PRk o B TSI .

(V)R Bt A5 PREE T JC 2 B B R A1E S AR
b, I BE R FR SUCTE A RERIE T i Sy EA
TR, BEMSFRAUE IR SERE . SER T

X, HIABATAEME, RIEEREFREUR & “RAPE”
FHIE . [N, 77 SRR AT s A7 it 2% EH 2 4= 1)
IR Bk, Bodi & 07 IR IR 45 s sk
WA ART 5 B T SO DR A5 L, 7 58 T A7 AR AR Al
R

(2) B Behi: AN SRHE M TR SO FH 2 4230
& 2R EE R, 5HRAS 2R
AMEAE AR TC G, DR M o i ok B 0T U2k
FRIENFRE TR [N, 7S e
RUSE AT 5 R4 SR BE B RS0, B ER AT A5
MFAFGIET T AR R, BRIk, 7 B
HCABL S i o

(3 ah k. tTIEE 1wl g, Mo & A AR
R shBeds, W5k C, WIAER R T, )28
PR AN/2 G LS B8 0 RIEINZ) s, R
v, Ty > N/2 o ISR L34, 7 A5 TEAH T
IS} TE AR B 6 A T, < X/ 2u, 5 S fa AR T I 1)
SRR T, = min{T,, 7.}, AT, <\/20, H7
FE RIS s B, W Al R AN
T, <\/2v, .

ST LR, HRAEDRANEN, BEEE L
VRIS RORA AR B B GE BRS h h AE T5 1C
PRIEBERR AR AL, I JCiATE I Sybil Bk . R,
AT ZE AT AR Sybil Bt IEHE

K 3 RAITEECHER[10], SCHR[11) 7 S48
ZAPERE T IR0 LG o SCHR[10]2 5 IR ] DA -1 1) B
AR S P AUETT 5, SCBR[11]) 2 56 T AR
Wi 2 1Y) Sy bil Brti i 7 58, Wi 43 2k T T 2 i
HERFAERT Sybil Jreh HEAT EAR I 1) 520k,
HAT 2V R e Lo 4G 1, W
%3 ATA, AT A SCRR [10) A0 SCRR[11) 5 %
RS [F) I HCAE A sk Bty . RS B sl ded, B
AR AR

R3 ARREMILL

VES sk At Bt st
ESWIES J v J
SCHR[10) 77 %€ X v v
R T E N N X

5 KIRGERSH

ZigBee M1 5K CC2530 5, WIS S
W FRR P, A AR RE 5 1 [R] I 58 B 2% FR 20
¥, IF bAL FAIHL. ZigBee WZIBAZ(SE A 25
GG, PO 2475 MHz, e KEEAL Sk



10

A VEESE. ZigBee WZEHRAN Sybil Tk (1 151 N AE B H5 SO T % 2631

250 kb/s, KBTI SRR ES 1EASAHF
BERHIEA, o FEsgikere, A&
32 f7, REICHEN 1ps , IIZRFHR AR S5
T RS R A EE
5.1 KWAHR

KUAE T e R S HIE N YERE, T2
AW 3Tl 50 4y, JLrp 25 > Sybil AL, 25
ANEIEN R ANMIUFRENL. R, S250 PR 15 58
PRl 43908 A7 TR 28 s e i, U5 SCHR[11]
HPSZIGIAEERE AR —3, BTN 2 AR, 5
OGBS AN 2 RIS . T RS
WE MR 4 PR

FT4 BHEE

24 L iVEiEl
m T 80
n BT AR 55
t A7 AR T ¥ Ak DK 15 192 ps
T, 9 IR A e L ] 384 s
o B K i PR S LA B 0.25
u,, W K B 60 km/h

EEB A G, Bl ds £y i ik
AR AR 5 I AR R R UME 5 AR A ] 7R AR Hh £
BEALID, A Oy B HLAD 1 1 AH SG Ve AR e 5 iliAH
REXEFE, I Ja A0 A R R AT 20 5 rh e 490 Ve (1 4 R 1)
B B TR S, R L, A%
WA BT B AT Sy BV, AN RERS TR SO 1) 2 4%
5 SIRAESI A -

5.2 KIMEER

16 LR SEI0 5 SRR b, B PR EREE 4 51
7SS 1000 IR, e 19 s H Sybil Biti A ub A o
fETEA T TSI . GTS Bha& B 5 T 5.

(1) 24 R WS Sybil 5 A UERS o, £E
TR PTSE IR R, Sybil B il i &30 iR
SRR 0.81%, HPILA 203 ASEET R
Sybil B IAUE, Sybil 17 S IRAIETRE A 0.86%,
RISLA 2144 Sybil 15 s D g T Sybil Biihiik,
S g AR TSR], HLLIE N SR ARSI —
P&l 7EA BRI, G0 s EE
RN 1.18%, AT 295 ANEEy SR T NIE,
Sybil 1 PR RN 2.23%, BIFEAT 572 4 Sybil
TR IE TINE, TS E NS,
RTINS A T, BT RS2 A

(2) HIEM PSS IR A0 Hds, E A

WP 5 o B e 5 S I ARG TR TE A I TR) S 22 4t
AR 2350028 5037.3 pus A1 1394.6 us , A BRFERIIAEL R
WMEN R TR, FEZERR, FEAT
(A 00 905 P e R L BH S /N T, R St id
R A BIENME; oot I, GTS 3 Hig
S AR 0 16.8 AN FIT 42.3 A, Y Ao 41 E D
GTS B2 g HE s AR oK T A, £
D7 Z0 7 g RIAE A H & N

5.3 MEREDHT

I3 WIREA ST AT AAAE T4« T84S AR
SETFRS 0T, W2 R FH bR

(AT BB 28 T 15 R B DL 44
J7 A AL i, W9 RN A AT e
G, TGN 2m B RN SIETFAAER 4
WIS A KU, DR B AT BT T AT A TR A
2m + 4 B,

(2)3EAF RS WAE TFAS T R T RIR MR L
KR, Sybil B MERFET, W HdF
[mT, /t.]+6 K3, F5 1l ik 2 A, &2
TR DA R Y RO RS D T AR Y

(3) VSIS THE IS P A BB R AU B
Pt it fe o H 7 EmT A0, B s SO SR A 6 42 0y
WG, WAMEMSAMEE &, R, 52
M2 IR R U, THE IR M o(n), A
B R I R 0(1) «

5 AR ARG Y, A SCATy i $6 5 SCHk[10]
SCHR[L1]REAT TR AT EE A0, e 5 . i3 5 wf
Bl RSO R SR AR T A T %, A2
MAPAE TR IR /N, 30 TR > F SCHR[10], T TT
B 22 T OCHR[11), [RIIAS ST SR 1 R A5 B 45
Y R SR @S, R R B ) FE A R
BRI T ERIETE, 2t

x5 ARFHILL

UES FERE PRI (B) BAE TP RESikil
AR A 2m + 4 [mT, /t.]+6 o(n)
AT 2m 2 o(1)

SCHR[10) 3m c? o(1)
SCHR[LL] 4m 2m o(lgn)

6 ZERIE

AICAERAIGE Sybil Bty fifl ZigBee JG£k
WIS HOR B SRR b, SRS SRR DKM 2
FEIRE LU BT T “ BA7G 7 MBRERR RS0, fritlk
fih b, BT E TE AT I T SRR GTS B



2632

B 5 AR ¥ M

%538 %

TR, KN EREAMEIEARAL, D BRSO S
ORI S, W5 SEAE SRR ] (1 2 Ak
1700 M, ST R R, IR Bt
S X 5 S s e B IE N AERE T RAE, £ R,
ARSI SIS, i U B R v
LR E A PR AN B AT B (1 F G N R
AR T ZigBee W41 2 A MERE

1]

(2]

3]

(4]

[5]

(6]

[7]

(8]

(9]

[10]

& % 3 B
YEE H C and RAHAYU Y. Monitoring parking space
availability via ZigBee technology[J]. International Journal
of Future Computer and Communication, 2014, 3(6): 377-380.
doi: 10.7763/IJFCC.2014.V3.331.
TSENG H W, LEE Y H, YEN L Y, et al. ZigBee (2.4 G)
wireless sensor network application on indoor intrusion
detection[C]. 2015 IEEE International
Consumer Electronics, Taipei, China, 2015: 434-435.
DOUCEUR J R. The Sybil attack[C]. 1st International
Workshop on Peer-to-Peer Systems, Cambridge, MA, USA,
2002: 251-260.
THAKUR P, PATEL R, and PATEL N. A proposed

Conference on

framework for protection

ZigBee[C]. 2015 Fifth

of identity based attack in
International ~Conference on
Communication Systems and Network Technologies, Gwalior,
India, 2015: 628-632. doi: 10.1109/CSNT.2015.243.

ZHANG Q, WANG P, REEVES D S, et al. Defending against
Sybil attacks in sensor networks[C]. 25th IEEE International
Conference on Distributed Computing Systems Workshops,
Columbus, Ohio, USA, 2005: 185-191. doi: 10.1109/
ICDCSW.2005.57.

NEWSOME J, SHI E, SONG D, et al. The Sybil attack in
sensor networks: analysis & defenses[C]. Proceedings of the
3rd International Symposium on Information Processing in
Sensor Networks, Berkeley, California, USA, 2004: 259-268.

DI PIETRO R, GUARINO S, VERDE N V, et al. Security in
wireless ad-hoc
Communications, 2014, 51: 1-20.
ZENG K, GOVINDAN K,

Non-cryptographic

networks — A survey[J]. Computer
and MOHAPATRA P.
authentication and identification in
wireless networks[J]. IEEE Wireless Communications, 2010,
17(5): 56-62.

PATWARI N and KASERA S K. Robust location distinction
using temporal link signatures[C]. Proceedings of the 13th
Annual ACM International Conference on Mobile Computing
and Networking, Montréal, Québec, Canada, 2007: 111-122.
doi: 10.1145/1287853.1287867.

LIU Y and NING P. Enhanced wireless

authentication using link

INFOCOM 2012 Proceedings IEEE, Orlando, FL, USA, 2012:

channel

time-synched signature[C].

(1]

(13]

[14]

(15]

(16]

(17]

(18]

eSS

W

2636-2640.

XIAO L, GREENSTEIN L J, MANDAYAM N B, et al
Channel-based detection of Sybil attacks in wireless
networks[J]. IEEE Transactions on Information Forensics
and Security, 2009, 4(3): 492-503. doi: 10.1109/TIFS.2009.
2026454.

JAKES W C and COX D C. Microwave Mobile
Communications[M]. Hoboken, NJ, USA, Wiley-IEEE Press,
1994: 1-69.

HE F, MAN H, KIVANC D, et al. EPSON: enhanced
physical security in OFDM networks[C]. IEEE International
Conference on Communications, Dresden, Germany, 2009:
1-5. doi: 10.1109/ICC.2009.5198999.

IR, B AN R A I 2 AR B[] AR,
2001, 22(2): 42-48.

HUA Suchong and GE Lijia. Separation of sub-chip
multipath components[J]. Journal on Communications, 2001,
22(2): 42-48.

BUERE, B, (e, 55 R W20 B EARAE T
RSSI & P iy R A [J]. 7 515 B 2% 4%k, 2011, 33(4):
891-895. doi: 10.3724/SP.J.1146.2010.00780.

LUO Jufeng, QI Yunzhou, FU Yaoxian, et al. Research on
separation of subchip multipath components for RSSI-based
location application[J]. Journal of Electronics & Information
Technology, 2011, 33(4): 891-895. doi: 10.3724/SP.J.1146.
2010.00780.

AKHLAQ M and SHELTAMI T R. Rtsp: an accurate and
energy-efficient protocol for clock synchronization in wsns[J].
IEEE Transactions on Instrumentation and Measurement,
2013, 62(3): 578-589.

figise, . ZigBee [MABCHARIAMHIRIAHIT[I]. 1Y
15 1E54), 2015, 37(9): 2211-2217. doi: 10.11999/JEIT141395.
YU Bin and ZHOU Weiwei. Co-channel attack detection and
suppression model for ZigBee network nodes[J]. Journal of
Electronics &  Information 37(9):
2211-2217. doi: 10.11999/JEIT141395.

BT, WK, AR AR D IR [J]. T
ML S350, 2014, 22(7): 2291-2294.

LUO Haijun and PENG Weidong. Application of total least

Technology, 2015,

squares in  precise  synchronization[J]. Computer

Measurement & Control, 2014, 22(7): 2291-2294.

W 9, 1964 MFAE, R, WA, EBEPTCAG
L 4% i A RO D 2 ).

53, 1990 4FA4, Wik, #9750k ZigBee. o2k 4%
A
2]

3, 1985 Az, YHIM, BRSNS B atiAR.



