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Abstract: The security of hierarchical identity based authenticated key agreement scheme which was proposed by
CAO et al. (2014) is cryptanalyzed. First, it is pointed out that the scheme is not completely secure against the
basic impersonation attack. Then, the process and the reasons of the attack are described. Finally, an improvement
scheme to mend the security leaks is proposed based on the hierarchical identity based encryption (BONEH et al.
2005). The security proof of the proposal is presented in the BJM model. The computation efficiency of the
proposed scheme is nearly equivalent to the CAO et al.’s.
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AL EHBENLR &, TR, & 162 5 &R
S, RS REES 5EWE TR KRB

B SR RIS, K AR
A MRS S WA )T, IR VA AL BE

(DAL, =11, AREWY LBGEH A
PR 1

(a)# TR g /2 ZRSH, WKL, WE AR
R H, BlE S HEHES Moz, , WIEH
7 FITEH S TR p =T, My = a» JEHHHIE
L, RIETR x @8t A .

(b) 45 TR ARSI 5 A2 1 I
N . BE S Sy L, WAL W
(ITy 55 TR o L, L) KR, B0 S 384T P 3R
(a); 5N, BHUH SEIM—APENE r € 2, FFiT
Fa= map> My =e(g,9)" MM, = e(g1,05)" o« 2>
U S 1 B-HIBE #1247k & H X AN Bk ik
My FM, A )R S CT = (e(gy,9,)°
My, g% (0" bt gy)’) s FERCEILERRE N S, =
(e(g1,9,) - M,y -e(gy,95)" )" » T&HE HI-AKA J7 FHUT
TRV =H, (S, T, ID, ) » Horh, FIAME Ty =
(¢, (B b - g3)",IDy) o R JG AU HE S U5 k3
= H,(Ty, Ty, Sap) » RBIRSY 5 = (T, My ) G BGEH
M BB (T 5,85 TR 5, RSA s Saps ki) B L o

)AL, =115, AREHMIBTH A7 HIL
H TR, MRS S of L A sk A3 1%
K AMRVH . Ik, AT DA% IE R 17 BT
W, HFEFFIERL, .

RV(IT;; ) : ATz~ & (reveal )N, 41T, 7
Bl S MM S 5% AMS 55 B, WliE 4
FEVUAL & I, S HIH LRSS 55, W S 4
IEBL, ), B S Wit AR K L R R
(¥ k! H

TS(IT;;) : AERREFEP RHEA I %), Bt
MM P2 A TTE; B AT WK A ) (test) o AT R
I, = I BG AT G ARSI 216 H T A R
B, BHUE S EATWERRRMEG 5 W H R GALE L,
IS k) S BGEE A, BEEF A IRIPIH]
Wrflis = 08F b =1, HILAKA J7 %1 BIM #iA
()2 AU AR A8 b4 R

B h, BRLE S KB A (g BA b
b=080# b =1HE DY B-HIBE %40,
B-HIBE J5 % 1) IND-sID-CCA 24T ak 45

4T K4 B-HIBE Ml HI-AKA & R4 5
—3, P B-HIBE #4240 ik & M, =
e(gy,9,)" B> FATAT LIS BLR [P SC CT 138 1 I
T T elg,0,) - My =elg,9)"" 3 HEEE M, =
e(g,9,) I, CTIEE 1 BN G, BEH I —ANbH
HUE. BT, 26 =01F, S35 = (e(g,,9,) - M, - elgy,
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%)) =elg,g,)"» WILEEF A0 WEI 2 B E
MG HEHE: Mb=11, Sip=(clg.9) M,
e(g1,9,) )" = e(g,,9,) o Bl A R
—ABENUE. TTLUE A LIRERI R, Bl
HSBALIL/(Ng,) MR ASZEBREE S FE . 1M
WF RS A, HBTTHON R S Bl 1) 2 42
PR AR RN B S IR A 2 VA X A . RIS M 3RAT
B STE WO HILAKA 5 R AE e, Mk
B-HIBE J5% IND-sID-CCA [ 24t siss/b
e/(N%q,) -

Wk BB HT RIS A B A BERAA ]
WA AT BIM BT (12 ARk, WIBATTAT
LR & — AN BERLE S LU AT 2% 16 48 4 7
IND-sID-CCA #i%8~ pi B Bty B-HIBE (1) 8 . X [7]
B-HIBE [ 3 () PEuE oy G, Bk, J7%
HI-AKA 7F BJM B RIE AR 22 410, Rk, A
T RFFA BIM BT R — R 2 DL LA
PES 230, PUE A EE O e ik . B AN i L
iy W ORI e A a0 SN ) 4 P RE RS B
PEIEAEII [R] [R50, AR5 G238 nT DAIE ik V8 i 1) 38K
FIZ B R H, FIH, B, 3E— D BT S
(IR

s+r—a)a

4.3 EXREDH

BT AR SCRSZ SR T R a &k, It HIRJEJE
RGN H TR, AN RN AT T
TR EXT L BATER 1 RAW R SHEER,
HE 5E, 2MERG, 56, LfREIEHE, M
M, 2 HERG, 5 G, LiRKIEHE, PR
PEIZE, & Flm WP BTARRZE, | W RGREH,
HARRPURLRE 4R R BOE 5. R 1 el LA,
HI-AKA FAHHIIUE 2 B 2440 T HIBKA, R4 B
SRERHET B-HIBE %, (HEGHRHAZ T k+1 4
G, LK% AT, AR T, B 4% HI-AKA %
757 HIBKA, A HIBKA B3R U A T, F1
Ty WET AN R AT E G R fe Bus 5,
R X AR A S T Beidi P2 AR IR R 22— ARk
Sy BX Sy, HIE HI-AKA J7 E£EALT HIBKA J7
%, P4 HILAKA R ERRF T B-HIBE J7 £ 1
ghby, —ERRERIK T B AWM R Rk, B
fog WITF BN I R —3 UM RIE & 15 % 5
AE, PE AR T BURE I A g R K s I A A
s TTLUEH, ASCHTEEH I HILAKA 5 £
RS RESHNLERR, WS HRALL
Bik[11,23,24] % 1] PBC ¥ 0 230E 47 5280

# 1 HIAKAFEZEMHIBKAAF ZiIHE S RE LK

AU *‘3’;‘ b T, T, S A S,
Bk
TR (k) (B M) q (tm— 2048, (htm—2i48)B,  (k—i—1)-(E,+M,)  (m—i1)- (E,+M,)
Ti % +(k+m — 20)M,; +(k+m — 20)M, +3E,+3P+2M, +3E, +3P+2M,
K% (+3)E +M) " (m+2E, +mM,  (h+2E, +&,  2P+E, +M, +H 3P42E, + M, +H
LES
5 ZERIE California, USA, 2001: 213-229.

ARICAYHT T SCHR[9] 3 HA 1R J2 TR B 43 A AIE 254
PR T A, T RNE T RSt AR
Bt AP IR, 0 TSR R . B
#£ B-HIBE % 7 £00)5Eat B4t 7—4 HI-
AKA J7 %, JHE BIM BRI R T i HI-AKA
T RAFRMB AL E 2. CMSiREH LS
PEL FEARTT I AR LA E . A, BT HI-
AKA J7 % & E 34 B-HIBE J5 %, 7] J7 b # #i 31|
A& B-HIBE 77 ZHE RN 248, BEARIA
TE B 0 i 0 2 R4 (1) T4
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