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Abstract: In order to transfer effective, reliable and secure information in resource-constrained networks such as
deep space communications and mobile communications, a joint source channel security arithmetic coding method
controlled by chaotic keys is proposed. At encoding, the first chaotic map allocates the probability of multiple
forbidden symbols in arithmetic code, combining error detection by channel coding and disorder of key streams;
meanwhile, the second chaotic map controls the source symbols in arithmetic code, combining source coding and
information security. Simulation results show that the proposed method can not only achieve 0.4 dB signal-to-noise
ratio gains compared with the existing similar arithmetic codes under the condition of same error rate, but also be
of high reliability and security.
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