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Design of Glitch Physical Unclonable Functions Circuit
Based on Signal Transmission Theory
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Abstract: In this paper, a Glitch-PUF circuit technique is proposed by taking into consideration various aspects i.e.
the signal transmission theory, race and hazard phenomenon, and Physical Unclonable Functions (PUF). First and
foremost, the glitch circuit is obtained under the signal transmission theory. Using the combinational logic circuit
propagation delay difference which causes 1-hazard and 0-hazard, this feature is used to form output glitch
waveform. This glitch is sampled by multistage delay sampling circuit. Due to the nonlinear characteristics of the
Glitch, Glitch-PUF can thwart the modeling attack. Finally, under the TSMC 65 nm CMOS technology, a 128-bit
output data Glitch-PUF circuit is designed. Monte Carlo simulation results show that the Glitch PUF circuit has
better randomness.
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