% 38 Lif 8 1
2016 4= 8 H

BT 5 fF B ¥ M

Journal of Electronics & Information Technology

AR L R E% RFID TG St

WAET  RRAT i
CHRMERKFERELFEE AN 221008)
U(F B LK P ENHEBHRER AN 221008)

W E B ARSI P B Tl RS i BRI e A B M 4 . 2242 RFID JiT
ARV R VISR R I o5 22 A PERT R AAYE, ARZE (R0 1) AN PGB BRI 17 AN AR ERPE R RFID FR 40 S bR b o
B RIS L B E R o B DA (L B 2R e rh AT U B WS A 9 45 e 22 A aURA 10 A, 1250 80t T )3
ATHT AN P E R E SRR 3 P B R AN S B B e, S th T oy AN B ERME RO . SR T AT
RF 2 B B B RFID A AU I I8 ek B RS R 5 SO AR UE W] T PSR 22 e VERIBEFATE o iE
A 5 S T 75 ZE I T LAHARD P i R AR R B Gk, B EREGE, R B BGE A D Bt SO AL SR ) AN R]
B ERVERS ) AN ATBEAVE S EARAVERE ;BT DM AR SEBR A R i R AR A At L, BEILAR P IS0 22 4 PE AT B RA P 5
.

KR LLPB: FrABEERYMNL BT ARDEERE: J5 WA FHEERE: kR R

PESES: TP391.45 XEkFRIRAD: A MEHRS: 1009-5896(2016)08-2091-08
DOI: 10.11999/JEIT151049

Provable Secure for the Lightweight RFID Ownership Transfer Protocol

CHEN Xiuqing”  CAO Tianjie”  ZHAI Jingxuan®”
Y(School of Medicine Information, Xuzhou Medical University, Xuzhou 221008, China)
@)( College of Computer Science and Technology, China University of Mining and Technology, Xuzhou 221008, China)

Abstract: In order to implement the “wisdom city” planning and build perfect wisdom network, it is important to
design the security Radio Frequency IDentification (RFID) protocol. A secure RFID ownership transfer protocol
should be evaluated in terms of the security and privacy properties. In particular, there are two important privacy
properties included forward untraceable and backward untraceable in the practical application of RFID system. In
order to solve the various security and privacy problems, this paper enhances the unreasonable assumption that the
attacker misses the key-update session in the definition of forward untraceable, then proposes the definition of
strong forward untraceable. In addition, this paper designs the lightweight RFID ownership transfer protocol based
on quadratic residues, and uses the enhanced model and definitions to formal prove the security and privacy
properties. Moreover, the proof results not only show that the scheme resists against inner reader malicious
im-personation attack, tracing attack, tag impersonation attack and desynchronization attack, but also formally
prove that the proposed protocol meets strong forward untraceable and backward untraceable properties. In
addition, the analysis results demonstrate that the protocol based on low-cost and high efficiency is superior to
other protocols in the security and performance properties.
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4: Send Ryey, — tag( ", Init, Kpp)— A

6: Send R,

9: Free(vtag).
10: DrawTag(Krip,) between tow tags —vtag®
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5: SendTag— Ry, (vtag, T A)— ’“R}',’“RI,,'HE,'“F
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17: Output whether 7(vtag”)=Kryp,
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1: CreateReader(7,)q),CreateReader(7;ey) .

2: DrawReader(ry) = R,wherebe{old,new},

3: Launch — 7,
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9: Free(R).
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v

11: Send Ry — tag(Ry,r

13: Send Ry, —tag(R,
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