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Abstract: Privacy-preserving technology is the focus of information security area. Unfortunately, rare
implementation of private set union protocol is developed. To solve the issue above, a novel private set union
protocol based on the YAQ’s garbled circuit technology is presented. The specially designed circuits include the
private set merge circuit, the private set filter circuit and the private set confusion circuit. Then, the security of the
novel protocol is proven in semi-honest model. Finally, a prototype of the protocol is built based on the

MightBeEvil framework. The simulation results show that this protocol is more efficient than the existing one when
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evaluating the union of sparse sets in a privacy-preserving manner.
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