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Impossible Differential Cryptanalysis on 13-round MIBS-80
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Abstract: This paper presents the 13-round impossible differential cryptanalysis on MIBS-80 for the first time.
Firstly, this paper filters the plaintexts based on the impossible differentia of S-box in MIBS-80. Secondly, by
taking advantage of the restrict relation between key in the first round and in the second round, the restrict relation
between key in the first round and in the 13th round, the number of plaintexts is further reduced. To sum up, 2'**
times can be eliminated as big as the number of plaintexts eliminated in former impossible attacks, therefore both
the time complexity and memory complexity are saved. Besides, by looking up various tables to get the needed key

bits in the attack, the time complexity and memory complexity are thereafter reduced. Finally, 80 independent key

bit are used to recover the main key, which ensures that only the right key is kept. The presented attack needs
64 bit blocks, which is the best result of impossible
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