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Abstract: In order to solve the selfishness problem that forwarding nodes in the wireless ad hoc network refuse to
cooperation due to the limit of energy and storage space, a wireless ad hoc network cooperation enhancement
model combined with the game theory is proposed, which is based on the incentive mechanism of virtual currency,
analysis the benefit and overhead characteristics of the source nodes and forwarding nodes. In this model, the
network cooperation problem is transformed into a game equilibrium problem about the benefit of source node and
forwarding nodes in the data forwarding path, promoting the cooperation of communication. Furthermore, in order

to avoid the congestion and maximizing network lifetime, the model makes some certain constraint about the
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energy and storage space for the forwarding nodes.

Key words: Ad hoc network; Selfishness; Cooperation enforcement; Game theory; Virtual currency

1 58§

Todk AL 45 e — Rk o Zeiiif5 7. 3
SU MBS PEXT M4, HAPEHE . 3ha54]
M mPUR TS, RS PUERK. T
bz Ay T AR N AT S Togk H A2
28 125 b DX 2 B SO A LA S 1 SRR = Sl A5 P
RTINS ARIMAESEBR N F A i T R 4510 i pe i

ek H 9 2015-03-25; B520A1 H W1z 2015-08-28; W45 Hifi: 2015-11-01
MEEES: DfF maweiQiie.ac.cn

EE&TH: MEKREMSMEIL R TESLRE XEES
(2015BKL-NSAC-ZJ-06)

Foundation Item: The Director Funds of Laboratory of Network
System Architecture and Convergence (2015BKL-NSAC-ZJ-06)

Tl PN A7 B ol B A T 6 11 IR ) 45 PR 35 T FE 4 b A
IR K AEAE, WHER M 10%~40% 1)1 1
AN H PR, I A W% 8Ok T
16%~40% "2 o PR IR 15 s Al 0 B E— B2 o2k H
ML PRI, H AT 2 5 TR L
RS TSR (R BRI AL B P 7 72 i3 TR B AR S
AU 0 b WL R 30 B B AEAT R IR A B AR )
TR, A GRE BT T s AR RE R A A
Watchdog 75, CONFIDANT %74, CORE #l
A Pathrater HLHOYY 8 T 038057k, JE T 2%
(R Rh AL 2 B N P T 2R A DG iR, S a1y
M EAER K. B IR0 88 0 H T o2 ™
N ZAGE) T Z I5E. Ad hoc VCGH



512 1) PSRN ST RN K TCE A AL 5 b E R 5T 2803
e 3 T 3Rl T TR A AT AR A P ) R SR FERUR R R B AR A, B R o R P RIS

A, I S BIL e S o STk [13] 4 et b et 1)
W37 5, SCHR[14] 42 H Sprite 7%, Bl {51
G5 b DR U BN T AR i AL I B R R
oo SCHR[15) 1 2205 7 TR DI AT HH A 2R
W2, Sttt 1T REAUA DT A IS 2 . SCHR[16 ~19]
3BT TSR B0 G 2R SOUMERIAE T, SCHER [20]
WEST T AL AL R P B 2 A O Tk
SCHR (21~ 24 0T 9 1 J T 7 25 (R 38 ik 1 Rl B AR AR
R, SCHR[25,26) 890 T se A B AL Sk Y s p R
HUINAE

ARG A MR A G B R 5 AU 5T T AL
i, ST R AR B R R S AR
SEOM T T AR B A e R T YT R A T AU
WeRRAE 0, e T RO FE B B BEUR R U AR AR
S E MR REEE R M H 4 A Ik 555 TR) IS SRAGHIE 1 5
SCA R HEAU DR T, 59T R AR AR 55 O ST AR . 1) R
BT o S RN B R e E . FIRAAE A
() T B 34 T DA KA D) 24 2 A7 6 1] - ik /4 9
Rk A, 3 R R IR S5 68 ) DR 2R DAOR UE VS Y 00
IR 55 T R e K
2 HERIRE
2.1 WS

AL T L BT LG, R RO IR HE
i 2 [0 A R R SCAS S R AU D A A
BT AT AR, A SO T2 i s
AT A @A T AU . Eidis AR RE T, YR
(RS ft e A 43 LA, AR & A e s g fit—
SE I REAUDT T o e A0 s AR e 2 e R BB R A )
RELSE T, AU AR SRR 5. BN
R AE BTy, SRRk s B R
A, ANTEERAE BEBC AT M, AEARBIR A
H 5 R AT 1S

H TR TR RN R B FARE M, AR
BIFEFEMIME S, LR WYY RO Bl B R
B o ARV I i 155 0 R R 2 5 L P e e it
[y e B e RO AR 2R, A R I A R 3R 5 4
MBS NREETE R . Bl AL IL M R, — R
ok 2 U A R Bk H T R, O TR R AR
HR AT R, R RIIE Ay ¢, 5 RS )
FEREN a; 5 o=t ECh

0, :f(ai’ti)+0i (1)

fla;,t,) RoRFE AT R0 AR5 RS o, e RN AT
Iyt WAERIRE s 0, ~ N(O,0,2) F0% AN S PE I
R

e, Fur, CHAFEA AR m, 20K, WIth s R
BH e} 2R, WIHRAEE T RPARESH m) 2R, WK
WAL BEPRETTRIR N (e, my, el ,ml) o Wi i S
B RAT I H S AT A
S = g(ai)—l—h(ei,mi,e;),m?) (2)
gla,) Fon 1wl i 85 SRR JE R a; W T 7 A2 1RO
FEs hley,my el m)) 2T s ML T AE
A B2 R PP R A Y R i SN AR
Tk
G, = a + B0, (3)
o NG R EHEON B ARG R AR
JIR 55 RV R o AEBEAN TR R R I R TR R R 3R
(SO Ea W]
PG, =G, -5, (4)
AR T S ) 55 I RETE o, SRR G,
O, [T H AR S, sy, 3 R0 R M
AR AW AT AT, R Ik Tl A S A
KA, BNZE SRR — XU AR A
FH R RS Al 2745 ok s o2 5 M R 34
PEHE R I R A B B RO S KU REBE RS, Ol T
TR RO DR Rl B AR, AR 5 | N RIOH] R B
RE&E, B
u(z) = —e " (5)
Forp r B R R B e B, - > 0,r = 0,r <0
I AR RS UG RS, XU, rh 1 87 5 DR
Ui o NEERE RS BRN, JEIRMIAE D w
JiZEh o) WIESDAG, W2~ N(wo,”) .

Toy
w——=

mwm=—é4 ? (6)
e g
P=w-ro,/2 (7)
LEAMETI N o = PG, = G, — S, TG540 5
I 3 39y

w; :E(I):E[a—kﬂf(a“ti)—Si} (8)
LY SISO N PRy
o, = var(z) = f°o’ 9)

Y S RV R
P=a+ 5f<a;:ati)_g(ai)
—h(ev m;, el mo)f(l/Q)TﬂQO’f (10)

Horr (1/2)rB%0,* R AT 1B A o
A BE B A0 IR AR 2 H 1Y A5 I A
A n AR AL TR A s JOERA MR A



2804 By 5 AR ¥ M ¥ 374
G, = g ts) + £(0) (1) lmd) RAETAT PR

:/H;E':la’min = min(a17a27"'vai7"'7an) ’ ED%E%//T:XEEPF)?%A
BRI BN M 6 =D 4, BN

T A R PR SRR S s B = %Ze

N AR TP A T AN E P SR, 6, ~
N(0,0,°) L E(0) =0 .
Ht 0 A% A R TP YRS R s BT ST B AU D
QPSS g:ip i<y
P, = E[ZG] =Yl Bfn)]  (12)
YT R Bt R B
PGGZGS‘ _‘Ps:f(a’mmitz)_Z[a—’_ﬂf(awtz)] (13)
2.2 1RBIE ST
(HLTEHFELIR . B 51 i H SRS ROR
N (e;my el mi) s T R EA, 4 R
ORI A5 12 TA, AT S MY 2% B4R T s el -
TR T R, A7 20 ) o G I (5 AN B4k 2
ARG, HRTIEMEHZE. AR E 21 N
i T A % B) BRERE S I AN P s i He gk i 2
B TAE, BT ROl I FEA BRI K. BoENLE
0 0
h(ei,m- e m?) ze—i-I- T (14)

o € m? -m

T L2 T M B R A R R DL S A A s R A
LA 1 B, Bre, /e T4 5 H)
SR L], m, /m S C ARG A ) R A A i
Gl =a T e ST AR P NG == vl 2N S P < il
[EF S PNGERSY IR 3 1 2 NV I AR Sp s AT
Ll 2 fros, BE hie;,m;,ed,md) < hy» 1ESEFRH
WE hy=20 , W RAT RATAT PR X an &l 3 Jr
71, BV 5 AR A G T RIS R FEIRES (e, ms

03
04

0

e‘J €

1 Hleirer

2 Bl Fess Mk

(2) 55 R LR ARFEAFEDNL SR ER, Hids
e R SR AR TP R T B B A — R TR R IR
55 BB RO RN RIS IRE RO Ay, B
FEINE SR N T, W)
amm:min(alaam'”vaia"'7an>7amin EA()ath’ <T, (15)

BV R B HAR: AEN R S 5T
(RIS, WY 56 BRAF RO YR AN /N T
A G IZEIHLRI I RN, B
a+ ﬂf(aivti) —g(a;) — h(eivmiﬂez(')am?) - %7“52‘712 > U

(16)

b U 2R3 AS 5B LS80 . K
W T S B EA R R, H
hle;,mg e ,mi) < hy 75525 BN AL I Hh 2 3 4% 1
A (16) BN

a“‘ﬂf(awgi)_g(az)_ho _%TQQQQ =U (17
,@:q:a:%j@ g 0 TP BT 1 S M T 18£8

(4PN OB AL R RARARY R S
S WHLHIR T, PrigfAT s AN ik
FIHABATBII 0N, R

a—I—Bf(ai,t,-)—g(ai)—h(ei,mi,e?,m?)_%rﬁ%%
> o+ Bf(a,t,)— g(a;)
—h(ei,mi,e?,m?)—%rﬂqaf (18)

(5) B RBUN LA BTy a2 A B0
PEITRIAT AL, R A SR s, R

n

max | f (gt )= o + B (a;.1;)] (19)

i=1
g L b dr, Jogk B A SN2 Hn ki
K e DA R A 5K (20) BT s

1.0

0.8

0.6

0.4

0.2

3
A O AR 2 PR /i)

0 02 04 06 08 1.0
R A H IR A e/
I A(emyedm)) <20
1 h(eymy,elm?)>20

Bl 3 AL FELIAC R Y i AT R X 1]



%12 RPESE: BT IZRERIE (0 C 4 1AL 1 S MR 2805
k, ¢ m

max{f(amm,t ) Z[a+ﬁf( a;.1;) dja+ Bk +E — kya;® — ?;.er;? —]m].]

h{egrmi, e, my') < o (hy = 20) —%rﬁQg? /da‘j=—2k3aj< 0 (27)

a’min:mln(a’l’a?a'”’a’z'?'”aan ?a’minZ AO’ZtZSI}J
i

- 1 —

a—i—ﬁf(ai,ti)—g(ai)—ho _Erﬁ%lz =U

max

O‘+ﬂf( 1111117 7) g(a’t)

197 )

B L (20) IRAREE RN (87,0, ,07) » TUILED
Ayt LN 5 %
3 REKBS SR
FEYE Y RAREER R T, B K A
P 0 TR TR AR TR A AN B
&—D){—il ’ WXE:
kya, —|—ﬁ

fla;,t)= \/{
B IRREEA a; WK FEVOE A -
gla;) = k3a;:2 (22)

0 (14). 50(21). S22 (20) AT 1

h(e m,, e’ mo)—%rﬂ%lg

(21)

2
— ksa;

2

klai + k_Q

JT-

a+p

max

(23)

l\:2|>—A

0
4 4
e,  m —m,

P (23) K P HFHAE, J

dla+ 8|ka +% — kya’
0 0
—|4 Om’ ] 17’5202 /dai =0 (24)
e, my —m;) 2
A RAT

a; = B, [2k, (25)
BB 0 5 I BRI N A, 1) 0, = min(a,
ay,0,) = a0 KT (G = i) 1T
a+ﬁf( winsy) = 9(0;)

max

1
— h(ej,mj,e?,m?) —57“5202

= max|a + G| ka, —|—% —k3a?
J
0 0
e’ m 1
-+ +—- ——rf%” (26)
e, mj;—m;

Ma; > a; MR BT BE o) IBERIM/DN, #a,
FHBEN a; =a;» H

o+ Bf (a,t) = o + B ka, + -2
NG
(28)
a—i—ﬁf(aj,tj):a—l—ﬂ kdai—i—%
B (26)FRAN K (20) IRk AR, mIA:
N ki
O 2w, 29
af:ﬁ*%(z:m,--.,n) (30)
a*:ﬁ—l—lrﬁwag—i—k, — B |k +-2% i +hy (31)
2 3 \/’ 0
ia =a , Fa >4, Y t,<T,, hlegm.e,
my) < 20 1T — 2% A AN A B Y5 T T T R Ak S
PRIEHE, L A B 2 I e A ] ARG D) R AR
LER,
BT R SR P HH oA
Flant) = ka' +j2_1 (32)
BT R BRI 2R A
G=a +08 |ka —l—% (33)

YRR s (1 B R A

ok
G, =ka +—= 34
s 10 \/g ( )
PSR BB O
* * * k
P=>"a +8 |ka +Ti (35)
RN i PR R PEAE RO
* * * k *
P=oa +0 |ka +ﬁ — kya?
0 0
- [6_1 + omi ] - lrﬁ*zaz (36)
e m; —m, 2

CRG T SRR R E R B DL SO S I~ A G
R, BRI SEAN LB ENE =10,k =5,k =1,
o’ =100,U =20, JHREEAARPA 5 NMERTT A
%uLﬁﬁﬁAﬁ@m,X%@Tﬁﬁm%m&%
77 ACL BT s S 3 R s A . B 4, 18] 5,
Bl 6 3l B es g, R IR e, HeN



2806 BT 516G 8 %R

37T %

RETPITE 52 PEUSON oo BB 1 ROE RGBSl 2 F2 58 (1) R 4K
KR

B 4wl YT S BRI B BE S T R
X XU (i 2 R P58 (R A8 3 (o F KB AR K, Hil 6
AT SN 52 AT B T o WS AT s 6 XU e &7 2 i
(P8 DR T IR ST , MO T XU 22 33 T LAOd /b [ 52 2
FYmsE o . FIRgh A1 4, B 5 nIaE R
RS R S YT R eh A A A [ 1 e 1
e,

%1 MrH2-0.2,-0.1,0,0.1,0.2 Z5AS[F]{E IR 7Y
(IR 25 e A prml 40, 59T 55 Rl s FE B bt
RAT R IAGERE B IR EF, 0.14—>0.16—0.20
—0.25—>0.33, 7EMBE A T R RS IR
HpEz ETF 0.71—-0.83—1.00—~1.25—1.67, N[
R R G > T, 31.22—14.44, X
S AT T 5 I XUl 5 B A8 by ARG RO, BRI
TER ORI I Dl 19 s SRR M 2 5 3 A5 P o

0.35 2.0

4 ZERIE

AT TR HAR SR I T Fh et Jogk B 427
W& B R 2 H A UME RS A, B T
FE ALV R 55 TR SR D0 T ] A MR
AL 28 I R S 5 UM e — T3 T s 22
15 213 N 55 R ESR IR 55> i ST (1 R AU B
MHEAR, ARESAT L s R, 5 —Jr ek
TRAER. Al A T AR BT IR, R IR
G AT R IRAT AL AR . AL TSR R
X B A e R R Y R R AT R W e R O
17000, LR 5 B R 1 DB H S DLl
Jigo

ARTCE AR AL T B AR i A AR 2 e AT A
ISR, 5 & o gk F AL 2R 2% rh it A0 e 1
SCBRAROL o T3 AN FEHE 1 i e R A Al TR AT BR
SRR ARORUBOE T A B ARALE, R R
JE B SEA W £ 75 iy - JE G 0 28 9 2 1) 2o

25
0.0 1.8 ;
' 5 16 <220
ol =
i 0.2 14 15
= S =
= = 1 1
E 020 8] 12 = 10
= H i
- 2 1.0 I
0.15 ES.
0.8
0.10 0
-0.2 -01 0 01 02 -0.2 -01 0 01 02 =02 —01 0 01 02
T R i A R T R i A R 1 s PR O A T L
P 4 T R R S K5 s RS K6 i e N 5
TR i 2 T2 JEE F) 9% 2 RS i e T2 JRE P 9% R KB REIE r ISR AR
*1 BRENALER
r IS P i BT MR
-0.2 (0.33, 1.67, 0.56) 14.44 28.67
-0.1 (0.25, 1.25, 12.18) 21.56 24.50
0 (0.20, 1.00, 19.00) 26.00 22.00
0.1 (0.16, 0.83, 23.47) 29.03 20.33
0.2 (0.14, 0.71, 26.63) 31.22 19.14

& % x #

[1]  Marti S and Giuli T J. Mitigating routing misbehavior in
mobile Ad hoc networks[C]. MibiCOM 2000, USA, Boston,
2000: 255-265.

[2] Michiardi P and Molva R. Simulation-based analysis of
security exposures in mobile Ad hoc networks[C].
Proceedings of European Wireless Conference, Firenze, Italy,
2002: 275-281.

[3]  Malnar M Z and Neskovic N J. An analysis of performances of

multi-channel routing protocol based on different link quality

metrics[C]. International Conference on Telecommunications
in Modern Satellite, Cable and Broadcasting Services, Nis,
Serbia, 2011: 737-740.

[4]  Buchegger S and Boudec J Y L. Performance analysis of the
Confidant protocol: cooperation of nodes-fairness in dynamic
Ad-hoc networks[C]. MobiHOC, Lausanne, Switzerland, 2002:
226-236.

[6]  Michiardi P and Molva R. A collaborative reputation
mechanism to enforce node cooperation in mobile ad hoc

networks|[C]. Conference on Communications and Multimedia



12

K SUNEEE

N

BT R BRI TO L 19 2L 2 1 i DR AT 5

2807

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

Security, Portoroz, 2002: 107-121.

VEVE, MR, 2ok, A5 SR T ARG PR IRIN T L 4% % bl
HIBFFEI). THEPLZAAR, 2009, 32(1): 54-68.

Wang Yang, Lin Chuang, Li Xue-lin, et al.. Non-cooperation
game based research on routing schemes for wireless
networks[J]. Chinese Journal of Computers, 2009, 32(1):
54-68.

Akkarajitsakul K. Game theoretic approaches for multiple
survey[J]. IEEE
Communications Surveys and Tutorials, 2012, 13(3): 372-395.

access in  wireless networks: a
Brown D R and Fazel F. A game theoretic study of energy

efficient cooperative wireless networks[J]. Journal of
Communications and Networks, 2011, 13(3): 266-276.
Alizadeh Y, Sabaei M, and Tavallaie O. Game theoretic
modeling of joint topology control and forwarding in MANET
based on local information[C]. Computational Intelligence
and Communication Networks (CICN), Mathura, India, 2013:
510-515.

Sarkar S and Datta R. A game theoretic model for stochastic
MANETSs[C].
Communications and Networking Conference

Shanghai, China, 2013: 1962-1967.

Wireless

(WCNQ),

routing in self-organized

Rong C. Cooperative game based relay vehicle selection
algorithm for VANETSs[C]. Communications and Information
Technologies (ISCIT), Seoul, Korea, 2014: 30-34.

Anderegg L and Eidenbenz S. Ad hoc-VCG: a truthful and
cost-efficient routing protocol for mobile ad hoc networks
with selfish agents[C]. International Conference on Mobile
Computing and Networking, California, USA, 2003: 245-259.
Buttyan L and Hubaux J P. Enforcing service availability in
mobile Ad hoc WANs[C]. MobiHOC, Boston, USA, 2000:
87-96.

Zhong S, Chen J, and Yang Y R. Sprite: a simple cheat proof
credit-base system for mobile ad hoc networks[C]. INFOCOM,
San Francisco, USA, 2003: 1987-1997.

HEST HEHE, FIE. MANET B3R/ BOH I BSBFST (D).
JEITIE LR 2% 240, 2008, 31(10): 21-24.

Zheng Hui-fang, Jiang Ting, and Zhou Zheng. Theoretical
study with the model for MANET cooperation
enforcement[J]. Journal of Beijing University of Posts and
Telecommunications, 2008, 31(10): 21-14.

Akkarajitsakul K, Hossain E, and Niyato D. Coalition-based
cooperative packet delivery under uncertainty: a dynamic
Bayesian coalitional game[J]. IEEE Transactions on Mobile
Computing, 2013, 12(2): 371-385.

Li Z and Shen H. Game-theoretic analysis of cooperation
incentive strategies in mobile Ad hoc networks[J]. IEEE

Transactions on Mobile Computing, 2012, 11(8): 1287-1303.

(18]

(19]

(20]

21]

(22]

23]

(24]

(25]

[26]

AR

A .

Naserian M and Tepe K. Dynamic probabilistic forwarding in
wireless Ad hoc networks based on game theory[C]. Vehicular
Technology Conference (VTC Spring), Seoul, Korea, 2014: 1-5.
FRARNS, sk, FETEL I Ad hoc W& 1ER A
[J]. HF5{E SR, 2014, 36(3): 703-707.

Zhang Hua-peng and Zhang Hong-bin. Cooperative
forwarding model based on repeated game in Ad hoc
networks[J].  Jourenal
Technology, 2014, 36(3): 703-707.

SOTTRL, YRR, %S0T JE T LRI R B e A
JHE[J). BT 5E B, 2015, 37(1): 193-197.

Huang Kai-zhi, Hong Ying, and Luo Wen-yu. A method for

of Electronics &  Information

physical layer security cooperation based on evolutionary
game[J]. Journal of Electronics & Information Technology,
2015, 37(1): 193-197.

Tang Chang-bing, Li Ang, and Li Xiang. When reputation
enforces evolutionary cooperation in unreliable MANETS[J].
IEEE Transactions on Cybernetics, 2014, PP(99): 1-1.
Safaei Z, Sabaei M, and Torgheh F. An efficient
reputation-based mechanism

MANETS[C].

to enforce cooperation in
Application of Information and
Communication Technologies, Venice, Italy, 2009: 1-6.
Sengathir J, Manoharan R, and Kumar R. Markovian process
based reputation mechanisms for detecting selfish nodes in
MANETs: A survey[C]. Advanced Computing (ICoAC),
Madras, India, 2013: 217-222.

A, v, wb T, AR M T EERB S HAM X
G RS HURBLEN ). W 56 BAEIR, 2012, 29(7): 1299-1303.
Jiang Xiao-jie, Rui Lan-lan, Guo Shao-yong, et al. A
Reputation-based service differentiated incentive mechanism

for MANETSs[J].
Technology, 2012, 29(7): 1299-1303.

Journal of Electronics & Information

Liu L, Guo Y, and Yin L. Analyzing asking/bidding price in
dynamic game for cooperative authentication[C]. Computer
Communications ~ Workshops (INFOCOM  WKSHPS),
Toronto, Canada, 2014: 165-166.

Liu Li-cai, Yin Li-hua, Guo Yun-chuan, et al.

Bargaining-based ~ dynamic  decision for  cooperative
authentication in MANETSs[C]. Trust, Security and Privacy
in Computing and Communications (TrustCom), Beijing,

China, 2014: 212-220.

IPE: U3, 1987 AR, TR, WFSUUS IS GER A 412 &%

L8P SOEAE P BRI

%, 1964 4, #FR, WA, BTN 58 M
5P L5 BAL .

95, 1990 4FAE, AR, WESCS I B AR A



